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Introduction

The DoD Role Based Insights on Demand (IOD) Training Guide for Release 8.2 provides information
needed for DoD Users to navigate and use IOD.

DoD User Roles

The table below depicts the user roles within DoD and provides a brief explanation of each role. IOD will
be automatically configured to allow a user only to access the functionality for their specific role and
cardholders within their assigned organization/organization.

The graphic below depicts the flow of cases through the DoD User roles.
e A/BO refers to an Agency Officer or Billing Officer
e A/OPC refers to an Agency/Organization Program Coordinator
e Oversight AAOPC refers to an Oversight Agency/Organization Program Coordinator
e Component Program Manager
e HA refers to Head of Activities

Flagged Cases

e

Flagged Cases

A/OPC A/OPC

Complete Monthly Checklist

Review 100% of A/BO
Flagged Cases on a Daily Basis
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Each role is further described below from the lowest level of the hierarch to the highest:

DoD User IOD Access Responsibility within 10D

First Level Case Review

A/BO — Level 6 Workbench ¢ Reviews 100% of assigned cases before the end of
the billing cycle allowing time for higher level review.

Second Level Case Review & Monthly Checklist

AIOPC — Level 3 Workbench ¢ Reviews 100% of assigned cases after A/BO review.
A/IOPC — Level 4 Individual case review cannot begin until the
AIOPC - Level 5 responsible A/BO has completed his/her review.
e Completes the Monthly Checklist at the end of the
billing cycle.
Monthly Checklist & Dashboard
OA/OPC — Level 3 = Workbench e Completes the Monthly Checklist at the end of the
OA/OPC - Level 4 Dashboard billing cycle.
e Access to Dashboard views
Dashboard
CPM Workbench ¢ Access to Dashboard views with drill down capability
Dashboard to Workbench
HA Workbench e Access to Dashboard views with drill down capability
Dashboard to Workbench
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Frequently Asked Questions

Below are some of the most frequently asked questions regarding IOD, these questions are also available
through the IVR.

Accessing 10D and Login Error Messages

1. How do | access IOD?
Answer: In a browser, enter the following URL: https://iodgov.oversightsystems.us.

Make sure the link includes https://

Navigate to InsightsGov.oversightsystems.com. From there you can enter your login information
and click the “Log In” button. Browsers supported include Chrome, Safari, and Firefox.

™ Oversight

User Login

Welcome to Insights On Demand from Oversight Systems

Please log in to get started.

Forgot your password?

E-mail *

Enter your e=mail address.

Password *

Copyright 2018 Owersight Systems, Inc.



4

2. lam getting aLogin error message, what should | do?

Answer: If you are getting an error message, it can usually be resolved by clicking refresh on your
browser. If there is a pop-up box or error message, take a screenshot of the message and email it
to iodgov@oversightsystems.com.

The User Login error message may look like the error message below:

W Oversight

User Login

0 Sorry, unrecognized username or password. Have you forgotten your password?

Welcome to Insights On Demand from Oversight Systems

Please log in to get started.

Forgot your password?

E-mail *

| sampleuser@agency.gov|

Enter your e-mail address.

Password *

Enter the password that accompanies your e-mail.

Login

Copyright 2018 Owersight Systems, Inc.


mailto:iodgov@oversightsystems.com

3. lhaveforgotten my password?

Answer: If you have forgotten your password, click on “Forgot Your Password” in the portal login
then click “Email New Password” and you will receive a link in your inbox to reset your password

within a minute or two.

W Oversight

User Login

Welcome to Insights On Demand from Oversight Systems

Please log in to get started.
Forgot your password?

E-mail * [ S

Enter your e-mail address.

Password *

Enter the password that accompanies your e-mail.

W Oversight

User Login

E-mail *

A password reset messaze will be sent to your =-mail sddress.

E-mail new password

Copyright 2018 Owersight Systems, Inc.



Viewing Assigned Cases
4. How do | see Cases that have been assigned to me?

Answer: To see cases assigned to you,

1. Click on the Workbench link and then on “Profiles”, then on “My Open Cases” profile. These
are all the cases that have been assigned to you and are still in an open status.

2. You can also click on “My emails” to see any cases that are in an email sent or received status,
and “Closed” to see cases that have been previously reviewed or closed.

= Oversight

p Profiles W

Global Profiles

&

Select Filter v

0. Monthly Checklist
1. Open

2. Closed

3. Al

Exclusions

Parameters

™ Reports and 3

S
=(@ Downloads

3. Let’s drill down further to view cases, for example, click on “Profiles”, then under My Open
Cases, click “1. Open”, then click on “Summary by Insight”.
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The Workbench displays the results of the selected profile, and the attribute by whichit is

summarized (in this case Summary by Insight).

For DoD, most of the views will be summarized by Cycle, so change the Summarized by drop

down to select, “Cycle”.

W Oversight

Filtered By: Summary by Insight /

L poniige OB v | o

Summarized By: Insight v

. Insight
E

o proies (TN

- Select Filter v

n &

My Emails
My Open Cases
> 0. Monthly Checklist

Advanced Search

Click for drop down menu

# of Exceptions v =

~ 1. Open e Exceptions

Summary by Email Status
Summary by Employee
Summary by Indicator

Summary by Insight <= — Click

Summary by Org Unit 1

Summary by Owner

Summary by Status

» 2. Closed

L oo N = s | o= || oo [ooceo
osshs @SN s Disded G532

4. Select the drop-down arrow next to the Summarized by to reveal the numerous ways in which a

user can sort Insights.

Filtered By: Summary by Insight /
Search:

Summarized By: | Insight r
Attendee Name Code "
Card ID

Card Transaction ID

Card Type

Employee ID

Employee Mame
Exception Category
Exception Indicator
Exception Owner
Exception Reason Code

Exception Status
. Exception System

Exception Type
Exclusion Unit

Expense Report Mumber

Expense Type

Foreign or Domestic

Home Country

Insight =

Exceptions

For more detailed information see Section Titled Finding Cases to Process
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Emailing Cases

5. How do I select and email template and forward a case to

someone?

Answer: To select an email template,

1. Click on the “send email” button at the top right corner of the case.
2. Onceyou're in the email window, click the drop down next to the “Email Templates” and select

the appropriate template.

Email Template Global Default-English (United States) ¥

For spelling correction suggestions: CTRL + Right Click

sctochments I enc N Concel

Toz
[Multiple email addresses should be separated with a semi-colonl;) or commal,) or space,)
CC:
BCC:
From: Dnavy.m
Subject: Insight & - 20000000002180
Message:
- 4+ Qb BEZ=Z B I U S % ¥ = 3= & % E & 3 F T T 8 o
Stylas ~  Fomat =  Font =  Size = A- -
This Exception has been emailed to you by a user of the Cwversighl System. In ordar to view more information about this
Exception and related Entities, log on to the Owversight System.
Exception(s) details follow
Exception Type: Insight &
Description:
Violation
"Errmlnyee "Cnrd Type [Tran Date Tran .ﬁmnunl'[LISD Amnunt| Charge Description ||COther Info
[NANCY LitzalPcarD  pec 10, 2014caD 2745 [23.99 | ¥mas Nick Sharp
Indicators:
« Rude 01
= Rule 02
Potential Impact: 2399
Priority: Lows
T ambirdanesnas bdimb
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Choose an email template from the templates listed in the Template drop down. The list of
templates displayed will depend upon the type of case.

Email Template Policy Reminder-English {United States ¥

Policy Reminder-English (United States)
To: e - . .

Justification-English (United States) i i

( d with a semi-caolon(;) or

Cc: Raise Awarensss-English (United States)
BCC:
From:
Subject: 10D: Policy Reminder as related to Case: 100500123

For more detailed information see Section titled Emailing A Case.
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How do | add an attachment to an email template?

Answer: To add an attachment to an email,
1. First select the template that you'd like to use.
2. Click on “attachments” at the bottom and search for the file you’'d like to attach before sending

the email.

\/\/W\/\_/\/\/\/\/\/\_M\/"\/\

Cycle AOPC|AD/BO
2014/11/20 - 2014/12/18|[05005| /05006

Indicators:

= Monthly Review for AQ/BG: 05006

Potential Impact: 113.301.72

For spelling correction suggestions: CTRL + Right Click

[tachments J send J] cancel]

The Add Attachments window displays. If there are files that have been previously attached to the
case they will be listed in the top of the window.

Il .

Files attached to the Exception:

[] parking receipt.pdf

Attach File:

Browse...
=3

For more detailed information see Section titled Attaching a File When Emailing A Case.

Copyright 2018 Owersight Systems, Inc.



11

7. How do I check for email responses?

Answer: To check email responses,

Click on the “My Emails” profile and

Double click on the “Email Received” status to see all cases that have received an email reply.
To view a response, double clickon a case to open it in a new window then

Click on the messages tab.

Click on “View Message” next to the email reply to read the full message.

/O Profiles

agrwONMPE

<

Global Profiles {§}
-
Select Filter ¥ —
My Emails
My Open Cases
» 0. Monthly Checklist
> 1. Open
» 2. Closed
> 3.Al
» Exclusions
» Parameters
™™ Reports and »
E@ Downloads
Filtered By: My Emails /
Search: @ | Advanced Search
Summarized By: Exception Status
l Exception Status # of Exceptions m
[ Email Sent
[ Total 186
‘ S
Exceptions =
G e B v oo e —l:
ra Cerce 4814-TELECOMMUNICATIONS SERVICES, IAT&T*BILL PAYMENT --I ——-
ry Doke 5074-PLUMBING AND HEATING EQUIPMEN PVF SUPPLY COMPANY INC N o i -
ra Leso 7311-ADVERTISING SERVICES CASTLE CONNOLLY MEDICAL @ S [ [
ymas Mach 5942-BOOK STORES AMAZON MKTPLACE PMTS — — aSSEEE
neth Goers 2741-MISCELLANEOUS PUBLISHING AND FSPRINGER CUSTOMER — —— )
ra Cerce 4814-TELECOMMUNICATIONS SERVICES, I AT&T*BILL PAYMENT i i o
ra Cerce 4814-TELECOMMUNICATIONS SERVICES, 1AT&T*BILL PAYMENT E———— 1] ]
hard Leiss 5047-DENTAL/LABORATORY/MEDICAL/ OP}31 (e |— amE=E
PO I V4 PN 77910 FIFATRANMTAC CTANRCC  WANADA AIFWAIE /S, SORA 22
‘4 »
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How do | respond to an email?

Answer: To respond to an email,

1.
2.

w

©o~No O A

Click on the “My Emails” profile and

Then double click on the “Email Received” status to see all cases that have received an email
reply.

If there is a message to respond to you can respond. This menu is not available if no
message to respond to.

To view a response, double clickon a case to open it in a new window

Then click on the messages tab.

From there, click on “View Message” next to the email reply to read the full message.

To reply to the message, clickon “reply all” at the bottom then

Either select a template or type your message.

Once your message is ready to send, click on “send” at the bottom and the status will
automatically change to “email sent”.

= Oversight

p Profileg

Global Profiles

Select Filter v

My Emails
My QOpen Cases
0. Monthly Review
1. Open
2. Closed
3.4l
Exclusions

Parameters

Copyright 2018 Owersight Systems, Inc.
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Filtered By: My Emails /

Search: B Advanced Search

Summarized By: Exception Status First << <1 > >> Last =
. Exception Status # of Exceptions m
[T Email Sent
[ Total 186
< »
Exceptions First << < 1 > >> Last

e T N

= K1 il
O

iGom  SO8S-INDUSTRIAL SUPPLIES - NOT ELSEWIN *PRECISION WAREHOUS ~ @ommmmms
ra Cerce 4814-TELECOMMUNICATIONS SERVICES, I AT&T*BILL PAYMENT { =

ry Doke 5074-PLUMBING AND HEATING EQUIPMEN PVF SUPPLY COMPANY INC o | e T

-a Leso 7311-ADVERTISING SERVICES CASTLE CONNOLLY MEDICAL @ e i

»ymas Mach 5942-BOOK STORES AMAZON MKTPLACE PMTS (— p— s —}

neth Goers 2741-MISCELLANEOUS PUBLISHING AND FSPRINGER CUSTOMER < [ ) T

ra Cerce 4814-TELECOMMUNICATIONS SERVICES, 1 AT&T*BILL PAYMENT o — o ]

ra Cerce 4814-TELECOMMUNICATIONS SERVICES, 1 AT&T*BILL PAYMENT f=—1——] | [ [

hard Leiss 5047-DENTAL/LABORATORY/MEDICAL/ OP}3I e | — )

B S y £7hn M CAThANMTAC cTARCC \ANANAL RICVAIE A~ ~ARR O E— ] = 22
q [ e ,

Double click on the email received, to reveal a list of cases for which an email was received.
t

First << <1 > >> Las

ITEN o [ ) s W
¥ purchaseCard SplitTr | GESESEES | 318430 W0 EmailReceived  2016-12-
[T Purchase Card Split Tr @iy ¢ V) (. 3,114.20 S Email Received 2016-12-
[ Purchase Card Transac @ < ) 3,004.51 Email Received 2016-12-
"1 Purchase Card Transac @iy o e 3,213.16 S . Email Received 2016-12-
[T Purchase Card Transac @iy S (— 3,200.00 S Email Received 2016-12-
[T Purchase Card Transac N S — i 3,198.00 I Email Received 2016-12-
71 Purchase Card Transac @y ] [ i 3,078.56 Email Received 2016-12-
[T Purchase Card Transac @i | T 3,000.00F  Email Received 2016-12-
[Tl Purchase Card Transac @mm | () 3,000.00 —_—_——— Email Received 2016-12-
71 Purchase Card Transac @iy < (R 2,951.53 S . Email Received 2016-12-
[l Purchase Card Policy I @i s — ) 3,058.20 . Email Received 2016-12-
[0 Purchase Card Transac NN == 3,199.72 S Email Received 2016-12-
[Tl Purchase Card Transac @i | [l 3,109.03 - Email Received 2016-12-
[ Purchase Card Policy I @i S 3,151.00 N — Email Received 2016-12-
[T Purchase Card Split Tr @i i 2,998.01 —_—_— ~ Email Received 2016-12-
"1 Purchase Card Policy I @i ) 2,936.97 I Email Received 2016-12-
« I EEEEEEEEEEEEEEEEEE——— »

Summary Entities Messages B E! =
Name: Purchase Card Split Transact Priority: ) Type: 'Pl’:gr?;aasgo(r:\ard Split
Owner: - — v Confidence: I O Exception ID: 11612-20-0002151
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Printing, Viewing, Exporting Cases

9. How do | print a detailed report of the case?

Answer: If you would like to print or save a case report, follow the steps below:
1. Firstright click on the case in the case list in the bottom pane.

2. Click on “Print Case Detail Report”

If you would like the audit log details included, click on “Print Exception Detail Report with Log.”
3. Once the detail report is open, you can either print the report or save it as a PDF.

W Oversight

Filtered By: Summary by Indicator /
Profiles v

Search:

Summarized By: Cycle
Global Profiles

Select Filter r

n &

My Emails
My Open Cases

> 0. Monthly Checklist

r___--
Camwwmemezis

~ 1. Open

Summary by Email Status Exceptions

Summary by Employee D S I O T

Summary by Indicator
Summary by Insight

Summary by Org Unit 1
Summary by Owner

Summary by Status

Open in New Window(s)

Print Exception Detail Report
Print Exception Detail Report with Log
QOpen Group in Mew Window

Send Exception(s)

Column Display Options

» 2. Closed

> 3.4l

After Selecting Print Exception Detail Report.
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20000-00-0002160 Emall Sent
Incight & Insight 6 - 2000000002160
usDzaee
Low 20181113 214253
High 2018-12-08 18:41:48
Misuse
cTE
Viclation
I Employes I Card Type | Tran Date | Tran Amount | USD Amount I Charge Description I ‘Other Info |
| namcviiza | PCARD | Dec1o,2014 | CAD 27.45| 23.99)| Xmas Nick Shap |

° Rule 01
° Rule 02

Exception Log
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10. How do | export the case list details?

Answer: To export case list details, you must be drilled down into the group of cases you'd like to
export. To drill down and export the detail:

1. Right click on the Insight, Employee, etc. that you'd like to export the details for,

2. Then click “Drill Down”.

3. After that, the case list will be in the top pane and you will be able to export the details.
4

Right click on any of the cases in the top pane and select “export case details” and it will open
the Export Options window.

Name the file and select the file type you'd like to save it as,
Then click “Export” at the bottom.

7. You will be able to find your report in the “Reports and Downloads” section at the bottom left
corner.

o o

8. Click on “Reports and Downloads” then click on your report to open it.

-y OVC'I'SI-ght Loreen Bratth @‘roollv @mm
p o Filtered By: Summary by Employed /
e Search: Advanced Search
od By , 1-1afl —
Global Profiles gy | SummeneedOy Emelovee tame -
o .= =“_ of Exceptions v _mm.n (usD) .
ect Filter (v
wiwerbm Ll e
Orill Down .
My Emails [Open in New Window
My Open Cases Export Summarize: d Data
» 0, Monthly Checklist Create Profile
1-10f1 =
~ 1. Open
Summary by Emal staus I I I W T I I T [ I (N N
Summary by Emoloves [Weltnsights (L |[emmmme o U anesl 0 petected | 201840113 20:42:50 J0o0-00-0002160 ||
Summary by Indicator
Summary by Insight
Summary by Org Unit 1
Summary by Owner
Summary by Status
* 2. Closed
> 3.40
* Exclusions
» Parameters
|E-®'! Reports and Downloads >
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Screen After Selecting Drill Down

Loreen Brattli  {S}Tools v @Log Out

Filtered By: Summary by Employee | Employee Name : NANCY Litza /

Search: |&] advanced Search

Summarized By: M

T e B N = S N

p Prefiles -

o s (T
e vy T

My Emails ) v
My Opén Cases
> o Hontiy chckia P— e CEEEE
TR e igh « ight

Summary by Email Status Name: Insight & - 2000000002160 Priority: Type: Insight &

ciiRa 1 Ealries owner: - Confidence: L] 1D
B by Indicat Status: Datected v Potential Impact (USD): 23.55 Date Detected:  2015-11-13 21:42:53
umma o
" Reason Code: Al Last Madified: 2018-12+06 14:01:42
Summary by Insight
i Description of Exception:
Summary by Org Unit 1 Violation
Summary by Owner
Employee Card Type Tran Date Tran Amount USD Amount Charge Description Other Info
Summary by Status - -
NANCY Litza | FCARD Dec 10, 2014 CAD 27,45 23.99 Xmas Nick Sharp
» 2. Closed Indicators:
*a.Al Rule 01
I
> Exclusions fule 02
> Parameters
& Reports and »
(3) Downloads

Right Click on a case to bring up the drop-down menu.

Loreaen Bratth O} Taenls v (Feg out

Filtarad By: Summary by Employes | Employes Name @ NANCY Litta

/O Fraofiles - Fa—

Summarized By .

I e B T S I T

m
Open = Hew Windom(s)

rat 1-10f 1

U T clobai Profiies

L Select Filter

My Emais
My Qpen Cages E | Rapert
» 0. Monthly Chacidist — enflPrint Excestion Datail napaet with Log DEE R=
* 1. Open Open Group in New Window
Summenary by Email Status Wamm "Wseand exceptivniss Priority: L] Type: Irsight 6
Sumenary by Emoloves Celumn Display Options - Confidence: = Exception 10 20000-00-0002185
Status: v Potential {usp): 23.59 i 2018-11-13 21142153
‘Summary by Indicator Exiport Excepton Lt Tmpact Diate Detected
Reason Code! Creste Profile A Last Modified: 2018-12-06 14101142
Summary by Insight
Bescription of Exception;

Sumenary by Ong Unit 1 v

‘Summary by Owner
Summary by 5 Emgloyes Card Type Tram Date Tran Amasnt LIST) Amount Charge Descriptian Ather Infa
MANCY Litzs PCARD Des 10, 2004 CAD 37,48 2135% Hrmps Heck Sharp
» 2. Closed P
>3l Rt 01
* Exglusions Fun
* Paramters

& Raports and 5
(3) ownloads
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Menu that appears when selecting Export Exception List:

File Name:

Select Delimiter:

® Tab
Pipe (|)

-/ Comma (',")

Report will be viewable in Reports and Downloads.
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11. How do | view all of an employee’s cases?

Answer: To view all of an employee’s cases,

Click the Entities Tab of the open case.

Right click on the three-line option menu next to “Employee”

Click on “Open in New Window”. Once you're in the employee view, click on the Cases Tab.

There you will be able to see every Case that has been flagged for an employee along with
what status each of them is in.

5. You can double click on any of the Cases if you'd like to open it to see what happened with
previous findings, etc.

N .

Filtered By: Summary by Insight / Insight : Insight § /
Search: [Q] Advanced Search
Summarized By: v 1-10f1 —
. KX _m_wmm_mm“---ll
‘ »
Summary Entities Messages Review B t—E‘I E
Description of Exception: &
Violation
Employee Card Type Tran Date Tran Amount USD Amount Charge Description Other Info
NANCY Litza PCARD Dec 10, 2014 CAD 27.45 23.99 Xmas Nick Sharp
Indicators:
Rule 01
Rule 02
Related Entities: Related Entities:
Card Account Partial 2009
Card Type PCARD
Cortrolder ol tame YLtz ceruord Grou - Kapwond Hems L smpenge ¢ fpword Voo ik Lovl -k Tnsbod |
Cordholder Name 1 NANCY AlcodoL  LQUOR enUs bQuoR K
Transaction Date 2014-12-10 00:00:00
Report Receipts
Line Receipts
Transaction Number 3112325923 o S | o

Click on the menu icon (E) next to an entity heading to view a menu with the following options:

Open in Mew Window

Show Related Entities

After Selecting Open New Window
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20

Summary Exceptions
Entity ID: 53710
Name:

Entity Type: Person

Entity Attributes

Person ID
Employee Number
Full Name

Emiail

Job Title

City

State

Postal Code
Country

Status
Employment Date
Termination Date
Person Has A Corporate Card
Person Has & Company Car
Organization Unit 1
Organization Unit 2
Organization Unit 3
Organization Unit 4
Organization Unit 5
Supervisor ID
Supervisor Mame
Supervisor Email
Supervisor Job Title

TEA Crnimbre Cade

Messages

Priority:

Confidence:

53710
53710
NANCY Litza

Canada

¥

REGIONZ-NADL
DEPARTMENT2-0265
GROUP2-88258 CC

e

Potential Impact (USD): 287.07

12. How do I close a case?

Answer: A case will be closed by answering the Questions under the Review tab and clicking the
submit button. When the submit button is closed, this will complete the review process.

Summary

Entities

Messages

Review

Copyright 2018 Owersight Systems, Inc.
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13. How do | add notes or attachments to a case log?

Answer: To add notes or attachments to a case,
1. Click on the Messages Tab of the Case.

2. If you want to add a note, clickin the “New Notes” field and type the information you’d like to
add.

3. If you want to add an attachment, click on “Attach File” then select the file you'd like to attach.
4. After you've added the note or file, click “Save” at the bottom to add the note or attachment to
the audit log.
Summary Entities . Messages Review

Message Type & Sent |« Received |« MNotes |« Attachments & System
|2018-12-06 13:20:50 Samantha Dolan  |Exception Owner changedfrom ~  to
2018-11-14 12:14:29 Escalator System Exception Status changed from 'Intital Review Complete’ to "Ready for Assessment’.
2018-11-14 12:14:29 Escalator System Escalation rule "HLStoHLS' triggered.

2018-11-14 12:14:29 Hans Bhargava Exception Status changed from 'Detected’ to 'Intital Review Complete’.
2018-11-13 21:43:01 CoRE System Exception Status set to 'Detected’.
2018-11-13 21:43:01 CoRE System Exception created.

New Notes

Retrieving expense report receipts to compare.|

When you add a note and save it, the Oversight IOD system creates a new message entry with the
text of the note.

You cannot edit a note once you have added it and saved it. Notes are limited to a maximum of
4,000 characters including spaces.

For more detailed information see Section titled Add Notes to Case.
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IOD View Preferences

14. How do | change the columns displayed?
Answer: To change the columns being displayed,

akrwbdpE

o

Right click anywhere in the Case list on the bottom pane of the screen,
Then click “Column Display Options”.
To add a column, select the entity that you would like to add from the “Select Columns” group,
Then click the “add” button.
To remove a column, select the entity that you would like to remove from the “Columns to
Display” group, then click remove.
You can select “save” to save these settings for the rest of the duration that you're using this
profile,
Oryou can select “save as default” if you would like these to be your permanent display options
in the current profile.

Exceptions

Open in New Window(s)

Print Exception Detai Report

Print Exception Detasl Report with Log
Open Graup s Mew Windoe

Send Exception(s)

Column Desplay Options

The Column Display Options dialog box displays

Select columns to add to the display or remove from display. In addition, use the Move Up and Move Down buttons to reorder the columns
displayed.

Select Columns

Attendee Company Code
Attendee Group Code
Attendee Name Code
Card ID

Card Transaction ID
Card Type

Category

Date Modified
Description

Employee ID

Employee Name
Exclusion Unit

Fvnense Renart Niimher

Columns to Display
Type

Priority

Confidence

Potential Impact (USD)
Owner

Status

Date Detected

Attachments
Emails
Notes

rostore petutt J ave ) cancol
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15. How do | change my summary view?

Answer: If you would like to change the summary view in a profile, click on the drop down next to
“Summarize By”. You can then select any of the available entities to change your summarized
view.

Filtered By: Summary by Employee /

Search: B Advanced Search

Summarized By: Employee Name v < 1-19 of 19 > >> Last

.g S : = -

Partial list of the Summarized By options

Filtered By: Summary by Employee [
Search:

Summarized By: | Employee Name v

-
. Attendee Company Code
Attendee Group Code
Attendee Mame Code

[ COLIM Liner |CardID ]
. Card Transaction ID
[T ELISA Cinar | card Type

AMY Brunson Cycle
Employee ID

LAUREN Kish |

= Exception Category
NANCY Litz . .
a Exception Indicator
MICHAEL Krol | Exception Owner

Exception Reason Code

EORERgE =yl Exception Status
ADRIAN Dobieg Exception System
Exception Type
STEVEN Kanaal gy cysion Unit

~e e e~ | Expense Report Number

Expense Type ~

‘o000 mod

For more detailed information see Section titled Cases: Search, Summary, and Sort Option,
Subsection Summarized By List.

= e umssaned]

[T} COLIN Liner 2 747.17

[ ELISA Cinar 2 438.80

[T AMY Brunson 1 274.86

[7) LAUREN Kish 1 62.85

[T NANCY Litza 1 23.99

[T MICHAEL Krol 1 642.69

["' ROBERT Mayol 1 581.12

[T ADRIAN Daobies 1 575.89

[T STEVEN Kanaan 1 271.60 .

 cmeiimnn o L s

4 »

Exceptions First << < 1-20 of 20 > 5t =
I I I N

% 40P Monthy Review HiS-Opencerty  oiedvisusssioco-eozss 1

[T Oversight AOPC Mont! (IENENNIND CGEEEEEN 113,301.72 HL4 - Open Certify 2018-11-15 14:55:5120000-00-0002220 1

[T Component Program | (IENENIND CEEEEN 113,301.72 HL3 - Open Certify 2018-11-15 14:55:5220000-00-0002225 1

[ Commanding Officer ¢ GHNNNENID CGEEEEN 113,301.72 HL2 - Open Certify 2018-11-15 14:55:5320000-00-0002230 1

[T AOPC Monthly Review GHNINNEND CGEEEEE 109,075.50 HLS - Closed Certified 2018-11-15 14:55:5120000-00-0002211 1

[T Oversight AOPC Mont! (INNEENIND CEEEEN 109,075.50 HL4 - Closed Certified 2018-11-15 14:55:5120000-00-0002216 1

[T Component Program | @IS CEEEEEN 109,075.50 HL3 - Ready To Certify 2018-11-15 14:55:5220000-00-0002221 1

[T Commanding Officer } GIINNNNIND CGEEEEE 109,075.50 HL2 - Open Certify 2018-11-15 14:55:5320000-00-0002226 1

[T AOPC Monthly Review 79,788.76 HLS - Closed Certified 2018-11-15 14:55:5120000-00-0002212 1

[T Oversight APC Montt (INNNNNIND CGEEEEEN 79,788.76 HL4 - Ready To Certify 2018-11-15 14:55:5120000-00-0002217 1

[ Brogr—m I, 5 q,70°.76 W 0 g Ce 2-11 A =3

Copyright 2018 Owersight Systems, Inc.




24

Accessing IOD
IOD Login

The IOD URL is as follows:
https://iodgov.oversightsystems.us

The log in screen will look as follows:

™ Oversight

Welcome to Insights On Demand™ from Oversight Systems

Email =

| Enter your email address ‘

Password *

Enter the password that accompanies your e-mail

Forgot your password?

1. ltis important that you enter the https:// part of the URL.

2. If you still cannot access the URL, please take a screen print of the error message and email the
message to the help desk at
IODgov@oversightsystems.com

The login error message may look something like the image below:

= QOversight

Welcome to Insights On Demand™ from Oversight Systems

Invalid usemame or password

Email *

ioduser@agency.gov|

Password *

Enter the password that accompanies your e-mail

Forgot your password?

Copyright 2018 Owersight Systems, Inc.
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Forgotten IOD Password

If you have forgotten your IOD password.

1. Click on “Forgot Your Password” in the portal login

™ Oversight

User Login

Welcome to Insights On Demand from Oversight Systems

Please log in to get started.
Forgot vour password?

E-mail * l s

Enter your e-mail addrass.

Password *

Enter the password that accompanies your e-mail.

Login

25

2. Enter your Email, then click “Email New Password” and you will receive a link in your inbox to

reset your password.

W Qversight

User Login

E-mail *

A password reset message will be sent to your e-mail address

E-mail new password

Copyright 2018 Owersight Systems, Inc.
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General Usage/ Navigation

Understanding the various screen views within 10D is essential for optimal use of I0D.

Workbench Screen Components

The screen below shows the main areas of the Workbench window:

/ Status Bar
= Oversight Bread Crumbs LoreenBratti @Toolsv  (DLogout

Filtered By: Summary by Employee / Employee Name : ELISA Cinar /
i Search: [&] Advanced Search
Y Summarized By: L 1-20f2 =
= | - ) B e e N = S W N N
| Whwesses e[ dondaeheleMeton | Closed - Asssssment Comp 2018-11-33 214004 | 2oco-00:000aise || e
My Emails [ tnsight 1 a k] 37.38 Michele Melton Closed - Assessment 1-13 21:40:26 1
My Open Cases
> 0. Monthly Checklist - S
> 1. Open Navigation Pr— e messages | Review 2 PER=
Case
9:2:;Cloped Pane Neme: Insight 1 - 2000000002156 Priority: ===} Type: Insight 1
V3.l Owner: Michele Melton Area Confidence: E=—1-—1] Exception 10: 20000-00-0002156
Summary by Employes Status: Closed - Assessment Complete v Potential Impact (USD): 401.42 Date Detected: 2018-11-13 21:41:04
Summary by Indicator Reason Code: Last Modified: 2018-11-29 14:51:18
Summary by Insight Description of Exception:
Summary by Org Unit 1 Violation
Summary By Repeat Offender Employee | TranDate | TranAmoust | USD Amount [ — Other tnfo P T ———
Summary by Run Month . .
e EUSAGinar | Decs, 2014 €D 459.06 s01.42 vt Coste'sHeed Offce 3
Summary by Status
Indicators:
> Exclusions
Rule 02
> Parameters Rule 06
[\\ i
20 Reports and Downloads >

Status Bar

The Status Bar displays the name of the current user, provides access to the Tools menu, and allows
you to log out of the Workbench.

= QOve r5|ght Ira Smith OTools ¥  (§)Log Out

Tools Menu

Credits/Legal

About Oversight

Copyright 2018 Owersight Systems, Inc.
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The Tools menu provides the following options:

o Credits/Legal - Displays version information for third-party software that Oversight uses.
e About Oversight - Displays version information for this installation of the Oversight Workbench.

Navigation Pane

Use the navigation pane to access the Workbench's main functions. The following shows the
navigation pane with the Profiles option selected:

Note: Profiles are customized sets of saved searches of cases and entities that allow you easy
access to those cases and entities.

/O Profiles

Global Profiles

| I

Select Filter v

My Emails
My Open Cases
0. Monthly Checklist

1. Open
Summary by Email Status

Summary by Indicator
Summary by Insight
Summary by Org Unit 1
Summary by Owner
Summary by Status

2. Closed

3. Al
Summary by Employee
Summary by Indicator
Summary by Insight
Summary by Org Unit 1
Summary By Repeat Offender
Summary by Run Month
Summary by Status

Exclusions

Parameters

EE’) Reports and Downloads

Copyright 2018 Owersight Systems, Inc.



28

Click on the Profiles orthe Reports and Downloads entry to expand that function. The choices for
that function display beneath the entry. In the example above, you can see the Global Profiles
provided with your system.

The entries you choose in the Navigation pane determines what displays in the Cases Area of the
Workbench.

Cases Area

To the right of the Navigation pane is an area where the Workbench displays information about
cases. For detailed information about this area refer to the Summarized By List, Case List, and
Case Details sections.

Profiles

The Workbench has a feature called Profiles which provides an easy way to view cases. Profiles are
saved complex searches which find a set of cases for review and resolution. The Workbench comes
with a set of Global Profiles. You can add filters to existing profiles or create new profiles to further
narrow the search of cases.

Viewing Profiles
Select Profiles from the Navigation pane to view a list of the Workbench provided profiles.

A list of profiles and profile folders displays. You can show the profiles in a folder by selecting the
name of the folder.

™ Oversight

Global Profiles

Select Filter v

n &

My Emails
My Open Cases

0. Monthly Review / Profile
Folders

1. Open

2. Closed /

3. All
Summary by Employee

Summary by Indicator

Summary by Insight

Select the profile name to view the results.
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W Oversight

Global Profiles

<
<

n &

Select Filter v

My Emails
My Open Cases
0. Monthly Review

1. Open

2. Closed / Profiles
3. All

Summary by Employee

Summary by Indicator
Summary by Insight
Summary by Org Unit 1
Summary By Repeat Offender
Summary by Run Month
Summary by Status

Exclusions
Parameters

e RSP T |

You can create your own profiles that are for your use only.

Cases: Search, Summary, and Sort Options

Most tasks in the Workbench begin by running a profile (saved search) to find a set of cases with
whichto work. This list can be quite large, making it difficult to work with such a large number of
cases.

The Workbench provides several methods with which to sort, view, and narrow down a list of cases.
You can search by entering a phrase in the Search box. You can group cases by choosing an option
from the Summarized By drop down list. You can sort a list of cases by selecting a column header.
The Case Listis then sorted by the values in that column. The Workbench alternates between sorting
the list in ascending and descending order each time the columnis selected.

Copyright 2018 Owersight Systems, Inc.



Filkered By: Summary by Employes |

[searen:

ot AT

LU seiearier " |

Hy Emails
Hy Open Cases
* 0. Monthly Checklist
~ 1. Open
Summary by Email Status.
summary by Emplopes
Summary by Indicator
Summary by Insight
Summary by Org Unit 1

S O00Do0o0ooo0oan

[Summarized By:  Emgloyee Name I

ETools v (@Log out

Loreen Brattfi

S 118618 - s Laut =

summary by Owrer

summary by Status

i

* 2. Closed

w3 Al
Summar by Emeicres
Summary by Indicator
Summary by Irsight

Oversight AORC Monthiy |
Cemponent Program Man
Cemmandeg Officer Mont
AGPC Monkhly Raviaw

Summary by Ong Unit 1 Gvermght ¥
Summary By Repeat Offender Campanent Program Man
Cammanding Officer Mant

Summary by Run Month PPA—
Summary by Status Guarsight AGPC Monthly |
» Exclusians Camponent Pragram Man
Officer Mont

* Farametars ACPE Monthly Revem
Oversight ADPC Momehly |

Reports and Downloads »

Component Program Man

Officer More
ADPC Monthly Reveew
Oversight A0PC Meathly |
Campanant Pragram ban

noonaonnnoannoaooonoaofil

Officer Mont

el o= [ o= [T S [ ¢ [ & [0
Do L hoscety sooomesosesais |l

183,300.72
11330072
11330172
19.575.50
109,075.50
109,075.50
109,075.50
7876
THTISTE
79,780.78
79.788.76
TRELEI4
78526341
434
TRALEIS
£5,551.55
£5,551.58
#4,551.9%
46,5515

L -
HL3 -

HL2
HLE

HLd -
WL -
HLZ -

HLE

HLd -
L3 -
HLZ -

HLE

HLE
HL4

Open Cartify
Open Certéy

- Open Certdy
- Closad Cartified

Closed Certified
Ready To Certify
Open Certdy

-+ Cloged Cortified

Raady To Cartify
Open Certify
Open Certify

+ Cloged Certiied
HLe -
HLY -
-

Ready To ety
Gpen Cartify
Open Certéy

- Cioged Certified
- Cloged Certified
HLY -
L -

Fandy To Cetly
Open Certéy

1200620 > = Last =
2008-11-18 14:55:51  20000-09-0002220
2018-11-15 14155:52  20000-00-0002225

2018-11-15 14:55:51
201811418 14:98:81
2018-11-15 14:55:81
2018-11-15 14155352

20000-00-0002230
20000-00-0002211
20000-00-0002216
20000-00-0002221
20000-00-0002226
20000-00:0002213
20000-00-0002217
20000-00-0002222
20000-00-0002227
20000-00-0002214
20000-00-0002219
20000-00-0002224
20000-00-0002228
20000-00-0002213
20000-00-0002218
20000-00-0002223
20000-00-0002228

2018-11-18 14:35:52
2018-11-15 14155153
2018+11+15 14:55:51
2018-11-15 14:55:51
2018-11-18 14138282
2018-11-15 14:55:53
2018-11-15 14155:51
201811415 14:55:51
3018-11-18 14:98:57
2018-11-15 14:55:83

Summarized By List

Profiles group their results by summarizing the results by an attribute (characteristic of the case), such
as Employee Name. Select an item such as Employee Name from the Summarized By drop down to
create a list of cases summarized by that attribute.

Filtered By: Summary by Indicator /
Search:

Summarized By:  Employes Name

T COI.IN Liner !

Am’ Brunson
LAUREN Kish
NANCY Litza
MICHAEL Krol
ROBERT Mayal
ADRIAN Dobies

11177777

| 2] Advanced Search
l

<1-190f 19 > >> lLas

First <<

1,789,335.64 ~
747.17

Closed - Assessment Comp| 2018-11-13 21:40:26

20000-00-0002153
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A list of employee names displays in the top pane. When you select a specific employee name, an Case
List of all the cases for that employee displays in the bottom pane. If you double click on an item in the
summarized list or click on the Drill Down menu item on the Options menu, all the cases associated
with that item move to the top pane of the window.

Case AssignmentList

The Case List displays one line of information for each case in a group. It displays in the top or
bottom pane depending on whether you drill down or select an item from the Summarized By List. If
you drill down on an item, the Case List replaces the Summarized By List in the top pane. If you
select an item, the Case List displays in the bottom pane.

Exceptions 1-20 of 20 =

[ pier ] 0 ® 0
|~ | hOPC Monthiy Review || | eommmu ] . 55 ] T
Oversight A0PC Monthly | L 1 1] ritify 20 20
" ammm
L1 1]
L1 1]
L ]
L 1]
L1 1]
L1 1]
L 1]
LT ]
L 1]
L 1]
L]
L 1]
anmm
L 1]
L 1]
L]
L 1]

LS - Closed Certified

T T T T I ITTIIZIZIZI
ECtE EEEEREEEEEEERESR

The results are displayed 100 cases at a time. Use the vertical scroll bar to move within the list of
100 cases. Tomove to the next 100 cases, click the next page icon (=) in the upper right-hand
corner. The right double arrow icon (=) moves forward 10 pages (1000 cases) while the left double
arrow icon (=<=) moves backward 10 pages (1000 cases).

When the Case Listis in the top pane, and you select a case from the list, the Case Details for that
case display in the bottom pane.
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If you double click a case from the Case List, the details of that case display in a new window.

Filterad By: Summary by Employes | Employee Name : ELISA Cinee /
[—— [B) advanced Search
Sumenarized By: v First << < 1-2of2 > >> Las =

— S T R N N S A A N N
d e S — Clornd - Assssament Compl JOI-I-13 20104 [a0000-0000etise (|0
a E |

mE Clageed - dssessment Compi 2018-11-13 20:40:06  20000-00-0002153 1

Swmimany Ertkies. Massages Review jieal Er@h E

Mamre: Ins-gnt 1 - J000000D002156 Prigety: [ | Typee! Insgen 1
Owimer; v Condidence: S Exception [0: 20000-05-0002156
Status: Cloawd - Assmssmant Complate " Potential Impsct (USD): 40043 Datn Detectad: 3618-33-13 21:40:04
Feasen Code: v Last Modifeed: 2018-13-29 14:50:18
Description of Exception:
Viciabon
rmplayes Tran Datn Tram Amoust ST Amncunt Chargn Drscription thor Info Card Tranwaction tbr
ELISACiner | Oecd, 2014 CAD 48506 442 ‘Tl Coster' B ENTox 513329023 BuSiIuIR+ W RESATRYboxct SujerS v ZENIRI dECVRT LoeunziGybasdtn
Tmgwcmions:
Rube 02
Rule 5
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Case Details Display

The Case Details display in the bottom pane or in a new window depending on whether you selected
or double clicked a case from the Case List.

If the list of cases is in the top pane, you can view the details of a case by selecting the case in the top
pane. The Workbench displays the Case Detalils in the bottom pane. If the Case Listisin either pane,
you can view the case details in a new window by double clicking the case.

Filtered By: Summary by Employed / Employee Name : ELISA Cinar /

Search: Advanced Search

Summarized By: v 1-2 of 2 =

[Tl Insight 1 d

' ~ Detail Tabs

-

Summary Entities Messages Review B % =
Smamer e I - 200oUoUuUEIoe Priority: [ | Type: Insight 1
Owner: - Confidence: L] Exception ID: 20000-00-0002156
Status: Detected v Potential Impact (USD): 401.42 Date Detected: 2018-11-13 21:41:04
Eﬁ:z‘:" v Last Modified: 2018-11-13 21:41:04

Description of Exception:

Violation
Tran usD Charge s
A N p—
ELISA | Decs, CAD 0142 Travel t%%;’:f:“ s Head _ _ 3112325923 )
Cinar 2014 459.06 . search translate 5uSj3ulR+Wg1ht85iLTiSybaxcG4ujqrs2Y 2E92R1JECWYNT 1onjunz1Gybss30s
Indicators:
Rule 02
Rule 06

Employee ID has a similar open exception.

There are four that display a case's details: Summary, Entities, Messages, and Review. The following
sections explain each of the tabs.
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Summary Tab

The Summary tab contains the basic details of the case and allows you to change certain fields. As noted
on the screen below, there are four components of the Summary tab screen: case summary information,
case description, case indicators, and related case messages.

T

Case Summary Information = S
Summary Entities Messages Review / Y H = {ﬁJ |
Name: Insight 1 - 20000000002156 Priority: Type: Insight 1 |
Owner: v Confidence: O Exception ID: 20000-00-0002156 !
Status: Closed - Assessment Complete v Potential Impact (USD): 401.42 Date Detected: 2018-11-13 21:41:04 I
Reason Code: v Last Modified: 2013-11-29 14:51:18 |
Description of Exception:
Violation

ELISA | Decs, CAD| 014 Travelto Costeo's Head 3112325923-

Cinar 2014 459.06 . o _ 6uS)3ulR+Wg1lt85iLTfoybdxcG4u)qrS2Y2ES2R1dECWYNn71onjunz1Gybss30s

search translate
Indicators: \
Rule 02 - Case Indicators Case Description

Case Summary Information

Case summary information provides general information about the specific case. The Owner field
indicates the Workbench user to whom the case has been assigned. The Status field tracks the current
status of the case as it is being analyzed and resolved. You set the Reason Code at the end of the
analysis to indicate the cause of the case or the Reason Code is updated after the questionnaire in the
Review tab is complete. The Priority, Confidence, and Potential Impact fields indicate the seriousness
of the case and the likelihood that the case truly represents a non-compliant condition. Other information
about the case including the Type, Case ID, Date Detected, and Last Modified provided within this
section includes

Case Description

The Description of Case field describes the issue that caused the case and contains information
from the entities that Oversight examined to produce the case. Entities are the transactional and
master data that Oversight analyzes. For example, vendors, purchase orders, payments, expense
reports, purchase card transactions, and journal entries are all entities.

Case Indicators

IOD uses rules to identify transactions that need to be reviewed, which are referred to as cases.
While the rules are shown on the sample screens in this user manual, the rules will not be visible to
the A/BO or AJOPC during the review process.

Related Case Messages
Below the indicators, one or two messages may display that indicate information about related cases.
A Employee ID Has a closed issue identified

Another case has been identified as a valid issue for the same employee as the current case.

Employee ID has a similar open case.
At least one other unresolved case of the same type as this case exists for the same employee.
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Entities Tab

An entity is any transactional or master data that IOD analyzes. Vendors, purchase orders, payments,
expense reports, purchase card transactions, journal entries, and personnel records are examples of
entities.

The Entities Tab contains the description of the case, relevant entities that were used to cause the
IOD system to create the case, and supplemental entities that can assist you in your investigation.

D M@EE

Violation

T/ o a4 Qéfice —— N
o ) “—cax 21 21Gy
L_L- L i AL T W el s o T W \_/ —————

N

M\f/\\\/p\ e S —— e~ Y~ ]

Employee ID has a similar open exception.

Related Entities: D Related Entities:

Person 1D 290151

Card Account Partial Number 2008

Card Type PCARD

Cardholder Full Name ELISA,Cinar
Cardholder Name 1 ELISA

Cardholder Name 3 Cinar

Transaction Date 2014-12-06 00:00:00
Posted Date 2014-12-06 00:00:00
Report Receipts

Line Receipts

—

3112325923
6USj3ulR+WQ1It85iLTf6ybaxcG4ujqrS2Y2E92R14ECWVN7 10njunzl Gybss30s

Transaction Type CHARGE
Document Type CHARGE
Organization Unit 1 04002
Organization Unit 2 04003
Organization Unit 3 04004
Organization Unit 4 04005
Organization Unit 5 04006
Merchant 1D AIRCANADABSP

Transaction Number

Merchant 1D Name AIR CANADA BSP

erchant Num%\f\ AIR CANADA
g B e e a2 5 TEENE——— -
/u e /\,\/\‘/\/\/\/\/‘—/J\/\—J\//\//\ -

There can be more entity information that can fit on your screen. Click on the arrow icon on the right
of the entity name to collapse (") or expand (“<") an entity so that you can view a different one.

Click on the menuicon (=) next to an entity heading to view a menu with the following options:

Open in New Window

Show Related Entities

e Openin New Window - Opens the entity in a new window for ease of viewing.
e Show Related Entities - Opens a new window displaying a list of entities related to this entity.
For example, if you choose Show Related Entities for an Employee entity, the new window displays

all Attendee Details, Corporate Card, Expense Report, Expense Report Detail, Expense Report
Attendee List, and Transaction data for this employee.
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Messages Tab

The Messages tab contains a detailed list of every change to a case beginning with when the
Oversight IOD system first detected the case. Each message contains a description of the change,
the user who performed the change, and the date and time of the change. The Messages tab
displays the emails you sent and received, notes, attachments, and other system messages.

Summary Entities Messages Review B I@I

Message Type |# Sent |# Received (o Motes |# Attachments (& System
e 88899
| 2018-11-2914:51:08  Exception Status changed from Ready for Assessment’to ‘Closed - Assessment Complete’.
2018-11-29 12:41:33 Escalator System Exception Status changed from 'Intital Review Complete’ to 'Ready for Assessment’.
2018-11-29 12:41:33 Escalator System Escalation rule "HLGtoHLS' triggered.
2018-11-29 12:41:33 Escalator System Exception Owner could not be changed. A valid user could not be determined.
2018-11-29 12:41:33 Barbara Dustin Exception Status changed from 'Ready for Assessment’ to 'Intital Review Complete'.
2018-11-29 12:41:20 Escalator System Exception Status changed from 'Intital Review Complete’ to 'Ready for Assessment'.

2018-11-29 12:41:20 Escalator System Exception Owner changed from Titus Butler' to 'Michele Melton'.
2018-11-29 12:41:20 Escalator System Escalation rule "HLG6toHLS" triggered.

2018-11-29 12:41:20 Barbara Dustin Exception Status changed from 'Detected’ to 'Intital Review Complete'.

2018-11-13 21:41:04 CoRE System Exception Status set to 'Detected’.

N1 A1.172 71:41:N2 CADF Cuctam Evrantian ~rastad v
MNew Notes

Csave J stachFi

An icon in the left-most column indicates the message type associated with the case except for
system messages. For email messages, only a few lines of the message display. Select the View
Message linkin the Description field to view the complete message. For attachments, click on the
file name of the attachmentin the Description field to download and view the attached file.

To filter which types of messages to display, click the associated check boxes at the top of the tab.
To filter messages by a phrase, type the phrase in the Search box and click on Search.

Summary Entities Messages Review

Message Type |¢¥ Sent |¢ Received |¢ Notes ¢ Attachments ¢ System
2018-11-29 12:41:33 Escalator System

2018-11-29 12:41:33 Escalator System Escalation rule '"HL6toHLS' triggered.
2018-11-29 12:41:33 Escalator System Exception Owner could not be changed. A valid user could not be determined.

Exception Status changed from 'Intital Review Complete’ to 'Ready for Assessment'.

from_'Read

=tion Status changed y for Assessment’ to 'Intital Review Comnlete’

The following section, Resolving/Closing Cases, explains in more detail how to use this tab to add
notes and attachments.
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Review Tab

The Review tab is unique to DoD and serves an important role in reviewing and working each case to
closure. The review tab was designed to specifically accommodate DoD and provides a decision tree
methodology within IOD. Within the Review Tab there are multiple questions. Based on the selected
response, a user will be taken to the next question.

The guestionnaire is comprised of the following components:
¢ Transaction Review - Six questions regarding the transaction
e Transaction Determination Category
e Transaction Determination
e Corrective Actions Taken/Planned

Shown below is the first two questions that show up under the review tab, as shown the user has
complete the questionnaire already for questions 1 and 2. The next step would be to continue answering
the questionnaire until the questionnaire is complete.

T
= f
Summary Entities Messages Review B = |><] |

QUESTION 1: List items/services purchased in this transaction, if not already displayed in the top box. Additional clarification or nomenclature
should be provided in the second box.

Item/Service Description: Dental/Lab/Medical

Clarification of Ttem/Service Description, if Item descriptions shows dental/medical/lab and then it reads like it is a meeting.
'

needed

QUESTION 2: What type of transaction is this?

Contract

Supply

Service NOT applicable to the Service Contract Labor Standard Services (41 U.5.C, Chapter 67)
Service applicable to the Service Contract Labor Standard Services (41 U.5.C, Chapter 67)
Construction NOT applicable to the Acquisition of Construction Subject (40 U.5.C Chapter 31)

Construction applicable to the Acguisition of Construction Subject (40 U.5.C Chapter 31)

For a complete description of the transaction review questions, please see the document titled, Defense
Pricing and Contracting, Program Management Office, SmartPay 3 Data Mining, Transaction
Review Questions, Final v-4, October 19, 2108.
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|OD Cases: Standard Daily Processing

This section provides you with information on how to use the Workbench to find, review, and resolve
cases that have been assigned to you. It covers the standard daily processing steps for the following
DoD Users.

e A/BO (Approving Official or Billing Official) — h/she reviews 100 percent of cases.
e A/OPC (Agency / Organization Program Coordinator) - h/she reviews 100 percent of cases
after the A/BO has completed his/her review.

Cases will appear throughout the billing cycle and it is expected that the ABOs and A/OPCs will have ALL
reviews completed within the 30-day cycle.

Processing/Reviewing Cases—Summary Steps
Processing cases involves the following steps:

1. Run a profile by clicking on a particular profile in the left Navigation pane of the Workbench
window. Clickon 1. Open, then selecta Summary by attribute (for this example, select Summary
by Indicator).

2. Select a case by double clicking and the details screens for that case will appear (to reveal the
Summary tab, Entities tab, Messages tab, and Review tab).

3. 10D defaults to the Summary tab. Examine information about the case under the Summary tab
including the description of the case and indicators. Notice that the status is currently, detected.
Once the reviewer has completed the questionnaire later in the process, IOD will update the status
automatically.

4. Click on the Entities tab and examine the additional information about the case.

5. Click on the Messages tab to view the audit trail of the case. For a first-time review, there
will be little or no information in the messages tab.

6. Click on the Review tab to go through the case questionnaire. Progress through the
guestionnaire by selecting the Next button. Depending on the answers selected, 10D will
present the next question. When completed with the questionnaire, select Submit.

7. At any time during the case analysis and from any tab, if needed, you can email the case to
seek clarification or correction of a non-compliant situation. Simply click on the email icon that
is located on the right side of the screenin line with the detail tabs. You can send an email to
another Workbench user or to someone inside or outside of your organization.

8. After completing the Review tab questionnaire, if needed go back to the Messages tabto add a
note, to the case audit trail or attach a file to the case.

9. If you go backto the Summary tab you will see that that the status has been updated based on
the results of the questionnaire.

You have completed the standard daily processing of the case. If the case is marked as closed, it
will be moved to under the Closed cases.

10. Repeat step 1 and run a different profile to view new cases.

The remainder of this section provides more information about each of the steps listed above.
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Finding Cases to Process

The Workbench provides pre-defined Global Profiles to assist you in viewing assigned cases. DoD
users of IOD access their assigned cases through the Profiles section of the Navigation pane. When
you selecta profile, a summarized set of cases grouped by an attribute displays in the bottom pane
Users can view all cases assigned to them including open and closed cases. Closed cases are
grouped by the Billing Cycle.

Selecta Profile
To view your cases, open the Profiles section of the Navigation pane and select a profile to run.

When beginning the case review process, reveal the open cases by selecting 1. Open and then select
an attribute to display the open cases by clicking on a Summary by option. The screen below, shows the
Summary by Employee attribute has been selected.

= Oversight

p:'-,t.],--, v

Global Profiles

n &

Select Filter v

My Emails
My Open Cases
0. Monthly Checklist

1. Open
Summary by Email Status

Summary by Employe @
Summary by Indicator

Summary by Insight
Summary by Org Unit 1
Summary by Owner

Summary by Status

2. Closed

«,\?-;i"/-/\/\/—”\/\'\,v—\,\
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The Workbench displays the results of the selected profile, and the attribute by which it is summarized.

Filtered By: Summary by Employee /

Search: B Advanced Search

Summarized By: Employee Name First << < 1-10of 1 > >> Last

- e -

Exceptions First << < 1-10of1 > >> Last

I e e e e O e A N
¥imsights | @SEESSE | 2399 G000 0 Detected  2018-11-1321:42120000-00-0002160 ||

Drilling Down to a Smaller Group of Cases

If you wantto further refine your search results, drill down into a specific summary row by double
clicking on the row or right clicking on the row and choosing Drill Down from the Options menu. The
screen below shows the screen that appears when right clicking. Select Drill Down.

Filtered By: Summary by Employee /

Search:

Summarized By: Employes Name r

. Employee Name

Drill Down

Open in New Window

Export Summarized Data

Create Profile
Exceptions

Type Priority Confidence Potential Impz

= A = O —" N L [ | e -
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In the top pane, the Workbench displays the cases that match the selected row.

T e v
Filtered By: Summary by loyed / Employee Name : NANCY Litza /
Search: |&] Advanced Search

Summarized By:

e e e e e s o 0 S
Wowsgnts G Emeet L Emalsent 201s3id32naass o00po002ie0 B

<« I

If you wantto continue refining these search results, select an entry from the Summarized By drop
down and then drill down again.

Filtered By: Summary by Employee / Employes Name : NANCY Litza /
Search:

Summarized By:

11| Attendee Company Code
Attendee Group Code
Attendee Name Code
Card ID

Card Transaction ID
Card Type

Cycle

Description of E

Exception Category
Exception Indicator

Mame: .
Exception Owner
owner: Exception Reason Code
Exception Status
Status: Exception System
Reason Code: |Exception Type

Exclusion Unit
Expense Report Mumber
Expense Type

Employee ID -
Summary | Employee Name Iz

Violation

After each drill down operation the Workbench displays the sequence of drill downs with a series of
bread crumbs at the top of the page following the Filtered By label. Select any of the links in the
bread crumbs to return to the list summarized by that attribute.

/ Bread Crumbs

Filtered By: Summary by Employes [ Employes Name : NANCY Litza /
Search:

8] novance searc

Summarized By:

I I e T
(gt | (] |

< 1-10f1 »> Last

“-
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Working Cases to Closure

The process of working assigned cases to closure involves reviewing detailed information about the case
within the Summary, Entities, Messages, and Review tabs. The instructions below describe the actions
you can take within each of the tabs to complete the review process.

DoD IOD Users will work their assigned cases as follows:
e A/BO - h/she reviews 100 percent of cases

e A/OPC - h/she reviews 100 percent of cases after the A/BO has completed his/her review.

To resolve a case and determine its cause, you can take the following actions:
e Add notes
e Attach images or documents to the case
¢ Assign the case to another workbench user
e Send an email about the case
e Complete a review questionnaire about the specific case
e Set areason code to indicate the root cause of the case

¢ Change the status of the case to indicate when your investigation is complete. For A/BOs, once
his/her review is complete, the case will move to the next level of reviewer, the AJIOPC.

The steps below provide detail regarding the actions to take for working a case to closure.

Summary Tab: Change Owner, Assign Status and Reason Code
Familiarize yourself with the case by viewing the summary information on the screen.

Three items on the summary screen can be changed. Owner, Status, and Reason Code. While itis not
necessary to change the Owner of a case, it is an available option. The Status and Reason Code will be
updated automatically by the system after the questionnaire is complete and the user clicks Submit; however,
the A/BO or A/OPC can manually change the status and reason code if needed.

Changing the Case Owner: Assign a case to Another Workbench User

If another user is better qualified or more available to resolve a specific case, the case can be
assigned to another user.

To assign a case to another user, start keying in a user name. Only users with permission to view a given
case based on hierarchy will appear and be selectable. Select the new owner from the Owner drop down
by starting to type the new owner’s name.
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Summary Entities Messages Rewview
MName: Insight 6 - 20000000002160
Owner:
Status:

Reason Code:
Please enter 1 or more characters

Description of EXTEpTIONT

Violation
Cord e Trnome
MAMCY Litza PCARD Dec 10, 2014
Indicatars:
Rule 01
Rule 02

Change Status of a case
The Status field indicates where a case is in the process of resolving it.

The system offers three status: Email sent, Closed — Not Reviewed, or Under review as shown
below.

Filtered By: Summary by Indicator [ Exceplion Category : Misuse [

Search:

Summarized By:

I“mm_l
LT T

Summary Entities Messages Review
Name: Insight & - 20000000002160
Owner; -
Status: Email Sent ¥

Clmd Mot Reviewed

Reason Code:

| Under H-!ﬂ" oW

Description of Excepormon:

Violation

The Workbench user and the Oversight IOD system can change the status of a case. For example, an
IOD system status change would occur if an email is sent or if the case is closed after the review
guestionnaire is complete.

Once the review questionnaire is complete, the case will be handled within the system according to
the answers provided in the review questionnaire.
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Set a Reason Code on a Case

Reason codes are assigned by IOD automatically based on the questionnaire responses. From the
Summary tab users can view the assigned reason code for the case to track the reason a case
occurred. The reason code assignment with the case helps to accurately perform root cause
analysis, and support business process changes to improve performance.

The IOD system provides a set of standard reason codes that have been configured to reflect DoD
business processes, these set codes are shown below.

Summary Entities Meszages Review
Name: Insight 6 - 20000000002160
Owner: -
Status: Closed - Not Reviewed r
Reason Code: | Please Select v |

Description of EaEER R l= "
Yiolation
Due To Deferment

NANCY Litzg | DUE To Deployment
Indicatars: Due To Exemption

Rule 01
Rule 02 Unknown Reason

Saving Your Changes

When you finish making changes, save them by clicking the Save icon (B) or by clicking the Menu
icon (=) and then selecting Save. You must save your work, otherwise your changes will be lost.

T

e
Summary Entities Messages Review ()

Name: Insight 6 - 20000000002160 Priority: Type: Insight 6

Owner: v Confidence: == Exception 1D: 20000-00-0002160
Status: Email Sent v Potential Impact (USD): 23.9%9 Date Detected: 2018-11-13 21:42:53
Reason Code: v Last Modified: 2018-12-09 17:36:58

Description of Exception:

Violation
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Sawve

Open 5 Mew Window(s)

Print Exception Detail Report

Print Exception Detail Report with Log
Open Group in New Window

Send Exception(s)

Column Display Options

Export Exception List

Create Profile

The Workbench displays a message showing that your changes were successfully saved. You can now
make more changes or work on another case.

Summary Entities Messages Review

Your updates to the Exception(s) saved successfully.

Name: Insight 6 - 20000000002160
Owner:
Status: Email Sent

If you switch to another case without saving your changes, the following window appears.

You modified the Exception details without saving your changes. Do you wish to
save or cancel your changes?

If you wantto save your changes and switch to the other case, click Save. If you want to discard your
changes and remain on the current case, click Cancel.
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Entities Tab

The A/BO and the AJOPC should review information about the case within the Entities tab. Much
information can be learned about the case through this tab such as detailed merchant category
information and purchase item details. If available, the system will display a summary of recent merchant
charges by attribute. Through the Entities tab a reviewer can learn more about the transaction so
he/she can determine if it was a legitimate purchase. Information from the Entities tab is also used to
complete the questionnaire as the questionnaire guides the user through the determination process.

Messages Tab: Add Notes, Attach File, View Audit Trail

Within the Messages tab, users can view the audit trail of the case, add notes to the case, and attach
one or more files to the case.

While minimal information will appear about the case when it first appears to the A/BO, as the caseis
worked the 10D system will add information for the audit trail. AOPC users may find it helpful in his/her
review of a case to view the audit trail of the actions taken by the A/BO.

Adding Notesto a Case

Use the New Notes box at the bottom of the Messages tab to add important notes about the case.
This could include information found during the investigation of the case or reasons for the final
resolution of the case.

Summary Entities Messages Review

Message Type |# Sent |# Recewed & Motes |&f Attachments |# System

Date v

2018-11-14 12:19:33 Escalator System Exception Status changed from 'Intital Revie
2018-11-14 12:19:33 Escalator System Escalation rule "HLG6toHLS" triggered.

2018-11-14 12:19:33 Exception Status changed from 'Detected’
2018-11-13 21:42:53 CoRE System Exception Status set to 'Detected’.
2018-11-13 21:42:53 CoRE System Exception created.

MNew Notes
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When you add a note and save it, the Oversight IOD system creates a new message entry with the text
of the note. Notes become a permanent part of the audit trail for the case.

Summary Entities Messages Review

Message Type o Sent o Received (& Notes [ Attachments

|#f System

2018-11-14 12:19:33 Escalator System Escalation rule "HLG6toHLS" triggered.
2018-11-14 12:19:33 Ewception Status changed from 'Detected’

You cannot edit a note once you have added it and saved it. Notes are limited to a maximum of
4,000 characters including spaces.

Add Image or Document to a Case
From the Messages tab, you can attach an image or document to a case.

1. Click the Attach File button below the New Notes box.

2. Select the file you want to attach and open it when the file upload window displays. The
file name appears next to the Attach File button at the bottom of the Messages tab.

3. Add any comments or notes about the file if needed in the New Notes box.

2018-11-13 21:42: CoRE System Exception Status set to '
2018-11-13 21:42:53 CoRE System Exception created.

New Notes
Receipt for first expense

 save | parking receipt.pdf
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4. Click the Save button tab to attach and upload the file and your notes. A new message entry
displays in the Description field showing the file name and your notes.

Summary Entities Messages

Fla

Message Type [/] Sent Received Notes Attachments [] System

[ 2017-04-04 15:35:34
2017-04-04 10:29:27 Exception Status changed from 'Detected’ to 'Under Review'.

/TSNS gt o onaed fpreiancy e’ 1o, 10,507

Retrieving expense report receipts to compare.
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Review Tab: Case Questionnaire

The Review tab is an essential component for the A/BO and A/OPC review process. Under the review
tab, IOD users will response to a questionnaire regarding the case. The questionnaire will change based
on the unique case and the selections made.

The full questionnaire includes six review questions a transaction determination category, a transaction
determination, and a Corrective Action taken/planned.

Depending on the items selected, the user will be taken to the next appropriate question. The list is
summarized below:

QUESTION 1: List items/services purchased in this transaction, if not already displayed in the
top box. Additional clarification or nomenclature should be provided in the second box.

QUESTION 2: What type of transaction is this?

QUESTION 3: Verify the following in regard to the current transaction and its associated
documentation.

QUESTION 4: Select the reason why the transaction exceeded the Federal-wide Open Market
Micro-Purchase Threshold (MPT).

QUESTION 5: Select all applicable findings associated with this flagged transaction. If none are
identified, select “No Findings”. Note: Some findings may have been identified based on answers
from previous questions.

QUESTION 6: Based on the answers you provided, the most significant finding is Prohibited ltem.
What s your determination on this finding?

Transaction Determination Category
Transaction Determination
Corrective Actions Taken/Planned Based on responses to questions

Each of the questions as they appear in IOD are shown below.

Question 1: Item/Service Description and Clarification of ltem/Service Description

=
Summai ry Entities Messages Review F BEI

QUESTION 1: List items/services purchased in this transaction, if not already displayed in the top box. Additional clarification or nomenclature should be provided in the second box.

Item/Service Description:

Clarification of Item/Service Description, if needed
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Question 2: What type of transaction is this?
Contract Transaction

QUESTION 2: What type of transaction is this?

s Contract
Supply
Service NOT applicable to the Service Contract Labor Standard Services (41 10.5.C, Chapter 67)
Service applicable to the Service Contract Labor Standard Services (41 U.5.C, Chapter 67)
Construction NOT applicable to the Acguisition of Construction Subject (40 U.5.C Chapter 31)
Construction applicable to the Acquisition of Construction Subject (40 U.5.C Chapter 31)
External Fraud (Compromised Card)

Disputable Transaction

Supply Transaction

QUESTION 2: What type of transaction is this?

Contract

s Supply
Service NOT applicable to the Service Contract Labor Standard Services (41 U.5.C, Chapter 67)
Service applicable to the Service Contract Labor Standard Services (41 U.5.C, Chapter 67)
Construction NOT applicable to the Acquisition of Construction Subject (40 U.5.C Chapter 31)
Construction applicable to the Acguisition of Construction Subject (40 U.5.C Chapter 31)
External Fraud (Compromised Card)

Disputable Transaction

Question 3. Verify the following in regards to the current transaction and its associated
documentation

QUESTION 3: Verify the following in regards to the current transaction and its associated documentation.

Provide Contract Number: 80-55555
o Yes Ne Sales receipt/merchant invoice /order confirmation (e.g., FedMall)
° Yes No Cardholder Purchase Log entry complete
° Yes No Independent Receipt and Acceptance (Does Purchase Documentation validate a minimum two-way Separation of Duties?)
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Question 4: Select the reason why the transaction exceeded the Federal-wide Open Market
Micro-Purchase Threshold (MPT).

QUESTION 4: Select the reason why the transaction exceeded the Federal-wide Open Market Micro-Purchase Threshold (MPT).

() DLA Document Services (up to $25,000)
() SF-182 Training Payment (up to $25,000)

y Used delegated authority for Open Market Outside the U.S. (Up to 525,000 per DFARS 213.301)

) In support of Contingency declared by Secretary of Defense

) Contract Order (FS5, BPA, IDIQ)

Cther:

) Exceeds the Authorized Limit (current MPT)

Question 5: Select all applicable findings associated with this flagged transaction. If none are
identified, select “No Findings”.

QUESTION 5: Select all applicable findings associated with this flagged transaction. If none are identified, select "Mo Findings".
Mote: Some findings may have been identified based on answers from previous questions.

Mot for Government Use (Personal Use)
Unauthorized Use
/| Prohibited Item
Split Purchase to Circumvent the Current MPT
Exceeds the Authorized Limit
Exceeds Minimum Mission Need
Failure to Use/Screen Required Sources when Applicable
Separation of Duties NOT Performed
Sustainable (Green) Procurement Procedures NOT Followed

Incomplete Purchase Records

Mo Findings

Question 6: Based on the answers you provided, the most significant finding is Prohibited ltem.
What is your determination on this finding?

‘QUESTION 6: Based on the answers you provided, the most significant finding is Prohibited Item. What is your determination on this finding?

s Misuse - (Unintentional)

Abuse - (Intentional)

/At this case holders previous duty station, purchase of golf dlubs was permitted, however at the individuals current duty station, they are a prohibited item. This
cardholder will be advised that this is a prohibited item at his/her current duty station.”

Additional Comments:
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QUESTION 6: Based on the answers you provided, the most significant finding is Incomplete Purchase Records. What is your determination on this finding?

Administrative Discrepancy - (Unintentional)

Potential Internal Fraud - (Malicious Intent)

Additional Comments:
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TRANSACTION DETERMINATION CATEGORY The most significant Finding has been identified as:

Mot for Government Use (Personal Use)
Unauthonzed Use
#| Prohibited Item
Split Purchase to Circumvent the Current MPT
Exceeds the Authorized Limit
Exceeds Minimum Mission Need
Failure to Use/Screen Required Sources when Applicable
Separation of Duties NOT Performed
Sustainable (Green) Procurement Procedures NOT Followed
Incomplete Purchase Records

Mo Findings

TRANSACTION DETERMINATION: Based on the Finding identified, the Determination is:

# Mo Findings

Additional Comments:

Transaction Determination

TRANSACTION DETERMINATION: Based on the Finding identified, the Determination is:

& Misuse - (Unintentional)
Abuse - (Intentional)

/At this case holders previous duty station, purchase of golf clubs was permitted, however at the individuals current duty station, they are a prohibited item. This
cardholder will be advised that this is a prohibited item at his/her current duty statien.”

Additional Comments:

TRANSACTION DETERMINATION: Based on the Finding identified, the Determination is:

s Administrative Discrepancy - (Unintentional)
Potential Internal Fraud - {Malicious Intent)

Additional Comments:
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TRAMNSACTION DETERMINATION: Based on the Finding identified, the Determination is:

Misuse — (Unintentional)
Abuse - (Intentional)
Potential Internal Fraud - (Malicious Intent)

Additional Comments: Mot sure if this was a valid purchase for the cardholder. Some offices can purchase liguor based on their
mission; e.g., Chaplains.

Corrective Actions Taken/Planned Based on responses to questions

Corrective Actions Taken/Planned Based on r to i the ing actions table must be completed.
Action Planned/Taken Action Date (mm/dd/yy)
Request merchant credit/Dispute the transaction
Informal counseling
Refresher training v
Reimbursement to program
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Review Tab: Examplel: A/BO Contractwith Findings

Below are detailed steps that an A/BO would take if a case appears within IOD that is in violation of the
Contract and findings need to be documented.

Step 1 -Login
Login to portal (https://iodgov.oversightsystems.us)

Step 2 - The Workbench
A/BOs and AJOPCs will click on View Workbench after login.

Step 3 — Navigate past security message
Click “OK” on the security message pop-up

Step 4

1. Click on My Open Cases

2. Click on Choose one of the Cases on the right-hand side and double click to openthe
case in a new window to start the review.

Filtered By: Summary by Indicator / Exception Type : Insight 1 /
Search:

Summarized By:

I___ . G

[l Insight 1 665.88
[T Insight 1 401.42
[l Insight 1 210.98 -,
[ Insight 1 113.60

:l:l;:l—l-
e, o

[T Insight1 5
— T~ [_click |

[Tl Insight 1
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Step 5-A/BO review —Questionnaire
To get to the questionnaire, click on the Review tab, which is the right-most tab.

Summary Entities Meszages Review
Name: Insight 1 - 20000000002139 Priority:
Oowner: - Confidence:
Status: Closed - Assessment Complete v Potential Impac
Reason Code: v

Description of Exception:
Violation

JEROME Mannina Dec g, 2014 CAD 78.75 68.36

Indicators:

Rule 02
Rule D&

Step 6 — A/BO review —Questionnaire

Question 1 is shown. Enter a value in the ltem/Description question box. For example, “Airlines
and air carriers”. Enter “n/a” in the “Clarification of ltem/Service Description, if needed” question
box. Click the “Next” button to proceed to Question 2.

QUESTION 1: List items/services purchased in this transaction, if not already displayed in the top box. Additional clarification or nomenclature
should be provided in the second box.

Item/Service Description: Airlines and air carriers €= — Key In

Clarification of Item/Service Description, if
needed

tCaa
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Step 7 - AIBO review —Questionnaire
Question 2 is shown. Click the radio button next to the “Contract” option. This is the first option in
the list that is displayed for question 2. Click the “Next” button to proceed to Question 3.

QUESTION 2: What type of transaction is this?

@® Contract fmm—

) Supply

) Service NOT applicable to the Service Contract Labor Standard Services (41 U.S.C, Chapter 67)
) Service applicable to the Service Contract Labor Standard Services (41 U.S.C, Chapter 67)

() Construction NOT applicable to the Acquisition of Construction Subject (40 U.S.C Chapter 31)
() Construction applicable to the Acquisition of Construction Subject (40 U.S.C Chapter 31)

() External Fraud (Compromised Card)

() Disputable Transaction

Next v

e

Step 8 — A/BO review —Questionnaire
Question 3 is shown. Enter a value in the “Provide Contract Number” question box. For example,

“80-55555". Click the “Yes” radio button for each of the items in the next displayed. Click the “Next”
button to proceed to Question 3.

QUESTION 3: Verify the following in regards to the current transaction and its associated documentation.
Click “yes” on
each radio

Provide Contract Number: 80-55555 (_ —_ Key in
button y

@® Yes () No Sales receipt/merchant invoice/order confirmation (e.g., FedMall)
® Yes () No Cardholder Purchase Log entry complete
® Yes () No Independent Receipt and Acceptance (Does Purchase Documentation validate a minimum two-way Separation of Duties?)

Next) :
L
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Step 9 - A/BO review —Questionnaire

Question 5 is shown, and question 4 is skipped based on your previous answers. Click the
“Prohibited Item” checkbox. This is the third option in the displayed list. Click the “Next” button to
proceed to Question 6.

QUESTION 5: Select all applicable findings associated with this flagged transaction. If none are identified, select "No Findings”.

Note: Some findings may have been identified based on answers from previous questions.

[0) Not for Government Use (Personal Use)

[[] Unauthorized Use

(@ Prohibited Item (——

[0 Selit Purchase to Circumvent the Current MPT

() Exceeds the Authorized Limit

[[] Exceeds Minimum Mission Need

(] Failure to Use/Screen Required Sources when Applicable
[[) Separation of Duties NOT Performed

[[) Sustainable (Green) Procurement Procedures NOT Followed

[[J Incomplete Purchase Records

~ No Findings

= .
U e

Step 10 - A/BO review —Questionnaire

Question 6 is shown. Click the “Abuse (Intentional)” radio button. This is the second option in the
displayed list. Enter comments in the additional comments question box. For example, “despite
this individuals refined taste, alcohol is a prohibited item and | judge this to be abuse.”

QUESTION 6: Based on the answers you provided, the most significant finding is Prohibited Item. What is your determination on this

finding?

(© Misuse - (Unintentional)

@ Abuse - (Intentional) <~— Click

Additional Comments: despite this individuals refined taste, alcohol is a prohibited item and I judge this to be abuse

[ submit IS
L
Step 11 — A/BO review — Questionnaire

The “Submit” button at the end of the questionnaire to close out the window. Once the submit
button is pressed, the information will be stored in the system automatically.
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Review Tab: Example2: A/BO Supply with Findings

Below are detailed steps that an A/BO would take if a case appears within 10D that related to a supply
purchase and findings need to be documented.

Step 1 -Login
Login to portal (https://iodgov.oversightsystems.us)

Step 2 - The Workbench
A/BOs and AJOPCs will click on View Workbench after login.

Step 3 — Navigate past security message
Click “OK” on the security message pop-up

Step 4

1. Click on the Profiles menu on the left navigation bar

2. Clickon My Open Cases

3. Choose one of the Cases on the right-hand side (Insight 1) and double click on it to review

W Oversight

Filtered By: Summary by Indicatod /

p Profiles K : Search:
— | 1. Click i

] Summarized By: Exception Indicator
Global Profiles @

. Exception Indicator ID
Select Filter v o
[T ® Insight 4 3
:y (E)ma“sc [T ® Insight6 \l 4. Double click |
y Open Cases
[T ®  Purchase Card Split Transaction
> 0. Monthly Checklist
v1.0pen €= —| 2. Click_l

Summary by Email Status

Summary by Employee Exceptions

Summary by Indicator, — :
\ - i __
Summary by Insight I_ 3. Click -

Summary by Org Unit 1

> iary by Quher w
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Step 5-A/BO review —Questionnaire
To get to the questionnaire, click on the Review tab, which is the right-most tab.

Filtered By: Summary by Indicator / Exception Type : Insight 1 /
Search:

Summarized By: v

I e R T
[ msight 1 | —— B .

Summary Entities Messages Review « p— C"Ck
<

Name: Insight 1 - 20000000002157 Priority:
Owner: v Confidence: [==—la]
Status: Detected Potential Impact (USD): 52.01

Step 6 — A/IBO review —Questionnaire

Question 1 is shown. Enter a value in the ltem/Description question box. For example, “1 set of
Callaway Golf Clubs”. Enter “n/a” in the “Clarification of ltem/Service Description, if needed”
question box. Click the “Next” button to proceed to Question 2.

Summary Entities Messages Review B % —

QUESTION 1: List items/services purchased in this transaction, if not already displayed in the top box. Additional dlarification or nomenclature

should be provided in the second box.

Item/Service Description: 1 set of Callaway Golf Clubs = —

Clarification of Item/Service Description, if n/a (—- —

needed

Next

LN T

Copyright 2018 Owersight Systems, Inc.



61

Step 7 - AIBO review —Questionnaire
Question 2 is shown. Click the radio button next to the “Supply” option. This is the second option in
the list that is displayed for question 2. Click the “Next” button to proceed to Question 5.

QUESTION 2: What type of transaction is this?

() Contract

©® supply ==

(O Service NOT applicable to the Service Contract Labor Standard Services (41 U.S.C, Chapter 67)
) Service applicable to the Service Contract Labor Standard Services (41 U.S.C, Chapter 67)

) Construction NOT applicable to the Acquisition of Construction Subject (40 U.S.C Chapter 31)

(O Construction applicable to the Acquisition of Construction Subject (40 U.S.C Chapter 31)

) External Fraud (Compromised Card)

(O Disputable Transaction

Next

S

Step 8 — A/BO review —Questionnaire

Question 5 is shown, and questions 3 and 4 are skipped based on your previous answers. Click
the “Prohibited ltem” checkbox. This is the third option in the displayed list. Click the “Next” button
to proceed to Question 6.

QUESTION 5: Select all applicable findings associated with this flagged transaction. If none are identified, select "No Findings”.

Note: Some findings may have been identified based on answers from previous questions.

[] Not for Government Use (Personal Use)

[[J Unauthorized Use

(@ Prohibited Item (—_

() Selit Purchase to Circumvent the Current MPT

[[J] Exceeds the Authorized Limit

[[] Exceeds Minimum Mission Need

() Failure to Use/Screen Required Sources when Applicable
[[J Separation of Duties NOT Performed

[[] Sustainable (Green) Procurement Procedures NOT Followed

()] Incomplete Purchase Records

“ No Findings

L e
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Step 9 - AIBO review —Questionnaire

Question 6 is shown. Click the “Misuse (Unintentional)” radio button. This is the second option in
the displayed list. Enter comments in the additional comments question box. For example, “At this
case holders previous duty station, purchase of golf clubs was permitted, however at the individuals
current duty station, they are a prohibited item. This cardholder will be advised that this is a
prohibited item at his/her current duty station.”

QUESTION 6: Based on the answers you provided, the most significant finding is Prohibited Item. What is your determination on this

finding?

@ Misuse - (Unintentional) «— Click

) Abuse - (Intentional)

Additional Comments: |at this cardholder’s previous duty station, purchase of golf clubs was permitted, however at the
‘indlwduals current duty station, they are a prohibited item. This cardholder will be advised that this is
a prohibited item at his/her current duty statwon.|

[ Submit |
U e

Step 10— A/BO review —Questionnaire
The “Submit” button at the end of the questionnaire close out the window.
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Review Tab: Example3: A/BO No Findings

In this example, the A/BO is recording “no findings” for the case.

Step 1 -Login
Login to portal (https://iodgov.oversightsystems.us)

Step 2 - The Workbench
A/BOs and AJOPCs will click on View Workbench after login.

Step 3 — Navigate past security message
Click “OK” on the security message pop-up

Step 4

Click on the Profiles menu on the left navigation bar

For A/IBO testing, clickon My Open Cases

Choose one of the Cases on the right-hand side and double click on it to review

1. Click on the Profiles menu on the left navigation bar
2. Click on My Open Cases
3. Choose one of the Cases on the right-hand side and double click on it to review

W Qversight

Filtered By: Summary by Indicatod /

pproﬁlez; K |:‘ Search:
— | 1.Click i

T Summarized By: Exception Indicator
Global Profiles {g

. Exception Indicator ID
Select Filter v o

[T M Insight4
\ .
S —— | 4. Double click |

[T @  Purchase Card Split Transaction

My Emails

My Open Cases
> 0. Monthly Checklist

v1.0pen €= —| 2. C"Ck_]

Summary by Email Status

Summary by Employee Exceptions

Summary by Indicator, jori Confidence Potenti
L : | oy JIES
Summary by Insight 3. Click C [ - |

Summary by Org Unit 1

\/\S/UWVWMAM\/\
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Step 5-A/BO review —Questionnaire
To get to the questionnaire, click on the Review tab, which is the right-most tab.

Filtered By: Summary by Indicator / Exception Type : Insight 1 /

Search: Q] Advanced Sear,

Summarized By: v

I I e e e
[ tmsightx T emmu ] soreeemes

Summary | Entities Messages Review « — C"Ck
<

Name: Insight 1 - 20000000002157 Priority:
Owner: . v Confidence: [==a}
Potential Impact (USD): 52.01

Status: Detected

Step 6 — A/IBO review —Questionnaire

Question 1 is shown. Enter a value in the ltem/Description question box. For example, “Ball point
office pens”. Enter “n/a” in the “Clarification of ltem/Service Description, if needed” question box.
Click the “Next” button to proceed to Question 2.

FERE XY=

Summary | Entities | Messages Review

QUESTION 1: List items/services purchased in this transaction, if not already displayed in the top box. Additional clarification or nomenclature

should be provided in the second box.

Ball point office pens = — [ _Keyin

Item/Service Description:

Clarification of Item/Service Description, if n/a <= —| Keyin

needed
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Step 7 - AIBO review —Questionnaire
Question 2 is shown. Click the radio button next to the “Contract” option. This is the first option in
the list that is displayed for question 2. Click the “Next” button to proceed to Question 3.

QUESTION 2: What type of transaction is this?

@ Contract (—-—
() Supply

) Service NOT applicable to the Service Contract Labor Standard Services (41 U.S.C, Chapter 67)
*) Service applicable to the Service Contract Labor Standard Services (41 U.S.C, Chapter 67)

(O Construction NOT applicable to the Acquisition of Construction Subject (40 U.S.C Chapter 31)
() Construction applicable to the Acquisition of Construction Subject (40 U.S.C Chapter 31)

() External Fraud (Compromised Card)

O Disputable Transaction

Next | S v

e

Step 8 — A/BO review —Questionnaire

Question 3 is shown. Enter a value in the “Provide Contract Number” question box. For example,
“80-55555". Click the “Yes” radio button for each of the items in the next displayed. Click the “Next”
button to proceed to Question 5.

QUESTION 3: Verify the following in regards to the current transaction and its associated documentation.
Click “yes” on
each radio

Provide Contract Number: 80-55555  fmm —

button
@® Yes () No Sales receipt/merchant invoice/order confirmation (e.g., FedMall)
@® Yes () No Cardholder Purchase Log entry complete
@® Yes () No Independent Receipt and Acceptance (Does Purchase Documentation validate a minimum two-way Separation of Duties?)

[ Next :
=
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Step 9 - A/BO review —Questionnaire

Question 5 is shown, and question 4 is skipped based on your previous answers. Click the “No
Findings — Valid Transaction” checkbox. This is the last option in the displayed list.

QUESTION 5: Select all applicable findings associated with this flagged transaction. If none are identified, select "No Findings”.

Note: Some findings may have been identified based on answers from previous questions.

Step 10 - A/BO review —Questionnaire

Not for Government Use (Personal Use)

Unauthorized Use

O I

(] Prohibited Item

(] Split Purchase to Circumvent the Current MPT

] Exceeds the Authorized Limit

] Exceeds Minimum Mission Need

[[) Failure to Use/Screen Required Sources when Applicable

[[] Separation of Duties NOT Performed

[[] Sustainable (Green) Procurement Procedures NOT Followed

(] Incomplete Purchase Records

@ No Findings  <em —

o

The “Submit” button at the end of the questionnaire will close out the window.
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Review Tab: Example4: A/BO Deferred Status

The deferred status is used in the case when an A/BO or AIOPC is either deployed or has some
legitimate reason they are unable to perform the Case review at the currenttime. Technically, these
cases can be placed in a deferred status and then reviewed later.

This is the only time that the Status and Reasons Code features will be used by an A/BO or AJOPC. In
this case, the user will update the status to Closed —Not Reviewed and will select an appropriate
Reason Code.

Step 1 -Login
Login to portal (https://iodgov.oversightsystems.us)

Step 2 - The Workbench
A/BOs and AJOPCs will click on View Workbench after login.

Step 3 — Navigate past security message
Click “OK” on the security message pop-up

Step 4

1. Click on the Profiles menu on the left navigation bar

2. Clickon My Cases

3. Choose one of the Cases on the right-hand side and double click on it to review
4. Go to the Summary Tab, and change the Status to Closed Not Reviewed

1 e —
Filtered By: Summary by In ator [ Exceplion Category : Misuse |
Search:
Summarized By: v
v Insight & C 1 1] 23.99 Ste
Entities Messages Review
Name: Ingight & - 20000000002160
owner: -
Status: Email Sant ¥

Closad - Not Rewiewed

Reason Code: | Email Sent |

Under Review

Yiolation
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Step 5
Change the Reason Code to one of the selections, such as Due to Deferment.

Summary

Mame:
Owner:
Status:
Reason Code:

Description of E
Wiolation

MNANCY Litza

Indicators:

Fule 01
Rule 02

Entities Messages Review

Insight & - 20000000002160

w
Closed - Mot Reviewed v
| Please Select v

Please Select

Due To Deferment

Due To Deployment

Due To Exemption

Unknown Reason
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Review Tab: Example5: A/OPC - Review A/BO Cases

In this example the A/OPC is performing his/her review of the cases that were initially reviewed by an
A/BO in his/her assigned group. The A/IOPC is required to conduct 100 percent review of all cases.

Step 1-Login
Login to portal (https://iodgov.oversightsystems.us)

Step 2 - The Workbench
A/BOs and AJOPCs will click on View Workbench after login.

Step 3 — Navigate past security message
Click “OK” on the security message pop-up

Step 4 — Select Case to Review
1. Click on the Profiles menu on the left navigation bar
2. Click on My Open Cases
3. Choose one of the Cases on the right-hand side and double click on it to review

™ Oversight

Filtered By: Summary by Insight /

L profiies g/~ ¥ || coene

Summarized By:

Insight

Global Profiles

&
[
Select Filter v = m
My Emails
My Open Cases
> 0. Monthly Checklist
v 1. Open (_ — Exceptions
Summary by Email Status .“m Confiden|
Summary by Employee i ) jes—
Summary by Indicator
Summary by Insight <= —[ Click |

Summary by Org Unit 1
Summary by Owner

Summary by Status

> 2. Closed
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4. On the Right-Hand side, double-click on one of the Cases that have been assigned to you to
complete the Review process

Filtered By Sumwnary by Insight / Insight | Insight & /
Search: &
Summarized By: <

I-_mmw““---ll
E — ) — . e oo @ n

2 W 57
Summary Entities Messazes Reviaw DMME X
Description of & xcrption:
Violaton
Tmgplayee Cand Type Tram Date g S0 Charge Description Other Infe
NANCY Laza PCARD De: 10, 2014 CAD 27.45 23.99 Xmas tock Shaep

Indicators:

Rule 01
Rute 02

Related Entities:

Persen 1D $3710

o 208 e
Card Type PCARD

Cardhaider Name 1 NANCY UQUOR  enus  uQuoR oW
I o e
Transactom Date 2014-12-10 00:00-:00

Regort Recepts

Une Racects

Trormacticn Mowder nux:s'n-J . s

Transaction Type Crasce

Dscument Type CHange

Step 5-A/BO Review of Case Information
Review information behind each of the detail tabs:
Summary Tab

Entities Tab

Messages Tab

Review Tab — review the values that the A/BO entered for Questions 1-6

Step 6 — Make assessment and confirm or change values to Questions 5 and 6.
As an AJOPC, you have your own copies of Questions 5 and 6 of the Review Questionnaire. You
can keep the same values as the A/BO or you can update with different values.

Step 7 — Verify the Actions Listed
After completing Question 6 and choosing Next, you should see the Actions screen.

Corrective Actions Taken/Planned Based on responses to questions, the following actions table must be completed.

Action Planned/Taken Action Date (mm/dd/yy)

Request merchant credit/Dispute the transaction
Informsl counseling
refreshe raing @
Reimbursement to program

Step 8 — Complete the Actions

Choose one of the Actions and select a date corresponding to the Taken/Planned for the Action.
Click on the “Submit” button.

Go back to Step 4 and complete all of the Cases that have been escalated for your review
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Review Tab: Example6: A/OPC & Oversight AJIOPC — Complete Monthly
Checklist

This example takes the AJOPC user through the steps for performing the monthly checklist review.

Step 1-Login
Login to portal https://iodgov.oversightsystems.us)

Step 2 - The Workbench
A/BOs and A/OPCs will clickon View Workbench after login.

Step 3 — Navigate past security message
Click “OK” on the security message pop-up

Step 4 — Identify Billing Cycle for Review

1. Click on the Profiles menu on the left navigation bar

2. Click on Monthly Checklist Folder

3. Click on 4. AOPC Review Profile (if you are an Oversight AAOPC click on that designation)

4. On the Right-Hand side, click on a Billing Cycle that has closed (for testing we will use
“2014/11/20 - 2014/12/19)

W= Oversight Loreen Bratti  {$Toolsv  (Log Out
p il | Filtered By: 4. AOPC Review /
e  Advanced Search |
Wew 1. Click arch: Advanced Search
ummarized By: Cycle v 1-10f1

Global Profiles

o o T tene et mpe )|
My Emails | 4. Double click

My Open Cases

0. Monthly Checklist g - 2. Click I

2. Component Prog Mgt Re Exceptions 1-50f 5

] 5 | HS-OpenCentify 20000-00-0002215 |

4. AOPC Review

Monthly Revi (NN

= 109,075.50 HLS - Closed Certifiec2018-11-15 14:55:20000-00-0002211
> 1. Open R —[3.Click ]

Monthly Revic (IR GEEEEEN 79,788.76 HLS - Ready To Certif 2018-11-15 14:55:20000-00-0002212
> 2. Closed [T AOPC Monthly Revic GHENNENINED GENEENN 78,616.34 HLS - Closed Certifiec2018-11-15 14:55:20000-00-0002214
> 3. Al [l AOPC Monthly Revii (IINENIND GEREERR 66,551.59 HLS - Closed Certifiec2018-11-15 14:55:20000-00-0002213
> Exclusions

> Parameters

(™™ Reports and
=(© Downloads
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Step 5 — Select Certification for Monthly Review
On the bottom of the right-hand side, double-click on one of the Certifications for review.

Filtered By: 4. AOPC Review /

Search: Advanced Search

Summarized By:  Cycle 1-10f1 =
e ]
Voowmzo-zowzis s s
Exceptions Double Click 1-50f 5 —
L o I - [ [ o | —— [ o 8]
_:—_—_—-I

[T] AOPC Monthly Revit W 109,075.50 HLS - Closed Certifiec2018-11-15 14:55:20000-00-0002211
[T AOPC Monthly Revit =E==E 79,788.76 HLS - Ready To Certif 2018-11-15 14:55:20000-00-0002212
[T AOPC Monthly Revit | o o 78,616.34 HLS - Closed Certifiec2018-11-15 14:55:20000-00-0002214
[Tl AOPC Monthly Revit 1 o | 66,551.59 HLS - Closed Certifiec2018-11-15 14:55:20000-00-0002213

Step 6 — View information in the Entities tab

Click on the Entities tab and review the details. The information revealed under the Entities tab for
the Monthly Checklist process is different information than was revealed for the individual case
review. Several key elements of the screeninclude:

e Case Summary — Summarizes the hierarchies under the AIOPCs span of control. Also
identifies the number of transactions flagged, including the open and closed cases. It should
be noted, that the monthly checklist cannot be completed until ALL cases are closed.

e Transaction Program Summary — Provides more detailed information about the specific
transactions that were flagged and the assessment of the transactions.

¢ Internal Controls — The internal controls are specific program conditions that indicate risk. In
the “Internal Policy Violation” column there is a description of what is being checked by the
control. The columns to the right show the counts of times the condition is true in this cycle
and in the previous cycle. For most of the internal controls, it is desirable to have the number
equal to zero. The convenience checks can be greater than zero, but each checkis risky.
So, this view gives them a view into the risk of their program based on the specific controls
listed here.

Review the information on the entities screen (shown below).
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L o]

‘ Summary Entities I Messages l Review

Description of Exception:

This is @ AOPC (05005) Monthly Review for AO/BO: 05006.
Cycle

L 2014/11/20 - 2014/12/19

Indicators:

Monthly Review for AO/BO: 05006

05005

AO/BO
05006 |

Related Entities:

Cycle 2014/11/20 - 2014/12/19
HL2 05002
HL3 05003
HL4 05004
HLS 05005
HLS 05006
Total T ctions fl d for revi 4
Number of Closed Cases 0
Number of Open Cases 4
Percent Closed Cases 0%
Total Certifications created for review N/A
Number of Closed Certifications N/A
Number of Open Certifications N/A

Percent Closed Certifications N/A

Internal Controls

2014/12/1

2014/11/20 03. Number of Accounts 5
2014/12/15 With 30+ Days Delinquency

_2014/11/ 20 5. Number of Convenience 3 “
2014/12/19 Checks over $3500

2014/22/20 06. Number of Convenience 555 -

2014/12/19 Checks under $3500

2014/11/20 07. Number of Transactions
]

Internal Policy Violation |Current Cycle m

v

2014/ 11/20 02. Activity Span of Control
s (CH to APC over 300:1)

Re
(G
()
Rei
(G
H-#
Ret
(Re

M-

LA

Related Entities:

Transaction Program Summary

Cycle
HL2
HL3
HL4
HLS
HLS

Total Number of T ctions (excludi

credits)

Dollar Volume of Transactions (excluding

credits)

Total Transactions flagged for review:
Selected by Filters
Manually Added
Selected by Random Filter

Number of Transactions flagged but not
reviewed:

Due to Deployment
Due to Deferrment
Due to Exemption
Unknown Reason
Number of Transactions Assessed as:

Valid

Valid with Administrative Discrepancy
Number of T ctions A d as
Invalid:

Abuse

Misuse

Potential Fraud
Tr ions A d as Compromised Card
Transactions Assessed as Disputed Transaction

2014/11/20 - 2014/12/19
05002
05003
05004
05005
05006

963

USD 113,301.72
a4

(=} (=T == R =] o

o
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Step 7 - Complete the Monthly Review

Click on the Review tab and enter values in the Monthly Review questionnaire. The review
guestionnaire contains the same questions each time and the questionnaire is not pre-populated
with information.

There are a total of 16 questions, the following screens show all the questions.

Summary Entities Messages

ASOPC Monhtly Review Check List

MNumber of Convenience Check Accounts

Number of Convenience Check Accounts
audidted within the last 12 Months

How many Cardholders with a Transaction
Limit over current MPT have Contracting
Officers Warrants?

How many Cardholders with a Transaction
Limit over current MPT have delegations
other than Contracting Officers Warrants?

How many Cardholders are in your program?
(number of individuals, not accounts)

How many Cardholders reported above have
documented evidence of training per current
instruction? (May not exceed the number of
Cardholders reported above)

Reason why not all Cardholders are trained:
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How many Approving /Billing Officials
(A/BOs) are in your program? (number of
individuals, not accounts)

How many A/BOs reported above have
documented evidence of training per current
instruction? (May not exceed the number of
Approving /Billing Officials reported above)

Reason why not all Approving/Billing
Officials are trained:

How many Agency/Organization Program
Coordinators (A/OPCs) are in your program?
(number of individuals, not accounts)

How many A/OPCs reported above have
documented evidence of training per current
instruction? {May not exceed the number of
A/OPCs reported above)

Reason why not all A/OPCs are trained:

How many Head of Activities (HAs) are in
your program? (number of individuals, not
accounts)

How many HAs reported above have
documented evidence of training per current
instruction? (May not exceed the number of
HAs reported above)

Reason why not all HAs are trained:

(soveJ concel
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Emailing a Case
During the process of resolving a case, you can send information about the case to request additional

information or clarification. You can email cases to another user, a non-user inside your organization,
or an outside person, such as a vendor. The Workbench comes with a set of email templates.
To email a case:

1. Open the Case Email window using one of the following methods:

a. Open the Options menu by right clicking in the Case List or by selecting the menu
icon (==) on the right-hand side of the window and then choosing Send Exception(s).

Save

Open in New Window(s)

Print Exception Detail Report

Print Exception Detail Report with Log
Open Group in New Window

Send Exception(s)

Column Display Chiuns

Export Exception List

Create Profile

b. Click on the email icon ([Zl) on the right-hand side of the Case Details pane. The Case(s)
Email window displays.
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-
-

Email Template Global Default-English (United States) ¥

To:
(Multiple emai! addresses should be separated with 3 semi-colon{;) or comma(,) or space.)

CcC:

BCC:

From: 2navy.mil

Subject: AOPC Monthly Review - 20000000002215
Message:

This Exception has been emailed to you by a user of the Oversight System. In order to view more information about this
Exception and related Entities, log on to the Oversight System.

Exception(s) details follow

Exception Type: AOQOPC Monthly Review

Description:

This is a AOPC (05005) Monthly Review for AO/BO: 05006.

Cycle |horcliaoBo
2014/11/20 - 2014/12/19 /05005 (05006

Indicators:

« Monthly Review for AO/BO: 05006

Potential Impact: 11330172

For spelling correction suggestions: CTRL + Right Click

3. Choose an email template from the templates listed in the Template drop down. The list of
templates displayed will depend upon the type of case.
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Email Template | Policy Reminder-English {United States ¥ |

Paolicy Reminder-English (United States)

To: e - . .
° Justification-English {United States) i :
f d with a semi-colon(;) or
cC: Raise Awareness-English (United States)
BCC:
From:
Subject: 10D: Policy Reminder as related to Case: 100500123

Note: Your Oversight Administrator can edit this template or can create other templates for
certain types of cases. These templates would then be listed in the Template drop down.

4. Type email address(s) into the To and optionally the CC and BCC fields. Multiple email

addresses are separated with a semi-colon (;) or comma (,) or space. You can optionally change
the Subject field.

Email Template Global Default-English {United States) ¥ 1
Tas: ¢
(Multiple email addresses should be separated with a semi-colon(;) or commal(,) or space. )

cC:

BCC: {

From: @navy.mil )

Subject: ADPC Monthly Review - 20000000002215
S

Message:

“» QY EM= BIUSXX == & =838 1
Stles - Fomat = Font - Size - A- A- '

This Exception has been emailed to ygu b+——1ser.nftha S—cight S-stem la-=dar fo—— e

_—

5. Edit the email using the text editing tools if necessary. The email body contains default
information that should satisfy most requirements. There may be situations where you want
to add additional information or remove information. There is a set of text editing tools to
format the text.

6. To attach a file to this email message, see Attaching a File When Emailing a case.
7. Click Send when the email is complete.
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A Message box displays indicating that the email was successfully sent.
.

Email sent successfully.

o

8. Click OK to acknowledge the message and close the window.

A line is added to the Messages Tab showing when your email was sent and the first part of the
message. See the Messages Tab for more information.

Attaching a File When Emailing a case

When emailing a case, you can attach a file to the message. The file is permanently stored with the
case and can be found in the Messages tab of the case's details.

To attach a file when emailing a case, follow these steps:

1. Clickthe Attachments button at the bottom of the screen. You may need to scroll the window to
make the button visible.

\/\/\N\/\_,/\/\/\/W/\/V\/\

Cycle AQPC||AOQ/BO
2014/11/20 - 2014/12/19|(05005 ||05006

Indicators:

» Maonthly Review for AQ/BO: 05006

Potential Impact: 113,301.72

For spelling correction suggestions: CTRL + Right Click

[ntochments I send I cancel

The Add Attachments window displays. If there are files that have been previously attached to the
case they will be listed in the top of the window.
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Files attached to the Exception:

[] parking receipt.pdf

Attach File:

Browse...
=

2. Click the check box to choose an existing file.

3. Click the Browse... button to choose a different file to upload. The standard file selection

4. Find the file to be attached and select it.

dialog box displays.
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5. Click Open. The Add Attachments window will re-display.

Files attached to the Exception:

- o

[ ] parking receipt.pdf

Attach File:

lask:tu::p‘lll:ravel policy.pdf  Browse...

), e

6. Click Attach. The Email Template will re-display with the attached file listed at the bottom.

If you want to remove the attachment, click the remove attachment (**') icon.

P

A A,

NP [ VPR A e
5101703- LINE- Jan

LINE BFGAESCOBAZB4CIBAARA | Feb. |20 30| CITY CENTRE CAD 2o || wo || wo || oinner
Brumsey Socemnzmce o || 2017 || TERMINAL 1220/ 20

ING SOLFER e
ATROPORT
TORONTO CEMTR
search  franslate

Powered by Oversight Insightz On Demsnd

[J Design| ECode ‘A Preview

Attachments:

travel policy.pdf %/

[tactments J] send J] corce

7. Click Send to email the case with the attachment.
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8. The email and the file that was attached to the case now displays in the Messages tab.

Summary Entities Messages Review B él

Message Type |# Sent |# Received |#| Motes |[of Attachments [# System

I ™= S
2018-11-21 11:21:29 Escalator System Escalation rule 'Email Sent' triggered.

To: lizzie.colville@oversightsystems.com View Message

57y 2018-11-21 11:21:28 Message: This Exception has been emailed to you by a user of the Oversight System. In order to view more
o information about this Exception and related Entities, leg on to the Over Exception(s) details follow Exception Type:
Insight 1 Description: Violation Employee Tran Date Tran

2018-11-05 14:00:17 CoRE System Exception Status set to 'Detected’.
2018-11-05 14:00:16 CoRE System Exception created.
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Searching for Cases

Searching is the process of narrowing down case lists. The Workbench provides five methods to
search for cases:

¢ Simple (Alphanumeric) Search
e Advanced Search

e Summarized By/Drill Down

e Profiles

o Filters

Performing a Simple Search

When you perform a simple (alphanumeric) search, the Workbench searches through all the cases
currently in profiles to show the specific list of cases. To perform a simple (alphanumeric) search, enter

the text you want to search for and press Enter or click on the Search icon (" ).

Ira Smith  {STools v  (§)Log Out

Filtered By: Summary by Employee /

Search: casino Advanced Search
Summarized By: Employee Name {b 1-38 of 28 =
T e e o e 050 m

2 _wJ\/F_
e /""’““\.ﬂ' /“-»\‘/‘-"‘-'\,J WWWWMA 5

You can use partial or complete alphanumeric strings. Use an underscore (_) to match any single
character or percentsign (%) to match zero or more characters. The Workbench searches for the
text without regard to case at the beginning, middle, or end of all searchable fields configured in your
system. For example, "SM_th will match "Smith", Smyth", and "Smithson", but not "Smooth".
Another example is "Ra%el" will match "Rachel", and "Rachael".

Searchable fields are:
e CaselD
e Case Name
e User First Name
e User Last Name
e User Full Name
¢ All custom-defined case attributes
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The Workbench displays your list of cases with the specified word, and in this example, it is all the
cases in a Detected Status with a reference to alcohol.

Filtered By: Summary by Status / Exception Status : Detected /

Search: alcohol Advanced Search

Summarized By: 1-11 of 11

I_ — ==

I_ In5|ghl: 1 - -l 529.50 Detected 2018-11-05 13:59: 20000-00-0000902
[ Insight 1 [ | [ | ] 206.14 Detected 2018-11-05 13:59: 20000-00-0000770
[ Insight 1 da [ | ] 194.62 Detected 2018-11-05 13:59: 20000-00-0000743
[ Insight 1 a [ || 179.05 Detected 2018-11-05 13:59: 20000-00-0000945
[ Insight1 da [ || 115.46 Detected 2018-11-05 13:59: 20000-00-0000734
[T Insight 1 d [ | ] 108.09 Detected 2018-11-05 13:59: 20000-00-0000781
[ Insight 1 [ | [ || 51.80 Detected 2018-11-05 13:59: 20000-00-0000932
[ Insight 1 da [ | ] 43.07 Detected 2018-11-05 13:59: 20000-00-0000787
[ Insight 6 a L[] 23.99 Detected 2018-11-05 14:07: 20000-00-0002071
[ Insight 1 da [ || 34.80 Detected 2018-11-05 13:59: 20000-00-0000953
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Options Menu

The Options menu is a context-sensitive menu that varies depending upon which data you are
viewing in the Workbench. To display the menu, right click anywhere in a list or select the menuicon

(==) on the top right- hand side of the pane. The menu selection applies to the cases highlighted in
the list.

The following shows the Options menu when you are viewing summarized data:

1-38 of 38
Ol Down

Qpen in Mew Window
Export Summarized Data [N

Create Profile

304.28

AINALBR A

1,031.08

%/‘-""\N muﬂj’iﬁ‘\f\

The following shows the Options menu when viewing a list of cases:

First < 101 177 nf 177
Save
Open in New Window(s)
\E‘“ Wilson Closed - In P Print Exception Detail Report X
I Wilson Closed - In Poli Print Exception Detail Report with Log
ul Wilson Closed - In Poli Open Group in New Window
ul Wilson Clozed - In Poli .
Send Exception(s)
| Wilson Clozed - In Poli _ .
{/ Column Display Options
aul Wilson Closed - In Poli i i
Export Exception List
Smith Detected
] | Create Profile
{.l‘m Wilson Closed - In Poli
| Wilson Closed - In Policy 2017-01-27 14:10:11709-20-0000

il WW‘W
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|OD View Preferences
Customizing Columns

When a list of cases displays, you can change which columns are displayed and the order of the

columns using the Column Display Options dialog box.

To use the Column Display Options dialog box, follow the steps listed below:

1. Right click anywhere in the Case List or click the menu icon in the upper right-hand corner of

the Case List pane to display the pop-up Options menu. Then select Column Display

Options from the menu.

I_
-
-
-
-
-
-
-

Exceptions

T e e[ cotis | rotni e

Expense Line Suspi
Expense Line Suspi 100
Expense Excessive 0
Expense Line Suspi 0
Expense Line Suspi
Expense Line Suspi 0
Expense Line Suspi ]
Expense Line Suspic

= B R B o 0 LT T I P

Send Exception(s)

Open in New Window(s)
Print Exception Detail Report
Print Exception Detail Report with Log

Open Group in New Window

Column Display Dpt'“"ﬁ,.r

\".:JIE Paul Wilson

ey

2. Select Column Display Options. The Column Display Options dialog box displays:

Select Columns

Attendee Company Code
Attendee Group Code
Attendee Name Code
Card ID

Card Transaction ID
Card Type

Category

Date Modified
Description

Employee ID

Employee Name
Exclusion Unit

Fvnenae Rennrt Numher

Columns to Display
Type

Priority

Confidence

Potential Impact (USD)
Owner

Status

Date Detected

Attachments

Emails
Notes

rostore petutt J save ) cancel

Select columns to add to the display or remove from display. In addition, use the Move Up and Move Down buttons to reorder the columns
displayed.
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The Columns to Display listincludes all the columns that the Workbench displays. The
Select Columns list includes additional columns available for display.

1. Select columns in these lists and use the Add and Remove buttons to move columns between
the lists. Column names that are gray cannot be moved.

2. Selecta columnin the Columns to Display list and use the Move Up and Move Down buttons to
change the order of the columns.

3. Click Save to save your changes. Click Cancel to close the window without saving
your changes. Click Restore Default to return to the default columns.

The Workbench maintains a separate set of options for each profile.

Copyright 2018 Owersight Systems, Inc.



