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REMOVABLE STORAGE  DEVICES

(a) DoD 5500.07-R Ch 7, "Joint Ethics Regulation (JER) ," August
30 I 1993

(bl CJCSI 6211.02D, "Defense Information Systems Network (DISNJ 

Responsibilities," January 24, 2012 

{c) MCO 5239.2B 
(d) USMC ECSM 005, "Portable Electronic Devices and Wireless

Local Area Network Technologies," July 1, 2016

(el USMC ECSM 011, "Personally Identifiable Information (PII)," 
April 30, 2013 

(fl USMC ECSM 010, "Unauthorized Disclosure of Classified 
Information and Electronic Spillage," June 10, 2014 

(g) USMC ECSM 008, "Cross Domain Solutions (CDS) and Secure
Data Transfer (SOT)," February 15, 2019

(h) UCMJ
(i) DON Civilian Human Resources Manual

(j) MARADMIN 641/11
(kl DoDM 5200.01 Vol 2, Ch 3, "DoD Information Security

Program: Marking Of Information," February 24, 2012 
(1) DON CIO Memo, "Acceptable Use of DON Information

Technology," February 12, 2016

(m) USMC ECSM 001, "Computer Security Incident Handling,"
August 8, 2012

(n) MARADMIN 590/05

(o) MARADMIN 732/07
(p) MCEN MSG 004-17, "Commercial Mobile Device (CMD)

Guidance," August 3, 2017
(q) MCEN MSG 004-19, "Marine Corps Enterprise

Network (MCEN) Computer Systems Planning
Guidance for Microsoft Products"

(1) Removable Media Authorization and User Agreement
(2) Definitions
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19 FEB 2021 

1. Purpose. To issue policy governing the use of external storage devices
for all commands and personnel within Marine Corps Installations East-Marine
Corps Base Camp Lejeune (MCIEAST-MCB CAMLEJ), in accordance with references
(a) through (q). This policy ensures personnel understand the importance of
the proper usage of removable storage devices on the Marine Corps Enterprise
Network (MCEN) and stand-alone systems.

2. Cancellation. CG Policy Letter 010-19. 

3. Background. Despite the operational benefits of removable storage devices, 
these devices pose significant risks to the MCEN, ranging from the 
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