Stolen, Lost, Misused Credit, Debit, ATM Cards: Your Rights

Rev: April 2006

You’ve probably heard plenty of people cautioning you to protect your personal financial information, including credit, debit, and ATM cards.  However, despite precautions, your card, or the information on that card, can be stolen and used to run up unauthorized charges on your account. We regularly hear about businesses and government agencies failing to safeguard your information. What can you do if your card is stolen and misused, or the information on the card is stolen and misused? What are your rights and liabilities? 

 

The rules differ depending on what kind of card is involved and whether the card itself is taken or the unauthorized transaction occurs through the use of the information without the theft of the card itself.  ATM and credit cards are covered by the Electronic Funds Transfer Act (EFTA) 15 USC 1693.  Credit cards transactions are covered by the Fair Credit Billing Act 15 USC 1666.  The key to limiting your liability is to carefully monitor your account and to report theft or misuse as soon as possible. 

 
Loss/Theft of ATM & Debit Cards
If the ATM or Debit card itself is lost or stolen, and you report the card missing before it is used, you assume no liability for its misuse. If you report the theft or misuse within two business days of discovery, your liability is limited to $50.00. If you report the loss or theft more than two days after discovery but less than 60 days after the statement is mailed to you, your liability is limited to $500.00.  If you do not report the theft or loss within sixty days of the date the statement is mailed to you (even if you do not receive it), then you may be liable for all of the unauthorized charges on your account up to the time of notification.      

 

----------------------------------------------------------------------------

Time of notification                               Maximum liability for 

of theft or loss (ATM/                           unauthorized charges

Debit Card)

----------------------------------------------------------------------------

Prior to unauthorized use                                   None

 
Within two business days                                  $50.00

 

After 2 business days but 

Within 60 days after state-

ment is mailed to you                                        500.00

 

*Over 60 days after statement

is mailed                                                           All unauthorized charges, in whatever amount, up until the time of notice

-----------------------------------------------------------------------------

 

*In very limited extenuating circumstances, such as lengthy 

hospitalization, the time frame for this notice may be extended.  

As soon as you realize that your card has been lost or stolen, call the card issuer as soon as possible. Many issuers have a 24-hour number for this service. Follow up with a letter (certified, return receipt requested) to ensure that you have a record of providing notice. Make sure that you identify the account by name and number, that you identify the alleged error or unauthorized transaction(s) and the amount of the error, and that you set forth the reasons why you believe that the transaction was unauthorized or otherwise erroneous. If you have any documents tending to show that you did not make certain transactions (or the amount of the transaction is in error) enclose these documents in your correspondence.  Keep a copy of your correspondence, as well as the certified mail receipt.

The card issuer is required to investigate your allegation and mail to you the results of that investigation within ten business days. Alternatively, the card issuer may give a provisional credit to your account in the amount of the alleged error. If the issuer makes such a provisional credit, its time to complete the investigation extends to 45 days. The burden of proof is on the card issuer to show liability on the part of the consumer either because the transaction was authorized or because the consumer failed to give proper notice.  Ultimately, the consumer can sue the card issuer if s/he disagrees.

Unauthorized use of debit/ATM card number The law recognizes that if some one fraudulently uses your card number, but does not steal your card, you are unlikely to know about the unauthorized transaction until you review your next billing statement. Consumers are only liable for transfers that occur 60 after the billing statement containing the unauthorized transaction is mailed to you. 

Loss/Theft of Credit Cards. The FCBA establishes procedures for resolving billing errors on your credit card accounts, including fraudulent charges. If you are aware of such a billing error or unauthorized transaction, call the credit card company immediately. Follow up with a certified letter, return receipt requested, to the address given for “billing errors”, NOT the address for sending your payments.  Include your name, address, account number, and a description of the billing error, including the amount and date of the error. Provide copies of documents that tend to show that the charge was in error. (See sample letter) 

Your letter must reach the card issuer within 60 days after the statement containing the unauthorized transaction is mailed. The card issuer must investigate your allegation and either correct the error or provide a written explanation showing why the statement was not in error.    

Once again, the extent of your liability depends on the promptness of reporting the error or unauthorized use: 

 ----------------------------------------------------------------------------

Time of notification                               Maximum liability for 

of theft or loss (Credit                           unauthorized charges

Card)

----------------------------------------------------------------------------

Prior to unauthorized use                                   No liability

 

Within 60 days from date

Statement with the error/

Unauthorized transaction is

Mailed to you                                                   50.00

 

Over 60 days after statement                            unlimited liability up to the 

with error/unauthorized                         date you do report loss/unauthorized action mailed to you                                                          use. 

-------------------------------------------------------------------------------------------

 If an identity thief changed the address on your account and you didn’t receive the bill, your dispute letter must still reach the credit card company within 60 days of when the creditor mailed the bill.  For this reason, it’s essential to keep track of your credit card billing statements and follow up quickly if your bills do not arrive on time.

 The credit card company must acknowledge your complaint in writing within 30 days after receiving it, unless the problem has been resolved, and must resolve the dispute within two billing cycles (but not more than 90 days) after receiving your letter.

 THE BOTTOM LINE:
The key to limiting your liability for ATM, Debit, and Credit cards is to report the loss as soon as possible and to keep a record of when the creditor was contacted.
Once you report the loss, your liability is over from that point forward.
Be aware of when your statement should arrive each month and review it closely to insure no unauthorized charges have been made.  If the statement does not arrive on time, contact the creditor immediately to determine the reason.
