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Section 2: Derivativelx Classified Documents

Derivative classification is the act of incorporating, paraphrasing, restating, or generating in new form
information that is already classified, and marking the newly developed material consistent with the
markings of the source information. The source information ordinanly consists of a classified
document or documents, or a classification gnide 1ssued by an original classification authority.

When using a classified source document as the basis for derivative classification, the markings on the
source document determine the markings to be applied to the derivative docoment. When using a
classification guide as the basis for denivative classification, the instructions provided by the guide are
to be applied to the derivative document.

The following examples are of a properly marked source document and a properly marked derivative
document, followed by the steps taken to create the denvative document.

Source Document

SECRET Derivative Document

Department of Good Works SE(R_E T

Washington, D.C. 20006

Depariment of Infoomation

June 27, 2010 Washmgton, D.C. 20008

MEMOBRANDUM FOE THE DIRECTOR ; “
July 15, 2010

From: John E. Doe, Chief Division § MEMORANDUM FOR AGENCY OFFICIALS

Subject: (1) Bramples From: Joe Carver, Diractor
1. (U) Paragraph | confams unclassified mformation. ¢ 1o b A7) Fxammles
Therefore, this portion will be marked with the ubject: (1) Examp

destgnation “U” in parentheses preceding the portion 1. {5) Paragraph 1 contains mformation from Paragraph 2

. , m the sowrce document and 1= therefore marked (5).
2. (5) Paragraph 2 confams “Secvet” mformation. ¢
Loeretore, s porion v | be maked i the 2. (U) Paragzaph ? contains “Unclassified” information
designafion °5” in parentheses preceding the porfion. Therefore, thiz pertion will be marked wath the
. e . designation “1J" arenthes img the porhon.
3. (C) Paragraph 3 confains “Confidential” mformation SEnanon mP % preceding fhe pothon
Therefore, this portion will be marked with the
desiznafion “C” in parentheses preceding the porion. ~ Classified By Joe Carvar, Director

e e . Derived From: Department of Goed Works Memorandum
%E;’Jﬁmu lﬂi;a]k'h” E. Doe, Chief Division 5 dared Tune 27, 2010, Subj: (U7) Examples
' o Declassify Om: 20151231
Declassify On: 20151231 sify e

SECRET




Source Document

SECRET

% Department of Good Works
=%  Washington, D.C. 20006

Jume 27, 2010

MEMOFRANDUNM FOE THE DIRECTOR

From: John E. Doe, Chief Dinasion 3

Subject: (1) Examples

1. (U Paragraph 1 contains “Uneclazsified” imformation
Therefore, this porfion will be marked with the
desiznation “U™ in parentheses preceding the portion.
@_‘-‘ aragraph ? contains “Secret” mformation

Theretowe. this porfion will be marked wath the
Py, 5 1o parentheses preceding the porion

Classifiad By: John E. Doe, Whisf Division 5
Fezzon: 1.4a)

Step 1 - Portion marking

Paragraph 1 of the derivative
document incorporates information
from paragraph 2 of the sounrce
document. Therefore, the portion
marking is carried over to the
derivative document.

Derivative Document

partment of Informaton
ashimgton, DnC. 20008

Deaclassify Om: 20151231

SECR

UM FOR AGENCY OFFICTALS

ver, Director

L @l aragraph 1 contans information from Paragraph 2

m ¥ souwrce document and 1= therefore marked (5).

2 (U7 Paragraph 2 contains “Unclassified” imformation
Therefore, this portion will be marked with the
desipnation “UI" in parentheses precedng the porhon



Source Document

SECRET
A o o Cood Worke Step 2 - Overall
Washington, D.C. 20006 classification marking
The highest level of any portion of this
i 27,2010
e derivative document is “Secret.”™
MEMORANDUM FOE. THE DIRECTOR Therefore, conspicnously place an overall
- classification of “SECEET™ at the top

From: John E. Doe. Cluef Division 5 and bottom of the denvative document.

Subject: (U} Examples

1. (LT} Paragraph 1 contams “Unclazafied” mformahon.
Therefore, this porton wall be marked with the
designafion “U™ in parentheses preceding the portion

2. (5) Paragraph 2 contams “Secret” mformation.
Therefore, thiz porton wall be marked wnth the H H
desigmation “S” in parentheses preceding fhe portion. Derivative Document

3. (C) Paragraph 3 contains “Confidential™ informai . }
Therefore, thiz porton wall be marked wnth the SECRET
designation “C7 in parentheses preceding the porhor ___%\_

of Information

Clazzified By: John E. Dipe, Chief Division 5 ashington. D.C. 20008

Beazon: 1.4{3)
Declassify Om: 20151231

SECRET

July L& 2010

OFANDUM FOR. AGENCY OFFICIATS
From: Joe Carver, Dhrector

Subject: (1T) Examples

1 mgr.iph | contains information from Paragraph 2
1n e sowree document and 15 therefore marked (5).

2. (N Paragraph 2 contains “Unclazsified” mformaton
Therefore, thus portion will be marked wath the
ifnation “IJ" in parentheses preceding the portion.

SECRET



Source Document

SECRET

% Department of Good Works
- Washington, D.C. 20006

Tune 27, 2010
MEMORANDUM FOR THE DIRECTOR
From: John E. Doe, Chief Division 3

Subject: () Examples

1. (U} Paragraph | contams “Unelassified” mmformation,

Therefore, this porfion will be marked wath the
desiznation “U” i parentheses preceding the porion.

2. (5) Paragraph 2 contains “Secret” mformation
Therefore, this porfion will be marked wath the
designation “5” in parentheses preceding the porhon

3. (C) Paragraph 3 contains “Confidential” mform
Therefore, this porfion will be marked wath the

Classified By: John E. Dioe, Chief Division 5
Beszon: 14(3)

designation “C7 m parentheses precedms the porty _,ﬁ_

Step 3 — Classification
authority block: “Classified
By"” line

Denvative classifiers shall be identified by
name and position, or by personal
identifier, in a manner that 15 immediately
apparent on each denvatively classified
document.

Derivative Document

SECRET

Depariment of Informaton
Washington, D.C. 20008

Declassify On: 20151231

SECRET

Tuly 15,2010

©  MEMORANDUM FOR AGENCY OFFICTALS

From: Joe Carver, Director

Subject: (1) Examples

NOTE: If not otherwise evident, the
agency and office of arigin shall be
idenfified and placed immediately
following the name and posifion or
personal identifier provided in the
“Classified By"” line.

L. (5) Paragraph | contain: information from Paragraph 2
m the source document and 15 therefore marked (5.

2. (U Paragraph 2 contamns “TUnclassified” informztion.
Therefore, this portion will be marked wath the
designation “T" i parentheses preceding the portion.

Classified By: Joe Carver, Director

SECRET



Source Document

SECRET

Department of Good Works
Washington, D.C. 20006

Step 4 — Classification
authority block: “Derived

Tume 27, 2010
MEMORANDUR FOR THE DIRECTOR.
From: John E. Dee, Cluef Dinsion 5

Subject: (U} Examples

1. (1T} Paragraph 1 confyms “Unclassafied” mformation.
Therefore, this porhon

designation “TU™ 1 par

3. {C) Paragraph 3 contains “C
Therefore, this porbon will be
designation “C7 in parentheses

From” line

Concisely identify the source document or
the classification gunide on the “Dernived
From™ line, including the agency and,
where available, the office of origin, and
the date of the source or guide.

Derivative Document

SECRET

Deparment of Information
Washington, DC. 20008

Fuly 13,2010

MEMORANDUNM FOR AGENCY OFFICTALS
From: Joe Carver, Director

Subject: (1T} Examples

1. {5) Parzgraph 1 contams information from Paragraph 2
m the source document and 15 therefore marked ().

2. {17y Paragraph 2 contains “Unelassified” information.
Therefore, this porbon wall be marked with the
desigmation “UI" in parentheses precedng the portion.

lassified By: Joe Carver, Ditector
Derived From: Department of Good Worls
Memorandum dated June 17, 2010, Subj: (I7) Example:

SECRET



Step 4 - “Derived From” line, cont’d

When vsing multiple source docuoments, the “Derived From™ line shall appear as:

Derived From: Multiple Sources

The derivative classifier shall include a listing of
the source materials on, or attached to, each
dE!Iil:'Eltti."i.-'Elj? claszified document. jI'henle i.s no 1. Dept of Good Works M 3
required placement of the source list within the dated June 27, 2010, Subj: Examples
docoment, only that it be included in_ or attached . Dept of Good Works Memorandum
to, the document. dated May 30, 2009, Subj: Examples
3. BFadar S5CG dated Febmary 2, 2006

Sources:

[£=)

A document derivatively classified on the basis of a source document that is itself marked
“MMultiple Sources™ shall cite the source document on its “Derived From™ line rather than the
term “Multiple Sonrces.™ An example might appear as:

Source Document

SECRET . .
_ Dernvative Document
‘ﬁ’ Department of Good Woaks
J&=%  Waschington, D.C. 20006 SECRET
T Al .
Tune 27, 2010 A b oF .
T . "!l
MEMOFRANDUM FOR. THE DIRECTOR #=%  Washmgton D.C. 20008

From: John E. Doe, Chief Division 5 Fuly 15, 2010

Subject: (U) Ex s MEMOBANDUM FOR AGENCY OFFICIALS

1. (0} Paragraph 1 confains “Unelassified™ 1
Therefore, thiz portion will be marked wath the
designation “U™ i parentheses preceding the pokion.

From- Joe Carver, Dhrector
Subject: (LT) Examples

1. {5) Paragraph 1 contains informxation from Paragraph 2

j - - b = -
2. (5} Paragraph 2 confains “Secret” information. i the source d et and is fore ked (S).

Therefore, thiz portion will be marked wath the

designation 5" in parentheses preceding the porta 3. (U) Paragraph 2 contains “Unclassified” inf .

Therefore, thiz portion will be marked with the

designation “1J7 m parentheses preceding the porton.

Clazsified By: Joe Carver, Director

Dierived From: Deparfment of Good Works Memorandom
dated Jume 27, 2010, Subj: Examples

Declassify Om: 20200627

SECRET

Derived From:- AMultiple Sources



Source Document

SECRET

ﬁ’ Department of Good Works
J= Washington, D.C. 20006

Jame 27, 2010
MEMORAWDUM FOF. THE DIFECTOR
From: John E. Doe, Chuef Dinasion 5

Subject: (U} Examples

1. () Paragraph 1 confains “Unclassified™ mformaton.

Therefore, thas portion will be marked wath the
desiznatnon “U" i parentheses preceding the porfon.

2. (5} Paragraph 2 contains “Secret” mformation
Therefore, thas porfion will be muarked wath the
desiznaton 57 1 parentheses preceding the portion.

3. {C) Paragraph 3 contains “Confidental”™ mforma
Therefore, thas porfion will be marked wath the
desiznation “C7 1n parentheses precedmg the porho
Classified By: John E. Doe, Chief Ddvision 5
Feason: 1.4

Step 5 — Classification
authority block: “Declassify

On” line

The derivative classifier shall carmry forward
the instractions on the “Declassify On’ line
from the source document to the derivative
document, or the doration instrmection from
the classification or declassification guide.
(See the following pages for addifional
guidance when the source document
contains missing, unauthorized, or multiple
declassification instructfions. )

Derivative Document

SECRET

Department of Information
Washimgton, I C. 20008

Dreclassify 201504627

FCRET

July 15, 2010

MEMOBEANDUM FOR AGENCY OFFICIALS
Frooy: Joe Carver, Director

Subject: () Examples

1. (5) Paragraph | contains mformaton from Paragraph 2
in the source document and 15 therefore marked (5.

2. LTy Paragraph 2 contams “Unclassified” information.
Therefore, this portion wall be marked with the
desigmathon “1I7 1 parentheses preceding the porthon
Classified By: Joe Carver, Director

ived From: Depariment of Good Works Memorandam
dated June 27, 2010, Subj: (1) Examples

Declassify On: 20150627

SECRET



Declassification Instructions on Derivatively Classified Documents:

When a docoment is classified derivatively either from a source document(s) or a classification guide
that contains one of the following obsclete declassification instmictions, “"Originating Agency’s
Determunation Required.” “OADE.,™ or “Manual Feview.” “ME.” or any of the exemption markings
S, 2 NG XA XS5 X6, XT, and KB the derivative classifier shall calcnlate a date that is 25 years
from the date of the source document when determining a derivative document’s date or event to be
placed in the “Declassify On™ line.

Source Docurment

SECRET 0404'

Department of Good Works
Washington, TNC. 20006

February 2, 1994

/ NOTE: Executive Qrder 12958,
MEMOFANDUL FOR THE DIRECTOR issned in 1995, eliminated the use

af “OADR™ on documents created
on or dafter Qctober 14, 1995,

From: John E. Dvoe, Chief Division 5

Subject: (1T} Examples

1. (IT) Paragraph 1 contaims “Unclassified” mformation.
Therefore, this porton will be marked with the
desigmaton “1I" 1n parentheses preceding the porton

2. (5) Paragraph 2 contains “Secret” imformation.
Therefore, this porhion will be marked with the
designaton 5" 1n parentheses preceding the porton.
Classified By: John E_ Dioe, Cheef Dhvision 5

o

Declassify On: OADR Derivative Document

SECRET
Clazsified By: Joe Carver, Dhrector
o . Diermved From: Department of Good Weorks
Do not carry forward “OADE. Memorandum dated Tune 27, 2010,
Change “OADE™ to 25 years from Subj: (17 Examples

the date of the source document /_,.JDECM z3ify Om: 20190202

If the source document does not contain a date, then the declassification date on the derivative
docoment will be 25 years from the date of the derivative docunment’s creation.



Declassification Instructions on Derivatively Classified Documents:

When a document is classified derivatively either from a source document(s) or a classification guide
that contains one of the following obsolete declassification instmctions, “Ornginating Agency’s
Determination Required,” “OADE.™ or “Manual Review,” “MR.” or any of the exemption markings
X1, X2 35, X4, XS5, X6, X7, and X8 the derivative classifier shall calculate a date that is 25 years
from the date of the source document when determining a denvative docoment’s date or event to be
placed in the “*Declassifiy On™ line.

Source Document

SECRET

ﬁ Department of Good Weorks
- Washington, D.C. 200046

August 20, 2002

MEMOFANDUNM FOE. THE DIRECTOER.

From: John E. Doe, Chief Divizion 5 MNOTE: Execufive Order 12958,
_ as amended, issued in 2003,
Subject: (U) Examples eliminated the use of X1, X2, X3,

c s e e -
1. (U) Paragraph 1 contains “Unclassified” information. X4 X5, X6, X7, and X8 on
Therefore, this portion will be marked with the documents created on or after
designation “U™ in parentheses preceding the porfion September 22, 2003.

2. (5) Paragraph 2 contains “Secret” informaton.
Therafore, this portion will be marked wath the
designation “57 in parentheses preceding the porfion.

3. (C) Paragraph 3 contams “Confidental”™ informaton.
Therefore, this portion will be marked wath the
demignanon “C7 in parentheszes preceding the porhon Derivative Document

Classified By: Joe Carver, Direcior
Do not carmy forward “X3.™ Derived Fromr Deparment of Good Works hamorandnm dated
. . Jume 27, 2010, Subj: () Exsmmples
Change “X37 to 25 years from the Declassify On: 20270820

date of the source document /z SECRET

If the source document does not contain a date, then the declassification date on the derivative
document will be 25 years from the date of the denivative docoment’s creation.

10



Declassification Instructions on Derivatively Classified Documents:

When a docoment is classified derivatively either from a source document(s) or a classification guide
that contains cne of the following obsclete declassification instructions, “"Originating Agency’s
Determination Fegquired,” “OADE.” or “Manmal Review,”™ “ME.” or any of the exemption markings
X1, X2 K3 X4 X5 X6, X7, and X8, the derivative classifier shall calculate a date that is 25 years
from the date of the sonrce document when determining a derivative docunment’s date or event to be

placed in the “Declassify On™ line.

SECRET NOTE: “MR” (Manual Review) was

g Depart f of Good Works neither intended nor autherized as a
: Washingten, D.C. 20006 marking for the “Declassify on™ line

on documents classified under any

/H’I:Ebf“ﬂ'.'l’ 135, 2004 executive order. If “MR™ appears in

Source Document

the “Declassify on™ line of a source
document, mark the derivative

MEMOEANDUNM FOR THE DIEECTOR

From: Joln E. Dioe, Chief Division 5 dacument with a declassificafion date
no move than 25 years from the dafe
Subject: (L) Examples ef the source document.

1. (N Paragraph 1 contains “Tnelassified” infoomation.
Therefore, thus porhon wall be marked with the
designation “TT” 1n parentheses preceding the porhion

2. (5) Paragraph 2 contains “Secret” mformaton.
Therefore, this porion will be marked with the
desipnation “5” m parentheses preceding the porton.

3. (C) Paragraph 3 contams “Confidential™ mfoamaheon
Therefore, thiz porfion wall be marked with the

designation “C” in parenthese: preceding the portion Derivative Document

Clazsifed By: Jobn E. Doe, Chief Division 5

Feason: 1.4{a)

Declassify Om: 2

SECRET
Classified By: Joan South Program Analyst
Do not carry forward “MEB_™ Denved From: Deparmment of Good Works Memorsndum
e . dated Jome 27, 2010, Sabj: (17) Examples

Change “MR" to 25 years from the Declassify On: 20290215
date of the source document / SECRET

If the source document does not contain a date, then the declassification date on the dertvative
document will be 25 years from the date of the denvative document’s creation.



Declassification Instructions on Derivatively Classified Documents:

When a docoment is classified derivatively either from a source document(s) or a classification guide
that contains one of the following obsolete declassification instructions, “Originating Agency’s
Determination Fequired,” “O0OADE. ™ or “Manual Beview,” “ME,” or any of the exemption markings
L, X223, X4 K5 X6, X7, and X387 the derivative classifier shall calculate a date that is 25 years
from the date of the source document when determining a derivative document’s date or event to be
placed in the *Declassify On™ line.

Source Document

SECRET

g Department of Good Werks
= Washington, D.C. 20006

August 20, 2002

MEMORANDUM FOF THE DIRECTOE

From: John E. Doe, Chief Dinasion 5 NOTE: Execufive Order 12958,
_ as amended, issned in 2003,
Subject: (U) Examples eliminated the use of X1, X2, X3,

ey e e e -
1. (U} Paragraph 1 contains “Unclassified” information. X4, X5, X6, X7, and X8 on
Therefore, this portion will be marked with the documents created en or after
designation “U™ in parentheses preceding the porfion September 22, 2003,

2. (5) Paragraph ? contains “Secret’” informmation.
Therefore, this porficn will be marked wnth the
demignation “5" in parentheses preceding the porfion.

3. (C) Paragraph 3 contains “Confidenhal™ mnformation.

Therefore, this portion will be marked wath the

designation “C™ 1n parentheses preceding the portion Derivative Document
Classified By: John E. Doe, Chief Dhvision 5

Clzszified By: Joe Carver, Director
Do not carry forward X3 ™ Derived Fromr: Deparmment of GGrod Works Memorandurmn dated
Fane 27, 2010, Sobj: (7)) Exsrmples

Change “X3” to 25 years from the Declassify On: 20270820
date of the source document
SECRET

If the source document does mot contain a date, then the declassification date on the derivative
docoment will be 25 years from the date of the derivative document’s creation.

12



Section 4: [Examples

Slide Presentations

SECRET

(U) Examples of
PowerPoint Slide
AMarkings

May 27, 2010

Classified By: ID 285067
Derived From: SCG Title, Date
Declassify On: 20150527

SECRET

Slide 2:
*Portion markings
*Owverall markings

SECRET

(U} This slide (U) Declassification
demonstrates how
to properly mark a W 1st Ctr
slide that contains a

chart, graph, picture,
elc. m 3rd Qtr

M 2nd itr

W Jth Or

SECRET

(L") Example of 5lide Markings

* (8) This bullet contains “Secret” information.
Therefore, this portion will be marked with the
designation “57 in parentheses preceding the portion.
* (I This bullet contains “Uneclassified” information
Therefore this portion will be marked with the

designation “UU" in parentheses preceding the portion.

Title slide:

*Portion markings

*Overall markings

*Classification authority
block {may be placed en

either first or last slide of
presentation)

SECRET

SECRET

Slide 3:
*Portion markings
*Overall markings

In this example, the portion
marking applied to the graphicis
spelled out (SECRET) instead of
being abbreviated. Thisis a
recommended way to apply
markings that provide distinction
between the classified status of a
graphic, the title of a graphic, and
the overall classification of a slide.

13



+SECRET

+(U) Introduction to Marking
Slide Presentations

August 1.7, 2010

. Darred Froox Miultiple Soumes

5. Docluaify On: 20150E17

. Matiple Sorcas: Basic SCG, Jamnary 3, 2009

[Amency] Mamo, March 10, 2010, Subj: (1) Markizs

*SECRET

SECRET -

[= gL 5 R =T C R R T

+(U) Marking Requirements

1) Topic numiber 1
1) Topic number 2
1{ll}) Topic number 3
1) Topic number 4
1{U) Topic number 5

Portion marking

Owverall classification of document
“Classified by:™ line

“Derived from:" line

“Declassify on:™ line

List of multiple sources

May be annotated on
either first or last slide

1. Portion marking
2. Overall classification of page

Note: the overall classification on
internal siide may be the

classification of the document. or
the classification of the individual

slide.
—

SECRET =

UMNCLASSIFIED -

L () Marking Requirements

Topic numkber 1.
Topic number 2.

Topic number 4.

+(U)
L (U)
L [U) Topic number 3
+[U)
L [U) Topic number 5.

UMNCLASSIFIED :

14



Transmittal Document

A transmittal docoment can consist of anything that accompanies a classified package such as a
memorandum or a staff summary sheet.

An unclassified transmittal document shall indicate on its face:
* The highest classification level of any classified information attached or enclosed;
= Instructions such as “Unclassified when classified enclosure removed” or “Upon removal of
attachmentis, this decument is [classification level]."”

A classified transmittal document shall contain the same markings as required on all classified
docoments (i.e., overall classification, portion markings, classification authonity block).

Unclassified Transmittal Document

SECRET Classified Transmittal Document
ﬁ ? Department of Good Warks
= Washington, INC. 20006 SECR ET

Jume 27, 2010

N Department of Good Works
= Washington D.C. 20006

MEMORANDUM FOR THE DIRECTOE.

From: John E. Doe, Chief Dision 5

Subject: Transmattal Diocument

Thas cover letter will accompany a classified package
and will be appropriately marked a5 a transmotial

Tume 27, 2010
MEMOFANDUM FOE THE DIFECTOR
From: John E. Doe, Chuef Dimision 5

Subject: (U} Transmuttal Dhocument

document (%) Thus cover letter will accompany a clazsified package
and will be appropriately marked as a fransmuttal
This page UNCLASSIFIED when Classified By: ID #73596
classified enclosure removed Derved From: Meme dated May 27, 2010

NOTE: Some agencies
may require portion
markings on
unclassified transmittal
documents. Contact
your security manager
for agency-specific
guidance.

Deeclassify Om: 20200507

SECRET

]

(C) Thas cover letter wall accompany a classified package
and will be appropriately marked as a transootial

Classified Transmittc
Classified By: ID #78596 Document that
Dermved From: Memo dated hay 27, 2010

Contains
Declassify Om: 20200507 .
assify Downgrading
Downgrade to CONFIDEMNTIAL when Instructions
separated from SECRET enclosures.
SECRET

15



Marking of Electronic Storage Media and Equipment

Marked with the highest classification
level of information stored on the
device

Marked with the highest classification level
of information authorized to be processed
on the device

16



The following markings are not authorized in the “Declassify On”
line: “Originating Agency’s Determination Required” or “OADR”

for documents created after October 14, 1995 X1" “X2." “X3," “X4”
X5, “X6," “X7," or “X8" for documents created after September 22,
2003;

“Manual Review” or “MR!"

“DNI Only” or “DCI Only:" and

"Subject to treaty or international agreement.”

The “25X1-human” marking may be used only when a derivative

classifier is carrying it forward from a source document.

17



MARKING SIPRNET EMAILS

Caution: If you print off an e-mail from the SIPRNET, you
must control that print out as a “Secret” document.

* The marking requirements (i.e., overall, portion and associated
markings) still apply when creating an e-mail on the SIPRNET,
to include attachments,

» E-mails created on the SIPRNET must be marked as a final
document and not as a working document.

» If you receive an e-mail over the SIPRNET that is not properly
marked you must contact the sender to confirm classification
and add markings.

18



E-Mail

\

e i JO&

fil send ¢ cancel Fpaddresz @ @ W o U . HE b v £ [Fspelchex & ¥ "

Mal ISsrd Optiors |

friom:  +||John Smith |
To | s |
Subject: |(U] Example of a Classified e-mail

SECRET

4714

(U) This is an example of how to properly mark a classified e-mail.

(S) An e-mail transmitted on or prepared for the transmission on classified systems or networks shall have the overall classification of the
header and body of the message to include the subject line, the text, attachments, included messages, signature block (if it is classified),
and any other information conveyed in the body of the e-mail

- (S) Classified e-mail shall be portion marked to reflect the highest level of information contained in that portion.

| (U) Subject lines shall be portioned marked to reflect the sensttivity of the information in the subject line itself and shall not reflect any
classification markings for the e-mail content or attachments. Subject lines and titles shall be portion marked before the subject or title.

_(U) The classification authority block shall be placed after the signatuyre block, but before the overall classification.

SIGNATURE BLOCK

Classified By:  John Smith, Program Analyst C I ass | fi Cati on
Derived From: Memo dated June 21, 2010, Subj. Classification Markings .
Declassify On: 20150621 authority block

SECRET—<
(W

(S) Schedule
of Events.doc

= Portion markings

Classification marking of title of attachment

Note: This is the classification of the title of the aftachment,
and not the classification of the file itself. Most titles should
be unclassified, but this example shows an attachment with
a classified title.

Overall classification



MARKING POWERPOINT PRESENTATIONS

 Mark Slides with overall classification level and
associated markings (i.e., portion marking, “derived
from”, “declassify on” line, etc.)

e Border, holder or frame shall be marked with the
highest overall classification.

e Group of classified briefing slides used together
and maintained together as a set, mark only the
first slide of the set with highest overall
classification

20



MARKING SLIDES OR TRANSPARENCIES

Mark slides or transparencies, including those

generated on IT systems with their highest overall
classification level and associated markings on the
image area, border, holder or frame.

Groups of slides or transparencies used and stored as a
set shall be marked with their highest overall
classification level and associated markings, “Classified

a{l

by,” “Reason,” “Derived from,” and “Declassify on,”
which shall be marked on the image area of the cover

slide or transparency only.
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SECRET

ASSISTANT FOR INFORMATION & PERSONNEL SECURITY
(NOSN2)
OFFICE OF THE CHIEF OF NAVAL OPERATIONS

MARKING Sy,
N 08,

Derived from: NAVAIR ltr 5510 Ser
7865432 of 28 Mar 02
Declassify on: 20 May 2008

NOT RELEASABLE TO FOREIGN NATIONALS

SECRET
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WORKING PAPERS

SECRET AND CONFIDENTIAL WORKING PAPERS

1. Secret and Confidential working papers such as classified
notes from a training course or conference, research notes,
rough drafts, and similar 1tems that contain Secret or
Confidential information shall be:

a. Dated when created;

b. Conspicuously marked centered top and bottom of each
page with the highest overall classification level of any
information they contain along with the words "Working Paper'™ on
the top left of the fFirst page in letters larger than the text;

c. Protected per the assigned classification level; and
d. Destroyed, by authorized means, when no longer needed.

2. Commanding officers shall establish procedures to control
and mark all Secret and Confidential working papers iIn the
manner prescribed for a finished document when retained more
than 180 days from the date of creation or officially released
outside the organization by the originator. A document
transmitted over a classified IT system i1s considered a finished
document.

3. If individually controlling binders for each person that has
files printed from the SIPRNET, see your section Secondary
Control Point Custodian to have a control number assigned to the
binders and keep track of your documents that are being fTiled
and destroy i1f not needed before it reaches the 180 days period.
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