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DESIGNATION OF MARINE CORPS INSTALLATIONS EAST 
COM1~AND INFORMATION OFFICER (CIO) , ROLES AND 
RESPONSIBILITIES 

(a) MCO 5400.52, Department of the 
Information Officer Marine 
Responsibilities 

Deputy Chief 
Roles and 

40 U.S.C. 113-117 
c) DOD Directive 8000.01, 

of Defense Information 
SECNAVINST 5000.36A 

(e) DON memo of 20 Oct 05, 
Knowledge Management St 

(f) MROCDM 45-2002 (NOTAL) 
(g) SECNAVINST 5000.2D 

of the 
ten)rise t tr 10 r 2009 

of the 

DOD Instruction 81 5.02, "Information 
Portfolio ion," October 30, 
2006 

(i) SECNAVINST 5430.7P 
(j) SECNAVINST 521 . 

DOD Instruotion 5000.02; of the Defense 
sit iN December 8 2008 

(1) E~Government Act of 2002, Title III; hlnformation 
;tt Deoember 2002 

DOD Instruotion 8510"01 j "DOD Informat Assurance 
Cert f oat and Acoreditation Process 
Noverr~er 27, 2007 

(n) Data and DON Data 

Guide (NOTAL) 
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DOD Directive i Portfol 
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MCO 3900.15B 
(r) DOD I¥lemorandum; \'DOD Net~Centric Data 

9, 2003 
(8) National 

Information Certification and 
Process Guide (NOTAL) 

t) SECNAVINST 5239"3A 
(u) DOD Instruction 0-8530"2, W to 

Network Defense (CND) , n l'larch 9, 2001 (NOTAL) 
of Defense Net- c Services 

May 4, 2007 
(w) DOD Directive 5220"22, "National Industrial 

Program," Decemher 1, 2006 

(y) 

CJCSI 6211"02C, "Defense Information System 
(DlSN): Policy and Responsibilities," 

DOD Intelligence Information Systems 
Certification and Accreditation Guide, 
(NOTAL) 

(z) IA Pub 5239-22, "LA Protected Distribut 
PDS) Publication," October 2003 (NOTAL) 

(aa) DOD Directive 8190.3 1 'nSmart Card 
Novemher 21, 2003 

Network 
9, 2008 

(ab) HSPD 12f llPolicies for a Common Identification 
Standard for Federal 

27, 2004 
(ac) MCO P5512.11C 

and Contractors,H 

(ad) PIPS 201, HPersonal Ident Verification of 
Federal and Contractors f fViarch 2006 

(ae} DOD Memorandum of 5 Dec 06, of 
ions for of Defense Biometrics· 

(NOTAL) 
af) DOD Memorandum 6 06, 

) Guidance on Protect 
Information PI 

tag) SECNAV M~521001 
"Joint 1 ies 

1 f 200 

of Defense 
Ident fiable 

ion and 

ail DOD Instruct o { "Policy and Procedures for 
and Use 

Mea 5271,lA 
o 5 

(l) Terms 
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1. 8i ======:::: 
a. To with reference (a); Marine Installations 

East real Assistant of Staff S) G-6 
to functional within the 
Information Resources Information 

(IT) communities. the S G~6 s 
as the Command Informat Officer (CIO) , MCIEAST 

the absence of the AC/S G~6 (CIO) or as se directed, 
Deputy S G~6 will execute duties of the CIO. 

In 
the 

b. In accordance with (a) through (ak), the CIO 
will oversee the effective use of IT and employment of 
information management resources aCross the eastern 
successfully meet the goals and objectives required for 
of required capabilities. (c) further defines 
any or interconnected system or 

ip'm'~nt, that is used in the automatic 
ion r management! movement; 

ion, or ion of data 
The term IT includes computers, ancillary equipment, 
firmware; and similar services ( 

) f and reSOurces. 

processes 
and IT 

mission essent 
and 

team , ~, 
W1L-il r 

identified and 
of the 

d. The 
of Defense 
statutes, 

technical! 

controls. The CIa will serve 
leaders to ensure core 

Assurance workforce 

and 

as; or 

ion and s are 
and consistent with Iviarine f and 

direction. 

1 ensure 
DON, and USMC 

CL'l"!J.Liance with 
IT direct ves f 

the CIO will 

the effective and 
e icient des f and lon of command level IRr4 processes. 

(1M) 18 

, and of 
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information its life 1M allows the Marine 
to t share: and learn from information and is 

focused on the information at the ime in 
an understandable and useable format to enable decision 

( is defined in reference (e) as the 
and processes of 

facilitate the of ionally relevant information 
and se to increase Oy'o;:mizationai cr' ' LOlS 

ional function; advocated by Marine Combat 
Command (MCCDC) enables zational 

mission 
to 

f. The Federal government, DoD, DON, and the Marine Corps 
are organized to provide CIO polioy and guidance, The Director, 
C4/DDCIO (MC) is responsible for oversee and guiding the 
development and operation of the Marine Corps cyber environment 
which will effective execution of 1M and KW" 

Network 
Service 

, the CIO has been zed into the fol 

Center 

branches to focus on SfJt:,cl.Lic task areas: 

information assurance. 
branches: 

(EKMS), Network 
\ 
I , Information 

(eSC) f 

i Electronic 
(NOS) 

Network ions 

Assurance 
Intranet 
Command 

is 

Customer 

r,,1arine 
Detachment. The division serves as the central for all 

and ional IT issues and services. It manages 
the server 
esc 'itJhich 

farm(s), the Network Control Centers ) and the 
Tier 1 - 3 with the MCNOSC Det 

services. 

~~~~~~~~~~~~~~~~%~¥C~~ The Communications into three 
branches: Infrastructure. and Wireless 
Infrastructure" 

to the installations! 
instal 
infrastructure. 

maintenance of telecommunications 
fe, 
~L areas Base 

Land l'ilcbile 
(ELJYIR) f Radio § ~"laintenance 

and Wireless 

4 
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(3) Command Information Officeo 
Office is 

The Command Information 

Architecture and 
Inm:r-ovf,me:c:t, Pol and 

f IT 
:it 

/Process 
~F:r1~Ylse Architecture, and 

IT/ This division serves as the IRr1J: Center of Excellence 
for MCIEAST 
Services 

area managers with 
cPCf1"rltion; 

sition, end~user 
support, an se 

U1 

architecture a reliable framework of business 
and applications that al with MCIEAST, and Marine 

The Command Information Office implements 
and guidance on issues regarding IRM, to include the 

alignment of IT investments to business , and 
established by the Commanding General, MCIEASTo The 

Command Information Office supports the effective use of 
information resources, and the al of business processes 

of se architecture, and IT 
in accordance with Marine and 

(4 ) 

hGEOFidelis lf is the r-4arine of Record for 
Installation ial Information and Services (IGI&S) 
Director! GEOFIEAST, serves as the MCIEAST ial 
Information Officer {GIO) and 1 son to the 

funet 
Informat 

Office. In accordance with reference 
H1CCl?Orclt::"of standardized! and central 

information, and and 
of authoritative ial data 

Cr'Y:0R f DoD r and other Federal 
GEOFIEAST and installation 
area managers with an 

that 

The 

is 
(ak) 

decision GEOFIKl\oST information 
and aual aation of a common 

an architecture 
iable framework of business 

services! authoritative 
that a1 with MCIEAST and 

Office of 
GEOFidelis GEOFIEAST 
overs and on issues 
information and the aligmnsnt of 
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ties 
to sustain 

interactive 

G11r,3rion M"na",etnent, Data and 
and Service Level as related to the Marine 

2 . f1ission. The CIa will in 
of rvlClEAST to enable effective and efficient applicaticn, 

modernization, functional integration, acquisition, management 
and protection of all IT resources, to provide the most cost­
effective IT services, while meeting all applicable mandates, 
orders, and directives. 

3, Execution 

a. 

The CIa will 
to ensure fv1arine IT 

and governance effective and 

and 

uj:'p()rts MCIEAST and our warf 
infrastructure, 
efficiently 
commands f 

challenge, the 
with the USMC business meet thi 

eIe 1 es and 
into 

Network (",r·ph'\ 

to ccnduct 
environments. The CIO 

ined Marine se 
commanders and staffs the abili 
shared, secure, and reliable 

11 meet mandated governance while 
ive with the a 

MCRN!MCNOE:C, DON CIa 
cemmanderso 1o;1eet 

ether Services! 
this vision will 

and 
ensure IT 

ienal 
standardization r 

m.'H.LU'cj, and mcst securi eoonomies 
t a substant informational over 

references 

ivlCIEAST, To 

thin the CIa 
to better a1 

the 
ions both 

In execut 
accordance \ili th 

rements 
and external to 

ities; the di 
been Zed baSed on ional areas 

resources to meet the of 
DON and 
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b. 

(1 ) CIa shall: 

(a) Serve as CIO for MCIEAST; 

(b) Provide the 
for IT assets. 

1. Serve as 
focal for IM/IT matters with U.S. Marine Corps Forces 
Command (V~RFORCOM), subordinate installations of MCIEAST, 
MEF, other Federal agencies, DoD, Joint Staff, Allies, DON, 
Marine Corps command elements, other military departments, 
academia, and industry. 

a. Serve as MCIEAST senior 
IT programs and committees~ critical 

for 

tasks and skills and for MCIEAST personnel 
to achieve missions and 

b. As serve as a merr~er oft and 
or to, the Marine 
OtJera.tional Advisory 

IT St 
Installations 

(ITSG) r 

(ITWG) and other s in accordance with 
references a) and (i), Evaluate and ITSG 
recommendat ons and declslons to include; but not limited to: 

(1 Coordinat and 
ion of USMC IT iciest processes; and 

standards. 

(2 Identi investment 
ties for lvlCIEAST that would result in shared benefi ts or 

cost avoidance! 

3 Conduct the 
and process in accordance with establi 
and 
for 

Conduct value and risk assessments 

consider '1Jhether 
eet 

Decision 

tiatives and 
eotive fvremorandum (POtJI) 

c Use a fol 
continuer or terminate 

and recommendations 
ties: Advocates; other 

results 
Process, 

Milestone 
zations. 

or 

use 



2. 

a. Provide 
IT systems and networks. 

b Provide 
disaster and cont 

zation 

and 

icy and 
ions 
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on MCIEAST 

for 
(COOP) 

rements for 
systems. 

of 
IT son and tactical 

~. Support HQMC, DON IT governance 
initiatives and the development of IT governance prooesses in 
accordance with reference (a). 

d. Advise the 
(MC)), via MARFORCOM G~6, on MCIEAST 
the development of IT icy, 

DON Deputy CIO (MC) (DDCIO 
IT matters in support of 

direction, guidance, and 
standards, in aocordance with references (a) and (i) 

e. Provide and overs to 
ensure I of MCIEAST IT systems with DoD, DON, 
,Joint, Federal, All I and Coalition 

f. As directed, DDCIO 
the deve of the Plan, 

g. Ensure MCIEAST IT 
are: stered in 

reposi and that such information is current 
in accordance with referenoes (a) and 

Ensure full and accurate 
is executed, in accordance with references (a) and (c) 

3. 

Promote the ication of proven 
advanced 
across 1'>1CIEAST. 

for IT 
b. 

Ii 

and 

establ shed standards 
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c. ~nsure that essential information 
services in of MClEAST COOP are available to alternate 
sites of MCIEAST commands and installations, 

d. MCIEAST in the and 
ion of a DON 

which institutes Marine 
IT measurement program, 

IT accountabil , and YF,n,-;Yrs and 
monitors :tv1arine IT s. 

4, Capital Planning 

a, Serve as MCIEAST IT Portfolio 
Management Lead, overseeing all lJICIEAST Funotional Area IT 
Portfolios as they relate to the MCIEAST enterprise arohitecture 
constructe regarding mission areas, domains, and sub-portfolios. 

b. Ensure oompliance with DDCIO (14C) 
that allows the ementation and maintenance of 

e, oost effeotive and seoure IT 
applicat {Marine missions and 8. 

o. Oversee the UI'"-',)yltization of IT 
investments f and eets within MCIEAST to ze overall 
return on investment, and to set vision 8 and 

ectives for a1 Marine IT programs. 

d. are al.L~lw~u 

the thirteen Marine des areas, 
the six of the functional areas to 

pnnl'lze; understand, and manage Marine a means to 
programs of record (i,e.[ and software 

icatioTIs in accordance with reference (d). 

e, Provide recommendations for 
ization of IT investments to the 

resource sponsor accordance th 

5 

a. Provide 
overs of MCIEAST EA e~~~~+ 

(a) J (c) (j) 

1<!CIEAST EA to maximi 
Plan; cleve 
business 

fvlarine 
(e} . 

fort and 
with references 

f maintain, and use 
our 

the amount unnecessary result 
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and efforts related to 

references (a) f (o) 

ications, and IT which enable the 
establishment, in accordance with 

(j), and ) , 

c, Ensure MCIEAST EA efforts contribute 
to a s naval of the Global Information 
Grid (GIG) , comply with DoD and DON icies and 
are aligned with Federal, DoD and DON reference models, in 
accordance with references (a) f (c) f (j) f and (u). 

d, Adhere to HQMC established 
standards and policies consistent with the Defense Information 
Infrastructure Common Operating Environment, DON information 
standards and guidelines, the GIG, Joint 
DoD IT Standards Registry (DISR), and other DoD and Joint 
mandates. 

e. Determine and maintain final 
tion of MCIEAST EA ies and EA 

lC'pn1eJnt, maintenance, and use efforts, 

Ensure architecture 
cons ions are addressed in Automated Information 

)/IT rements documentation and iance with 
and DON Net Centric Data 

uc~ of MCIEAST EA in IT 
and investment processo 

h. efforts in the 
coordination of MCCDC ional views and Marine 
Command system and views. 

overs 

( j ) f 
f t- ' 
\ C-- ; 

standards (e 

L 
ine 
efforts 

(u), and 

t data and 
accordance with references (0)1 (el r 

Govern use of established data 
f authoritat data sources) . 

1 
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k, Govern the use of established 
ullHiciLion (e.g, web services, universal 

core and common core, message s) " 

enhanc and , 
-L , Develop a 

z the EAr and ect new 

Establish accountabil 
and accessibil 

for data 
data 

n. Serve as MCIEAST approval 
over data and information 
programming, budgeting, sition and governance. 

6 . 
Serve as the Certified Approval 

(CAR in accordance with (0), (x), and 

a. Review Marine 
to assess and manage risk 

IT program IA 

Execute Narine IA 
responsibilities as ass in the Federal Information 

Act (FI and in DoD Directives in 
accordance with references (0) and (z) 

submit to 
for DON FISMA 

d. and the Narine 
IF" rvlaster Plan program in accordance with references (aa) t (ab) f 

and (ac) 

e. Ensure MCIEAST LA program and 
are ful coordinated th 

v]i th !vIarine 

rements f 

em securi activities 
references \c 

!vIarine 

Identi information 
solutions! and manage information 

thin the 
ad) 0 

11 

in accordance with 



c ident 

) t and (ak) 
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to facilitate 
initiatives the Marine 

with references (ae) f (af) (ag) f (ah) f 

io Ensure MCIEAST subordinate commands 
establish IA managers (lAMs) within the 8-6 j that will 

ing relat with the MCEN Des 
, via the MCIEAST CAE in acccrdance with 

reference (a). 

i. Ensure 
protection in accordance with references 

lity for 
(1) and (ag) 

k. Implement tactics, and 
(TTPs) developed by MCNOSC for IA personnel as 

for network 

L to 
emergency response (CER) f IA j and eND activities into 

ions (NETOPS), network t and ion 

7. 

a. Serve as validation and 
authcri s in accordance for MCIEAST IT 

(c) { (g), (0) 1 and f 

b. Provide 
assistance on IT ssues to 
staff and instal ion 
with reference {a) and s Order. 

c. validate 
programs the 
with reference (a). 

d. Part 
for 

and 

12 

te in 

cal and other 
General MCIEAST, his 

in accordance 

AlS/IT 
accordance 

of 
IT programs; accordanoe 



a. Serve as the 
rum assigrmnent and uSe within MCIEAST, in 

references (a) and (ai). 
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for 
vJith 

b, Define and evaluate the relatlLlHeilLLjiJ 
federal agency miss and 

C, Assess the potent 
availability and management aris 

domestic and international demand, 

on 

d, 
available for 

Identi and evaluate tools and 
ive spectrum management, 

sources of best 
nl'rlrr ices in 

Identi and resolve 
architecture issues and ies< 

9" and 
for MCIEAST 

9 

and oversee develClpmEmt and 
CClffiipliance of USMC 

ions; and 
references (a) and 

IT ~lrectlon 

across the In 
statutes, 
with 

des and OYLPr;; r ion of 
processes In or the 

teohnology informat 
at the 

ferences (a and (f) 

2 Promote the effeotive and e fie 
or Informat Resource 

Promote effect use of 
and emerge and f 

tlme to create value; in accordance 

13 
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(2) Identi evaluate, and 
es that increase efficiencies in business processeSe 

3 Promote the use of 
contributes to the intellectual tal of MCIEAST. 

. , . 
ml..Ll and 

rements. 
lian IT 

l'larine 
career 

that 

5 Provide support to the DDCIO (MC) 
in his role as the IT Workforce Leader. Ensure the core IT 
workforce training, certification, educat and management 
requirements are consistent with HQMC direction, in accordance 
with reference (a). 

(6) Develop and implement a C4 human 
for the 

10. Serve as the MCIEAST 
senior functional lead for IT continual process 
initiatives within the Marine 

a. Promote iufus 
and governance processes. 

iance with 
programs, 

b. Ensure 

iatives, 

Marine 

and oversee 
e-Governmentf 

IT into 

Provide overs of -Government to 

Ident evaluate, and e 
and ional 

investment revievi f and 
ifical s e-Government is 

of state investments and Review Board 
evaluat new investments or investments under as 
well as other means. 



a. Administrative and stic 
ly established do not 

commands and 
for their ion in 
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rements 
as a result of this Order. 

zations will fund travel 
act ies. 

a. Command. This Order is applicable to MCIEAST. 

b Signal. This Order is effective the date S~yueu 

DISTRIBUTION; A 

D. P. THOMAS 
Chief of Staff 

15 
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TERMS 

Chief Technical Advisor ( 
Under the direction of the DirC4/DDCIO ), the CTA 
essent to the DirC4/DDCIO(MC) for the cont~L'U"LU'd 

assessment of IT sition and ions to determine 
their success in Marine IT 
also serves as the technical 

to the identification of IT 

ectives. The eTA 
for all matters 

rements and leads 
the continuing assessment and identification of 

C4 and information for and 
appl ion in the warfighting and business domains" CTA 
provides executive level oversight and guidance in the 
development, focus, direction, implementation and use of the 
Marine Corps Enterprise Architecture and Data Architecture, 

Clinger-Cohen Act (CCA) 
The Information Technology Management Reform Act legislation 
that was des to the way the Federal Government 

and manages 

Command, Control, Communications and Computers (C4) 
In ion of doctrine; zational 

and communi cat 
structures, 

personnel, des to 
a commanderfs exercise of command and control across the 

range of mil 

Continui of Operations Plans (COOP) 
that details the essent funct 

will be handled emergency or 
of an agency 

ion that may 
di normal 
lSla(cccssibl c ' 

office facilities 

of Defense Information Officer 
to meet the Net~Centric vision 

ult ly del the critical enabl 

respons 
risk. 

DefenSe t an 
and external sources~ 

the authori to formal 
a at an 

assume 
e level 

Enc 

or 

(1 ) 
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Director of 
DIRINT Marine 
coordination 

manages SCI domains in close 
to ensure that the 

se~level 

the DirC4/DDCIO 
of SCI domains is 

of the General Service domains. This relat 
reCC)gJ'1lZeS that (MC) and 

e to that 
between the 
measures are 

of 11lc;lel~ce or 
counterintell information, or other need to know 
information. Accordingly, implementation of these measures must 
be tailored to comply with and coordinated Direotor of 
National Intelligence directives and Intelligence Communi 

Director of National Intelligence 
Serves as the Head of the Intelligence Community (IC). Acts as 
the principal advisor to the President, the National Security 
Council, and the Homeland Security council for intelligence 
matters related to natLuIla,~ securi 

(EA) 

The current structure and behavior of an 
zation's processes, 
zational sub-units; 

information personnel, and 

goals and strat 

Force 

211 
J.LecTion. 

with the zation's core 

(EFDS) 
zed used to trans needs into fielded f 

lities for the combatant fS 

forces and establishments to identi 
gaps. 

( 

An initiative of Ot,,1B that airas to with the CCA and 
d,;yuusi ion in the federal a common for IT 

Federal Information Act 
A c()mpr'e11ensl ve fr-ame'010rk to lon, 

, and assets natural or human 

Functional Area 
A distinct group of e"ceiiiS eh! 

with 1 other such forms the next lower-
1 breakdctj,rn of SystSIH f function> 

2 Enclosure (l) 
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Functional Area (FAM) 

The individual or des agency responsible fer the 
and 

fie funct 
of all and within 

Information Assuranoe 
Information 
information 

and defend information and 

authentication, 
their availabil 

confidentiality, and non- ion. 

Information Management (1M) 
The entire process of 
distributing data within an 

evaluating, 
organization, 

protect and 

Information Resources Management (IRM) 
of managing information as 

resource, IRM includes identif 
and value of informat 

classification valuation f process 
information_ 

a shared organizational 
of information sources, 

and 

Information 
cr interconnected 

that is used in the automatic 
or 

ctC;YlLLS it ion f 

the 

mi'maSlemE'nt t movement! control, 
transmission; 

executive agenoyo 
or 

For purposes of the 

ways of 
of that 

of 

or information 

sentence; is used an executive agency the 
is used direct or is used a contractor under a 

contract with the executive agency which: 1) the use of 
or 2) the use, to a 

of a 
extent, 

in the the 
furni The term "information also 

ancillary software! firm\vare and 
similar services 
related resources" The term information 

any thctt contractor 
idental to a Federal contract. 

Information 
level IT 

In the best interest of the USMC. 

3 Enclosure (1) 
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select z 
information in a 

is the of ana processes, 
to facilitate of relevant 

information and This function enables zational 
1 to mission IM allows 

share, and learn from information; and 
is focused on the information at the right time 
in an understandable and useable format to enable dec ion 

Marine Corps Combat Development Command (MCCDe) 
ful Marine Corps warfight capabilities; 
doctrine, organization, and education, 

materiel/ 
I,,1arine 

Marine 

to field combat-

Serves as a senior Marine Corps 
the Commandant ot the Marine 

the t4arine Title 10 respons 

MROC Review Board 

litieso 

ies, to enable the 

(MROC) 
forum to advise and 
in the exeoution of 

Reviews makes recommendations r and is a subordinate 
to the fv'lROC < 

Mesc Marine 
Structured, formal 
progress in re 

Decision 
evaluate program 

technical teria to each 
ectives and 

of the tien 
prooess. 

National Securi 

intel 

resouroes 

Sensitive 

the 
mission-related 

Information 

treatment of rnili 
and lassi ied 

Execution 
allocat 

miss 
and 

PPBES) 

and 

information lS secret informat to \pihich access is 
restricted or rules to a icular 
hierarchical class of 

Enclosure (1) 
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Views 
A SV of and interconnections and 

for, or in of warf functions, It 
defines the 

nodes, C 

A TV 

Views 
ifies 

relat 
implementation 

connection; location and ificat of 
networks and warf forms! and 

and 

services t interfaces, standards! and their 
It the technical 

of systems upon which 
building blocks are bui are t common 

for 
fications 

produot lines 
are develoPed. 
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