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DESIGNATION OF MARINE CORPS INSTALLATIONS EASYT (MCIEAST)
COMMAND INFORMATION OFFICER (CIO), ROLES AND
RESPONSIBILITIES

(&) MCO 5400.52, Department of the Navy Deputy Chief
Information Officer Marine Corps Roles and
Regponsibilities

by 40 U.8.C. 113-117

fo}y DOD Directive 3000.01, “Management of the Department
of Defense Information Enterprise,” Februayy 10, 2009

(d} ESECHNAVINST 5000.36A

fe! DON memo of 20 Oct 0%, "Daparbtment of the Havy

(£} MROCDM 45-2002 (NOTAL)

(g7 SECNAVINST 5000.2D

(hy DOD Ingtruction BLi5.082, *Information 7
Portfclioc Management Implementation,” O
2006

(i) BECNAVINST B430.7P

) SECNAVINST 5210.8D

i) DOD Inmstyuction 50006.02, “Operation of the Defsnse
Acgulgition System,” December 8, 2008

(1) E-dovernment Act of 2002, Title 11T, *Information

Security,” Decembey 2002
{wmj DOD Instruction 8510.01 ‘@Gﬁ Information Assurance
Certification and Accreditation Process [(DIACAPR),”
Movember 27, 2007
{n? DON Dats Mana
I

TAL}
(o) B@Q %323 ﬁzw@g ‘Guidances fory Implementing Net-lentric
Data Sharing,” April 12, 2006
{py DOD Directive T04%.20, “Capability Portfcolio
Management , ¥ September 25, 2008
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(g} MCO 3900.15B

{ry DOD Memorandum, “DOD Net-Centric Data Strategy,” May

S, 2003

3} National Security Agency/Central Security Sexv

Information System Certification and Accredit
rocess Guide (NOTAL)
{t) SECNAVINST 5239.34
{u} DOD Instyuction O-8530.2, *Support to Computer
Network Defense {(CND) 7 M&xch 9, 2001 (NOTAL)
(v} Department of Defanse Net-Centyic Serxvices Btrategy,
May 4, 2007
{wy DOD Directive 5220.22, *National Industrial Security
Program,” December 1, 2006
fx} CJICS8I £211.02C¢, "Defense Information Svstem Network
{DISN): Policy and Regponsgibilities,” July &, 2008
{v} DOD Intelligence Information Systems Security
Certification and Accreditation Guide, April 2001
{NOTAL)
{(z} IA Pub 5239-22, “IA Protected Distribution Svstem
{PDSY Publication,” October 2003 (NOTAL)

{aa) DOD Directive 8190.3, "Smart Card Technology.”
November 21, 20032

{ab) HEPD 12, "Policies for a Comwmmon Identification
Standard for Federal BEmplovess and Uontractors,®
August 27, 2004

fac) MOQ PBELZ.

tad) FIPS 201, ”?e rgonal Identity Verificastion [(PIV) of
Federal Emplovess and Contractors,” % roh 2006

{ae; DOD Memorandum of 5 Dec 06, “Capstone Concept of
Operations for Department of Defense Bilomebyicos”
{ROTAL)

{af) DOD Memorandum of 18 Au
(DODY Guidance on Prote
information (pIive

{ag! JECHNAV ¥M-5210.1

Ly

06, “Department of Defense
ting Personally Identifiable

{ah) CJCSI 3170.01¥ “J@imt Capabilities Integraticn and
Mﬁ?&lm§m$ﬁt 51 atem, ” May 1, 2007

(ai; DOD Instruction 4850.01, *Policy and Procadures for
%amag%m@ﬁt and Usge of the Electromagnetic Specitzum,”
Janpuary 9, 2009

(a4} MCO 5271, 1A

{ak! MCO 11000.25

{1} Terms
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1. Situation

a. To comply with yrefersnce (a), Marine Corps Installations
Bast (MCIEAST) realigned the Assistant Chief of Staff (AC/8) ¢-6
to functionally meet changing requirements within the
Information Resources Management {(IEM] and Informa tiaa
Technology {(IT) communities. Accordingly, the AC/S8 G-6 is

appointed as the Command Information Officer (CIO), VCIEAST In
rhe abzence of the AC/S G-6 {(CI0) or as otherwise directed, the
Deputy AC/S G-6 will execute dutieg of the CIO.

b. In accordance with references {(a) through {(ask), the CIC
will oversee the effectbive use of IT and employment of
information management resources acrosg the sastern reglon to
succegsfully meet the goals and objectives reguired for delivexry
of reguired capabilities. Reference (¢ further defines IT as
any equipment or interconnected sgvstem or subsystem of
eguipment, that is used in the automatic acguisition, storage,
manipulation, management, movement, control, display, switching,
interchange, transmigsion, or reception of data or information.
The term IT includes compubters, ancillary eguipment, software,
firmware, and gimilar procedures, services (including support
services}!, and related regources.

<. ‘The CIO supports the alignment of business processes
through implementation of a segmented architecture and IT
planning procedures for the protection of mission critical and
migsion essential svstems thyough strengthened oyber gacurity
management and technical controls. The CI0 will serve as, oy
taeam with, command competency leaders to ensurse oors
IRM/IT/Information Assurance (IA) workforce training,
certification, education and management rvequirements are
identified and supported and congistent with Marine Corps, and
Department of the Havy (DON) dirsction.

d. The CIC will ensure command compliance with Department
of Defense (Doll, DON, and USMC IM/IT directives, guldance,
statutes, regulations and policy. Additionally, the CIC wiil
provide technical, eguipment, and hosting support for the
command’s IM efforts and will promote the effective and
efficient design, and operation of command level IRM processes.

&, Pey rveference (d}, Information Managemsnt (IM) is the
planning, budgeting, manipulating, and contyrolling of



information throughout its life cycle. IM allows the Marine
Corpe to gather, share, and learn from information and is
focused on providing the right information at the vright time in
an understandable and useable formab to enable decision making.
Knowledge Management (KM) ig defined in reference (e as the
integration of people and procegses, enabled by technology, to
facilitate the exchange of operationally relevant information
and expertise to increase organizational performance. This
operational function, adveocated by Mavine Corps Combatlb
Development Command (MCCDC), enables organizational learning to
improve mission performance.

£f. The Federal government, DoD, DON, and the Marine Corps
are ovganized to provide CIO pelicy and guidance. The Director,
C4/DDCIO (MC) is regpongible for overseeing and guiding the
development and operation of the Marine Corps cyber environment
which will support effective execution of IM and KM,
Aocordingly, the CI0 has been reovganized into the following
divizgions and branches to focus on specific rask areas:

{1} Marine Alr Ground Task Force Information Technology
Support Center (MITEC). The MITSC misgion ig te provide

regional IT services and information assurance. The MITSC is
comprised of eight branches: Headguarters, Blectronic Key
Management System {EKME}, Network Operating Systems (HOS),
Hetwork Management (NetMan), Information Asgurance (IA), Customer
Service Center [(CBC; Havy-Marine Corps Inbtranet f@&GT;i and
Marine Corps Network Gperakiaﬁg Support Command (MONOSC

Detachment ., The division serves as the central point f@z all
implemented and opervaticonal I7T isgues and services. It manages
the server farmis), the Nstwork Control Centers (HOCs) and the
C8C which provides Ti 1 - 2 support with the MCNOSC Det
providing Tier 4 gervices.

(2} Communicabtions Management Divisgion. The
Communications Management Division is divided into threse
branches: Headguarters, Wired Infragtructure, and Wireless
Tniragstructurea Thig divigion provides advocacy, oversight and
policy o gu@;@rt the installations’ planning, provigioning,
ingtallation, and maintenance of telecompunicationsg
infragtructure. Specific areas of gupport include: Base
Telephone Infrastructure (BTI), Enterprise Land Mobile Radio
{ELMR), Radic Frsguency Spectrum Management, Maintenance
Management and Wireless Systens Management, and Integration

[t



1% Ju 0
{3} Command Information Office. The Command Information
Ciffice is c&mpxisad of five branches: Headguarters, Bystems
% ~chitecture and Engineering, IT Project Management/Process
?f@%%ﬁE?ﬁ Policy and Acguisition/Enterprise Architecture, and
T/IM/EKM. This division gerves as the IRM Center of Excellence

for MCIEAST by providing functional area managers with IT/IM
Services that enable systems engineering, integration,
management , capital planning and IT scguisition, end-user
support, and information sharing through an enterprise
architecture rvepresenting a reliable framework of business
gystems and applications that align with MCIEAST, and Marine
Corps strategies, The Command Information Cffice implements
policy and guidance on issueg regarding IRM, to include the
alignment of IT investments to business priorities, and
strategies established by the Commanding General, MCIEAST. The
Command Information Office supports the effective use of
information resocources, and the aligonment of business processes
through implﬂmenﬁaﬁiaﬁ of enterprisse architecture, and IT
planning procedurss in accordance with Marine Corps policy and
guidanoes.

{4) East Coast Regiocnal CGHEOFidelis Center (GECFIBAST).
CEROFidelis” s the Marine Corps’ Program of Recoxrd foxr
Ingtallation Gecspatial Information and Bervices (IGI&S). The
Dirvector, CGEQOFIEBAST, serves asg the MCUIEAST Geogpatial
Information Officer (GIO) and liaison to thse HOMC GEGFiﬁe?’
Drogram Management Office. In accorvdance with refervence {ak
GEOFTEAST gserves zntﬁgraﬁ%_} gsrtandardized, and centrally nan
geogpatial technologies, information, and services, and
facilitates the ghazlmg of authoritative geosgpatial data
throughout the Marine Corps, DoD, and other Federsl government
agencies. CGEQOFIEAST provides regional and installation
functional arsea managers with an integrated UGeographic
Information System {(GIS) that enables operational planning,

b
aged

analvysis, and decision support. GEOFIEAST promotes informabtion
sharing and vigualization of a gecgraphic common operational
picture through an enterprige architecture representing =
reliable framework of business systems, interactive mapping web
serviceas, auih&zitaiiv& datzbases, and geospatial applications
that align with MCIEAST and Marine Corps strategies. As the
Racgional Office of ??imarv Qagy ongibiiity for the Marine Corps
GEOFidelig Program, GEOFIEAST provides program management
oversight, policy and guil Ldance on issues ragarding gecspatial
information and seyvices, and the alignment of geogpatial data

&3]
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collection initiatives and investments to businessg priorities
and ptrategies. GQEOFIERST provides technical sup@ort to S&St%iﬁ
all gsocspatial systems, authoritative geo-databaseg, intersctive

mapping web services, and web portals hosted, 1mclu§zﬁ§
Server/Svstems Management, Incident/Problem Management
Change/Configuration Management, Data Management, Mapping and
Analysis, and Service Level Management as related to the Marine
Corps GEOFidelis Program.

Z. Migsion. The CIO will implement strategic guidance in
support of MCTEAST to enable effective and efficient application,
modernization, functional integration, acguisition, management
and protection of all IT regources, Lo provide the most cost-
effective IT services, while meeting all applicable mandates,
orders, and directives.

3. Execubtion
a. Commander’s Intent and Concept of Operationsg
{1} Commander’s Intent. The CI0 will implement and

provide mitrategic lsadeyship to ensure Marine Corps IT
infrastructure, policy and governance eifectively and

fficiently supports MCIEAST and our supported warfichting
commands, along with the USMC businesss enterprise. To mesb this
challenge, the CIO will develop strategies and plans to
integrate into a sgingle, disciplined Mavine Corps Enterprise
Network (MCEN) that provides commanders and staffs the ability
to conduct operations through shared, secure, and reliasble
anvironments. The CI0 will meet mandated governance while
operating in a highly cooperative environment with the
MCEN/MCNOSC, DON CI0, other Services, and operational

commandsars . Meetring thisg vision will &ﬁﬁﬁx% I standardization,
gsecurity, economieg through prudent capital planning, and most
importantly, a substantial informational ady aﬁtagﬁ ovVer

wobtential adversaries.

{2) Concept of Operations. In sxecuting
regponsibilities sutlined in this Order, in accordance with
references (a) Lhrough (akl, the CI0 will coordinate reguiremants
and sxecution with organizations both internal and external to
MCTIERST To accomplish these responeibilities, the divisions
within the CI0 have heen reovganized based on functlonsl areas
to better alilgn resources to mest th ot Heasdquarters
Harine Corps [(HOMCOY, DON and Dob.

oy
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. Subordinabte Element Missions

{1} AC/8 4G-6 QIO shall:

{al Serve as IO for MOIRAST.

(b} Provide the strategic leadevship and
stewardship for regional IT asgets. Regpongibilitieg include:

1. Leadership/Management. Serve as principal
focal point for IM/IT matters with U.S5. Marine Corps Forces
Command  (MARPORCOM} , subordinate installations of MCIBAST, II
MEF, cther Federal agenciesg, DoD, Joint Staff, Allies, DOHN,
Marine Corps command elements, other wmilitary departments,
academia, and indusgtyy.

a. Serve az MCIEAST genior authority for
IT programs and committess. Develop IT management critical
tasks and supporting skills and knowledge for MCIEAST personnel
to achieve Marine Corps missiong and goals.

L. As reguired, gerve as a mamber o
or provide input to, the Marine Corps I'T Stesring @rcup {E
Operational Advigory Group (OAG), Installations Technology

Working CGroup (TTHGE) and other “ad hoco” panelis in acaﬁrdamce with

references {2} and {i}. Evaluate and implement ITSG
recommendations and decigions to inciude, but not limited to:

(1) Coordinating development and

implementation of USMC IT policies, processes, procedures, and
standards.

(3} Conducting the IT capital planning
and invesimeni procegss in accovdance with established procedures
and policy set forth by BOMC Conduct valuse snd risk assessments
for internally developed IT initlatives and submit ressults to use
in the Program Obdective Memorandum (POM} Development Process.

< Uge a portfoclio management appreach to
considey whether to continue, modify oy rerminate a program oY
project Erovide guidance and recommendations to Milestone
Dacigion Authoritiesg, Advocates, and cother organizations.



Policy/Organization

2.
a. Provide policy and guidance on MCIEAST
IT systems and nstworks
b. Provide policy and guidance for
ontinuity of operaticng plang {(JOCF]
and tactical

disaster recovery and
IT garvison

reqgqulirements for reglons

gupport
gystems.

support
IT governance

©. Support HOMC, DON
initiatives and the development of IT governance processges in
accordance with reference (a).
d. Advise the DON Deputy CIO
G on MCIEAST IT matters in support of
Ldance, and

via MARFORCOM G-6,
strateglec direction, guildanc
fal and (1}.

(MC} (DDCIO

(MC}i,
the development of IT policy,
standards, in accordance with refersnces
Provide zupport and oversight
DON,

@.
engure interoperability of MUIBEAST IT systems with Dob,
Joint, Pedsral, BRllied, and Ccalition systems.
f. As dirvected, participate with DDCIC
USMC/DON IM/IT Strategic Plan.

{MC) in the development of the
9. Ensuye MUIEAST I7T svstems,
and data are properly registered in the appropriate

applications
oD /DON repositories and that such information is kept current

in accordance with references {a) and [(d).
., Ensure full and accurats Em reporting
cute in acoordance with references (a) and (g} .

g executed,

2 Tech
a. Pyromote the application of proven
advanced technology technigues, procvedures and methodologies
gorogs MCIEAST.
b. Support established USMC/DON standards
T interoperability
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<. Ensure that essential information
services in support of MCIEAST COOP are available Co alternate
gites of MCIEAST subordinate commands and installastions.

d.  Support MCIEAST in the development and
implementation of & DON IM/IT performance meaguremeni program,
which institutes Marine Corps IT accountability, and reports and
monitors Marine Corps IT performance metrics.

4. <{Capital Planning

a. 8erve as MCUIEAST IT Portfolio
Management Lead, overseeing all MCIEAST Functional Area IT
Portfolios as they relate to the MCIEAST enterprise architecture
constructs regarding mission areas, domainsg, and sub-portfolios.

b. Ensure compliance with DDCIC (MC)
guidance that allows the implementation and maintenance of
interoperable, cost effective and secure IT svstems,
applications, Marine Corps missions and goals.

¢. Oversee the pricritization of IT
investments, and projects within MUIEAST to maximize overall
return on investment, and to set strategic vision goals and
chiectives for all Marine Corps IT programg.

d. Ensure IT applications are aligned
with the thirteen Marine Corps designated functional areas, and
the =zix Secrefary of the Navy {(ZecNav) functicnal areas 1o
provide a means to categorize, understand, and manage Marine
Corps programsg of record {i.e., systems!, and software
applications in accordance with reference (d}.

. Provids rvecommendations for

prioritization of IT investments to the appropriate Marine lorps

resource sponsory in acoordancs with refserenge (&) .
5., Enterprise Architecture [(EA}

= Provide policy guidance for, and
svergight of, MCIEAST BA afforts in accordance with references
(ay, (), (41, and (u).

D Plan, develop, maintain, and use the
MOTEAST BA to maximize the business value of our investment in
IT, and minimize fhe amount of unnecesgary redundancy resuibing

L5
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from digparate planning and development efforts related to

information gvesteme, applications, and IT which enable the
warfighting and gupporting establishment, in accordance with
references {(a), (o), {4}, and {u).

m. Ensure MOIEAST Ea efforts contribute

Kt

o a single integrated naval component of the Global Information
rid (GEG} architecture, comply with Dol and DON policies and
are aligned with Federal, DoD and DON reference models, in
accordance with references {(a), {c), (3}, and {u).

d. Adhere to HOMC established IT
standards and policies consistent with the Defense Information
Infrastructure Common Operating Environment, DON information

tandards and guidelines, the GIG, Joint Sygtems Architecture,
Dol IT Standards Registry (DISR), and other Dol and Joint
mandates .

e. Determine and maintain final
dispoasition of MCIEAST EA priorvities and subseguent EA
development, maintenance, and usge 2iforts.

£. Ensure appropriate architecture
considerations are addresgsed in Automated Information Systems
(AZ8)/I7 reguirements documentation and compliance with HQOMC,
and DON Net-Centric Data Sirategy.

g. Integrate use of MCIEAST BA in IT
capital planning and investment procsss.

nh. Hupport Marine Corps efforts in the
coordination of MUCDC operational views and HMarine Corps Bvstems
Command (MARCORSYSCOM) svetem and technical views

i.  Implement HOMC governance, policy and
oversight of Marine Corps data strategy, data architecture and
data management effcrts in accordance with references (¢}, (&),
4y, le), {(tr, (u}, and {v}.

3 Govearn the use of ssgtablished data
standards {e.o., metadata, authoritative dats souracss)

19



=
@
b
g 3
&
....«} E,g‘:x
ot
i
(93
359
o
o

fos
e
i

ot
o

k. Govern the uge of egtablished
lﬁfgfmatlwﬁ exchanges standards {e.g., web gervices, universal
core and comnon core, standard messsge [ormats) .

1. Develop a roadmap for enhancing and

modernizing the BA, and injecting new technologles.

Ezstablish accountability for data

.
lity, and accessibility.

gstewardship, data gua

n. Serve as MCIBAST approval authority
over data management and information sharing planning,
programming, budgeting, acguiszition and governance.

6. Information Security/Informatbion Assurance
{IA). Serve as the MCIEAST Certified Approval Representative
[CAR} in accordance with references (o}, (x), and {y}.

2. Review Marine Corps IT program IA
strategies to assess and manage risk.

b. Execute Marine Corps IA
responsibilities ag assigned in the Federal Information Security
Management Act (FISMA) and in governing DoD Directives in
accordance with references (o) and (z).

<. As directed, submit input to HOMC/C4
for DON FISMA repori.

d. Implement and support the Marine Corps
IR Master Plan program in accordance with references (aa}, {(abj},
’z

and f{ac

rate M&rine ﬁaz@g IA reguiremen
s 7 e

information sscurity
raeguiremsnta, provide uticng, and manags information
svstem security e reglon 10 agoordanpos with
references (¢!}
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h. Implement policy to facilitate
strategic identity management initiatives throughout the Marine
Corps, in sccovdance with references {as}, (af}, {ag), (ah),

taiy, f{ai), and {(ak).

1. Ensure MCIEAST subordinate commands

formally establigh I2 managers (IAMs) within the 2-6, that will
have reporting relationship with the MCEN Designating Approving
Authority (DAA), wvia the MUIEAZST CAR in accovdance with
reference (a).

4. Ensure accountability for data
protection in accordance with references (1) and (ag).

k. Tmplement tactlics, technigues, and
procedures (TTPz) developed by MCNOSC for IA personnel ag

reguired for computer network operations.

1. TImplement policy to integrate computer
emergency responge (CER}, IA, and CND provider activities into
network operations (NETOPS), network mansgement, and information
digsemination,

7. IT Project/Program Management

a. Serve as validation and approval
zuthority for HOLEAST IT reguirements in accordance wiith
references (<), {a), (b}, (o), and {ah}.

b. Provide technical advice and other
asgigtance on IT issues bto the Commanding CGeneral MCOIEARST, his
staff and subordinats installation commanders, in agcordance
with reference {a! and this Order.

] {ﬁfz
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B. Spectrum Management

a. Serve as the approval autho
spectrum asgsignment and use within MCIEAST, in accoy
references (a) and {(ai).

Qx Ft
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b. Define and evaluate the relationship
between federal agency migsions and spectrum managemsnt .

<. Assess the potential impacts on
spectrum availability and management arising from incrsaged
domegtic and internmational demand.

d. Identify and evaluate tools and
technigues available for effective gpectrum management.

e. Identifv recognized sources of best
practices in spectrum~efficient technologies.

£. Identify and resolve gpectrum
management architecture issues and interdependencies.

I

¢g. Develop and inplement policy guidance
for MCIEAST spectrum management .

g. Information Resources Strategy and

Information Resource Management {IREM)

@

x

(1} ﬁuppozt and oversee development and
compliance of USMC I trateglic Dirsction, guidance, statubtes,
regulations, and policy across the rasgion, in accordance with
eferences (a; and (k)

{2} Promote the effective and sfficient
design and operation of all major Information Resource Management
processes in suppori of the reglon.

b. HKoowledgs Managemsnt (KM

(1} Promcte the effective use of
technology to help information and knmwzeégﬁ smerge and flow to
the right people at the right time to create value, 1n accordance
with refevences (a) and (£}
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(2} Identify, evaluate, and promote
bechnologies that increasge efificlencies in business procsages.

(3} Promote the use of technology that
contributes to the intellectual capital of MCIEBAST.

J F@i@m@ni Marine Corpa-unigue
military and civilian IT training, and careser management

regulrements.

(58} Provide support to the DDCIO (MC)
in hig role ag the IT Workforce Leader. Ensgsure the core IT
workforce training, certification, sducation, and management
regquirements are consistent with HOMC direction, in accordance
with reference (a}.

{6) Develop and implement a C4 human
capital strategy for the region.

10. Process Improvement. Serve as the MCIEAST
genior functional lead for IT continuval process lmprovement
initiatives within the Marine Corps.

11. e-Government

a. Promote infusing Marine Corps IT into
cvernment and governance Dprovagses.

Engure support and oversse development
and compliance with regulations posed by e-Government, boundary-

1
spanning programg, and IT initciatives.

?x&viée oversight of e-Government to

d. Identify, evaluate, and promote e-
Government planning to strategic and operational IT planning, IT
investment review, and enterprise arvchitecture planning.
Spscifically, address e-Governmen hrough opsrational analvsis

.

(o
of gteady state invegtmentg and IT 2 cess
evaluating new investments or investments under development, as
well ag other means.



bt
oy

}N..ﬁ
W T

4. Administration and Logistics

z. Administrative and loglstic support regquirements
previcusly sstablished do not change ag a yvesullt of vhis Order.

b. Supporting commands and organizations will fund travel
required for their participation in reguired activities.

5. Command and Signal

a. Command. This Order is applicable to MCIEAST.

b. Signal. This Order is effective the date signed.

-~
i
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D. B, THOMAS
Chief of Staff
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TERMS

ﬁhieﬁ Technical Advigor I(CTh)

Undey the direction of the DirC4/DDCIOMC), the CTA provides
esgent1a¢ suppoert to the DLrC4/DDCICMC) for the conrinuing
assessment of ongoing IT acguisition and operations to determins
their succegs in achieving Marine Corps IT obiectives. The CTA
alsoc serves as the genior technical expert for all matters
pertaining to the identification of IT requirements and leads
the continuing assesgment and identification of promising

erging C4 and information technologies for exploitation and
application in the warfighting and business domains. The CTA
provideg executive level oversight and guidance in the
development, focus, direction, implementation and use of the
Marine Corps Enterprise Architecture and Data Architecture.

Clinger-Cohen Act {CCA)

The Information Technology Managemsnt Reform Act legislation
that was designed to improve the way the Fedeyal Govsroment
acquires and manages information technology.

Command, Control, Communications and Computers (C4)
Integration of doctrine, proceduresg, organizatlional struch
personnel, egquipment, facilities, and communications designe
support a commander’s sxercise of command and control across
range of military coperations.

Continuity of Operations Plans {(C00P}

plan that details the essential functions of an agency that
will be handled during any emsrgency or situabtion thab may
disvupt normal operaticong, leaving office facilities damaged ov
inacgesgible.

Department of Defense Chief Informetion Cfficer (Dob OI0)
Provides leadership to meet the Net-Centric vision and
ultimately delivers the critical enabling capabilities reguived
by the National Defense Strategy againgt an evolving threat from

pliow 3
both internal and external sourceg,

%égignat@é Approval Aduthority (D
The official with the authority to
responsibility for cperating & svegtem at an a
rimk*

sptabls level of



Director of Intelligence {(DIRINT)

DIRINT Marins ”@rps manages Marine Corps 5CI domains in close
cocrdination with the DipC4/DDCIC(MC) to ensurs that the
@ntazyrigﬁwiavei management of S5C1 domaing ig cowparable to that
of the General Service domaing. Thisg relationship between the
DixC4A/DDCICIMC) and DIRINT recognizes that sgpecisl measures ave
reguired for the protection/handling of foreign intelligence oy
counterintel ligence information, or cother need to know
information. Accordingly, implementation of these measurses must
be tailored to comply with geparate and coordinated Director of
Naticnal Intelligence directives and Intelligence Community.

Director of National Intelligence

Serves ag the Head of the Intelligence Community (IC). Acts ag
the principal advisor to the President, the National Security
Council, and the Homeland Security Council for intelligence
matters related to national security.

Bnterprise Architecture {(EA)}

The current and/or future structure and beshavior of an
crganization’s processes, information systemsg, personnel, and
organizational sub-units, aligned with the organization’s core
goals and strategic divection.

Expeditionary Force Development System (EPLS)

A standardized methodology used to translate needs into fielded,
integrated capabilities for the regional ceombatant command’ s
Gyﬁfatlng forceg and supporting establishments to identifvy
capakbility gaps.

Federal Enterprise Architecturs (FEA)
An initiastive of OMB that aimeg to comply with the CCA and
i common methodology for IT acguisgition in the faderal

ﬁ}
bl

Federal Information Sescurity Managemsnt Ack {(FILEMA)}
A comprehensive framework to protect government information

#
operaticns, and assets agsinst natural oy human made threats.

ke

Punctional Arvea {(FA)

L digfinet group of svstenm performances reguirements which,
together with all other such groupings, fovms the pnext lower-
level breakdown of the sygtem on the bagis of function.
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?ﬁﬂ@ti@nai Area Manager (FAM)

The individual or designated agsncy responsible for the
manag&ment and planning of all personnel and seguipment within a
specific functional discipline.

Information Assurance (IA}

information operations that protect and defend information and
information systems by ensuring their availability, integrity,
authentication, confidentiality, and non-repudiation.

Information Management (IM)
The entire proceas of defining, evaluating, protecting, and
distributing data within an organization.

Information Resources Management (IRM)

Techniques of managing information as a shaved organizational
regpurce. IRM includes identification of information sources,
type, and value of information they provide and wayve of
classification valuation, processing, and storage of that
information.

Information Technology {17}

Any eguipment or interconnected system or subsystem of eguipment
that is used in the automatic agguisition, storags,
manipulation, management, movement, control, display, switching,
interchange, transmisszion, or reception of datz or information

by the execubtive agency. For purposes of the preceding
gsentence, Pg&‘?ﬁ%ﬁa iz used by an executive agency if the

aquipmant ig used directly or ig used by a contractor undsy z
contract with the executive agency which: 1) reguires the use of
such @qulpmﬁﬁ or 2} reguires the use, to a significant extent,
of such %qulymeﬁr in the performance of a gervice or the

furnishing of a product. The term “information technology” also

includes computers, ancililary eguipment, software, f;r%w re and
similar procedures, servicesg {(including support services), and

raiated regources The teym “information technology” doess not

include any esguipment that is acguired by a Federal contractor

incidental Lo a Federal contract

Information Technology Steering Gzoup (1788}

The TSMC enterprige level Q&;ﬁfﬁa%ﬁ& body ensuring all I7T
related initiatives are in the best intersst of the USMC.
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Knowledge Managemant (XM}

The systematic process of discovering, selecting, organizing,
digvilling, sharing, developing, and ubiﬁg information in a
social domaln context o improve warflghter effectivensss. KM
is the operational function of integrating people and processes,
empowered by technology, to facilitate the shaving of relevant
information and expertige. This function enables crganizational
learning to improve mission performence. IM allows
organizationg to gather, shave, and learn from information, and
is focused on providing the right information at the right time
in an understandable and useable format to enable decision
making.

Marine Corps Combat Development Command (MOCODC)

Develops fully integrated Marine Corps warfighting capabilities:
inciuding doctrine, organization, training and education,
materiel, leadership, personnel and facilities, to enable the
Marine Corps to field combat-ready forces.

Marine Corps Regulrements Oversight Council {(MROC)
Serves asg a senior Marins Corps leadership forum to advise and
support the Commandant of the Marine Corps in the execution of
the Marine Coxps Title 10 responsibilities.

Cr

BMRECO Review Board (MEER)
Reviewsg Loples, makes recommendabtions, and is a subordinat
guiding body to the MROC.

£

HMOSC Marine Corps Program E&sigi@n Maebting {(MUPIM)

Structured, formal system acguisition reviews, evaluate program
progregs in relation to reguirement objectivesz and gpecific
technical criteria appropriate to sach phase of the acguisition

process.

National Security Systems (NSS)
Pricompasses the longstanding statutory treatment of mil
intelligence mission-related gystems and classified systems.

Planning, Programming, Budgeting and WX&ﬁuti@ﬁ System (PPRES)
The gsvsteam £o jugtifyiﬂgf azgnﬁft iy, allocating, and Lracking
regources in gu@pgzﬁ of Marine Corps missions.

Sensitive Compartmented Information

' ; gecret information to whi
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provides for, or in support of warfighting functions. It
defines the physical connection, location and identification of
key nodes, circuits, networks and warfighting platforms, and
specifies svstem and component performance parameters.

Technical Views

A TV identifies services, interfaces, standards, and their
relationships. It provides the technical guidelines for
implemsntation of systems upon which engineering specifications
are based, common bullding blocks are buillt, and product lines
arve developed.
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