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1. Bituation
a. Today's securliby envivonment finds Marine Corps Base,

Camp Lejeune (MCB Cambedi) at the forefront of supporting the
Global War on Tervor asg well as numeroug other engagements

worid-wide. MNo longer arve the lines of battle neatly delineated
on a map with c¢learly defined forward and rear aveas. Instead,
we find curgselvesg combating adversaries that are asymmetrical in

{m.,!

time, space, capability, and ambition. The threat is not onl
rwghugemtﬁd by hostile nations and transnational terrorist
organizations, but also foreign i and U.8. citizens ai?
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. While the protection of classified information remains
important, we must also foocus on protecting unclasgified open
source materials. These materials allow an adversary the
ability to build & reascnably coherent intelligence picture of
our current snd future coperationsg, as well as the luury of

preparing a responsgse to be executed at the time and place of
their choosing. Now, more than ever, each Marine, Sailor, Coast
Cuardsman and civilian Marine musgt be cognizant of the
importance of protecting unclassified, but potentially useful,
information fyom those who would do harm to thisz nation and its
military forces.

2. Mission. MCB Cambe] implements an Opersations Security
{OPSEC) program to protect the critical information sought by
advergarieg that would bs used to disrupt cur military
cperations.

3. Execution
2. Commander’s Intent and Concept of Operations
{1y Commandsr’'s Intent. 7o execute an OPSEC program

designed to deny potential adversaries access they would need to
develop countermeasures and actiong uged fo disrupt ongoing and
future military operaticons. Thesge actions would include the
creation and implementation of a formal CPSEC program, the
creation and implementation of the policies and procedures
necssgary to support our ORSEC program, the continued education
of usgers at all levels to raise awarensss and incrsase control
over opern source information, and the continued refinement of
the OPSEC nrogram overy time to meet amerging threats. To be
successful, this will regulrve commanders and supervisors at all
levels, both military and civilian, to continually reinforce the
importancs of good CPSEC practices with their subordinates. End
state: denial of acoess to criticel information by p@taﬁtiaé
adversaries through the elimination or mitigation of existing

vulnerabilities.
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(2} Concept of Operation &
{cl, and this Ordey, provide specific guildan:
plang, policy and ?ﬁﬁgfﬁﬁ development . HMCOB Camled wi

11
achieve the Commander’s Intent by developing and implementing
an OPSEC program based on the references listed.
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., Tasks

{1) Director, S8-3, MCB CamLed

{a} Designated as lead agency on OPSEC matters for
MOB Camled.

(b} Maintain an OPSEC order and OPREC program fox
MOE Cambet.

kY

fc; Host OPSEC Working Group (WG to:

1. Coordinate OPSEC matters among the staff and
departments .

2. Implement the MCB CambLej OFSEC program.

(d} Appoint in writing an officer, staff
noncommissioned officer, or Depariment of Defense (Dobi
eguivalent givilian as OPSEC Program Manager to perform the
folliowing duties:

1. Provide OPSEC subject matber expertise and
recommendatrions to the commander.

2. Coordinate and ma
Program to include writing changes to policyv/guidance documents
ag necesgary.

3. Coordinate OPSEC education and training.
4. Coordinate command OPSEC survevs.

5. Conduct annual command OPSEC assessments.
€. Maintain an updated/current OPSEC lessons

7. Chair OPSEC WG,
8. Cocrdinate and exsoubte command sssessments
of the MUB Cambe? OPSEC osrogram.

8. Coordinate with other relevant working
groups on OPERC related matiters (e.g., Antiterrorism [AT) WG,
Physical Security WG, Critical Infragtructure WE, Threat Fusion
We, and Chemical, Biological, Huclear and High-Yield Explosives
{CBRHE) WG}

Lt



il Coordinate with Marine Corpg Installations

Bast (MCIEAST) OPSEC Program Manager for support of MCR Camlei
OPEEC Program.

(21 Command Inspector Generxal, MCB Camblei. Incorporate
OPSEC as a functional avea to be ingpected during Commanding
Officer’s Readinegs Inspections (CORI) .

{3} Directors and Special Staff Sections, MCB CamLej

{a) Appoint in writing OFSEC Program Ccoordinators
1. Provide OPSEC sgubject matter expertise and
recommendations.

2. Coordinate OPSEC matters with the MCB CamlLe
OPEEC Program Manager.

L

4. Coordinate OPSEC education and training for
members of yvour staif.

4. Coordinate and conduct annual internal
reviews and assegsments under the OPSEC Program.

Act as a member of the OPSEC Assegsgnment

I

(b} Provide representation to the OPIEC WE as
reguired by the OPSEC Program Officer. Thig individual may
serve as vour OREEC Coordinator as well .

(4) Commanding Officers, Headguarters and Support
Battalion, and Weaponsg Training Battalion, MCB Camles
o

(a) Appoint in wrlting an OPSEC Program Coordinsior
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OPERC Terms and Definitions

i ?hiS enclogure containg common use terms and definitions
asseoiated with OPSEC, and is provided to present a clsar
understanding of OPSEC as well as asgssisgting with the OPSREC
Brogram creation process.

a. Critical Information. These are specific facts about
friendly intentiong, capabilities, and activities wvitally needed
by advergaries for them to plan and act effectively so ag to
guarantee faillure or unacceptable conseguences for friendly
mission accomplishment.

L. Excessive OPSEC. Excessive OPSEC can degrade
cperational effectiveness by interfering with activities such as
coovdination, training, and logistical support. Military
operationg are inhervently rigky, and the commander must evaluate
sach activity and opervation, and then balance reguired OPSEC
meagures against operational needs. Using the OFSEC process
will help commanders assess the rvisk and apply appropriate OPSEC
measures.

. Thege are friendly detectable actiong and
information that advergary intelligence gystems
detect or obtain and then interpret rto derive

1 information.

cpen sourc
CHTL Qﬁt“ﬁtl
friendly cri

d. OPSEC Asgessments. An OPSEC asmsessment is an
tion of an opervation or activity fo determine if
guate protection from adversary intelligence exploitation
gxists. The OPSEC asgessment is used to verify the
ffect
or

o w

ivensgs of OPSEC measures and determine 1f gritical
rmation is %ezng protected. An assegsment cannot be
conducted until after critical information has been identified.
Without understanding critical information which should be
protacted, there can %ﬁ no specific determination that OPSEC

+

vulnerabilities exist,

PSEC Mpasures. These are asctions taken

£ OPSEC Process. OPSEC planning isg accomplished
through the OPSEC Process This has five staps which are
upualliy appiied in a seguential order Tn dynamic gituations,
the steps may be revisited at any time to adijust to new threats
¥ information Briciosure (2} provides a detailed explanation
of the OPSEC DProcess.



g.  OPSEC Program Managers and Coordinators. ?r
Managers are personnel who have OPSEC dutles as thel
job.  Coordinators ars personnel who perform OPSEC
an additicnal duty. Commanders will usge theilr disge
determining whethey they regquire OPFSEC Program Managers or
Coordinators to fulfill their resgponsibilities.

h. OPSEC Working Groups. These are teams of personnel with
rapresentatives from the different elementg of the command’ g
organization designed to assgist the command with OPSEC matters

and ibs progran.

ik

il

i, Threat. A threat iz any individual or oxgenization that
geaks to do harm by interrupting ongoing military operations or
activities. In order to be clasgified a threat, two conditions
mugt be satisfied:

{13 An intent to do harm must exist.

(2} A capability to do harm must exist.

1

I1f both conditions cannot bes met then a threat does not exigt.

i. Vulperabilicy. This is a condition in which friendly
actions provide OPSEC indicators that may be obtained and
accurately evaluated by an adversary in time to provide for a
bagis for effective adversary decision-making.

2. ny <f these terms are furtheyr
m
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1. General

a. OPSEC iz an operations function vice gecurity.
intelligence, or counterintelligence function,

. OPSEC is a procesg by which we identify critical
information, analvzing friendly actiong concerning military
operationz and activities, our vulnerabllities and how the
threat can exploit them to gain information, and the measures
cthat we can lmplement to reduce our vulnerabilities, theveby
protecting ocuy critical information.

. OPSEC ig a command yesponsibilily.
Z. OPSEC Procegsz. The OPSEC process ig a five-step process.

Thoge rvegponsible for OPSEC program creation/implementation
ghall applv this five-gtep process that entails:

a. S8tep 1l: Identification of Critical Information.
The commander and staff tryv to identify the guesticons they
pelieve the enemy will need to know about friendly intentions,
capapilities {and limitations), and activities. These guestions
are the Essential Elements of Friendly Information (BEFI).
Critical information iz only part of the ZEPL; it is the
information vitally needed by the enemy. Thig seyves to foous
the OPSEC Proceses on protecting the vital information, rathey
than attempting Lo protect all information. EEFI's are found in
Operation FPlans (OPLAN} in Tab C to Appendix 2 to Annex O
{Operations) . Thig orvitical information will often times bs
similar to what vou would want to know about the enemy.

o. Step Z2: Analveis of Threats. This involves the
regearch and analyvsis of intelligence informartion,
counterintelliigence, reports, and open gource Information Lo
identify who the likely enemy will be. The friendly commander
will ask guestions, such as:

{1} Who iz the enemy or adversary?

{2} Who has intent and gapability to take action against
g

{3} What are the enemy’'s intentionsg and goais?



(%) What type of tactics and forces will the enemy
employ’

{6} What critical information does the enemy already
know?

{7} What critvical information ig it already too late
protect?

(8) Are there OPSEC measures that can be taken later in
the process to protect critical information oy deceive the enemy
on compromisged oritical information?

{9} What are the enemy’s intelligence collection
capabilities?

{10} How does the enemy process and disseminate their
collected data?

¢. EBtep Z: Analveiszs of Vulnerabilitieg. This action
iden tlfi@g an operation’s or activity’'s vulnevabilities. This
reguires examining the parts of the planned operation and
*uahbigglﬁg OPESEC indicators that could reveal critical
information. Vulnerabilities exist when the enemy ig capable
fwith the available collection and processing assetsg) of
observing an OPESEC indicstor, correctly analvzing it, and then
taking appropriate and timely action. The commander will need
answers Lo gussbions such as thegs:

{1} What OP8SEC indicators of coritical information nch
known to the enemy will be oreated by friendly actions that

ragult from the planned operation or activity?

(2] What OPSEC indicators can the snemy actualill

gt
.

€3E What @PSEQ indicators can the enemy actually use

d. Step 4: Assegsment of Risgk. This step egsentially has
two componsnts First, planners analyze the identified
vulnerabllitiss and then identify possible 0PZEC measures
againgt them. Sscond, spescific OPSEC measures are selected for
sxscution based on the rvisk assegsment done by Lhe commandesr and
grati
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{1} OPSEC Measures can be uged to:

(a] Prevent the enemy from detecting an OPSEC

() Provide an alternate analysis of an indicator
from the enemy viewpoint {(deception).

{c) Directly attack the enemy’s collection
systemiz)

(2} Begides physical destruction, OPESEC meagures can

{a) Concealment and camouflage.

() Deception acrogs all asgpects of operations and
Information Operations (I0).

{e) Intentional deviations from normal patterxns; and
conversely, providing a sense of normality.

(d Practicing sound information security, physical
geeurity, and persommsl security.

{3} More than one OPSEC measure may be ildentif O
each vulnerability and one OPSEC measure ¢an be identifised for
multiple vulnevabilities. rimary and gscondary OPSEC measures

be identified for single or multiple OPSEC indicators.
OPSEC measures arve most effective when theyv provide the maximum
protection while minimally effecting operational effectiveness.

(4] Rigk assesgment involves comparing th
cost (time, =fiort, resource allocavion, and mones
implementing an OPSEC measure to the potential ef
migsion accomplishment resulting from an enemy ex

particulay vulnavabllity. Questiocns to ask inod
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Do we even have the capability to implement the
OPSEC measure If we do, <an the agsebs under our conbyrol
accomplisgh this, or do we need to reguest assets from oubside
gourceg?

(L .

(5) Plamning for OPSEC measures requires coordination
amongst all staff elements, and supporting elements oy assetsg
outside the command. Particular care must be taken to ensure
that OPSEC measureg do not interfere with other coperations
le.g., deception plans, psychological operations, etc.). Solid
staff functioning and planning will engure OPSEC plans integrate
with and support other programs and operations.

4
5

e, Ehep 5. ?pglicaiion of OP3EC Measures. In this sten,
the commander implemsntsg the COPSEC measures selected in the
previous step (Risk Assessment) . Planning and integrating OPSEC

th

ig
measures into 1 OPLAN iz critical to ensure countermeasures
are applied at the right time, place, and manner.

{1} The snemy reacilon to our OPSEC measures will be
monitored to determine effectiveness. Provislons and mebthods
for feedback Irom combabt unibts, intelligence and

unterintelligence staifs, and éther IO elements, will have o
e planned for in the OPLAN. This feedback will help determine
the folliowing:

(a} Is the ﬁ?SEQ measurs producing the desirved
effect? Or ig it producing an undesired effect?

(b} Is the OPSEC measure producing an unforeseen
affect? If go, doeg this result in positive or negative effects
for friendlyv forcsg?

meagure? Will it gtrill be sffective, or has it accomplished
its task and been overcome by the tempo of operations?
[} Do we need to cease the OPERC msasure begaugsse of

i

Pt



{f} Do we need to implement previocusly selected
{gsecondary) CPSEC measures to rveplace ineffective OPSEC measures
baged on the regulis?

(gl Do we need Lo devige new UPBEC measures Lo
replace insffective OPSEC measzures?

{h} Have we ildentified new regquirements, oI
unforessen OPSEC indicators that will need new OPEEC measures?
Again, this is a dynamic processg, and previous steps may have Lo

be revisited.

(2) In addition to ongoing operations, feedback provides
information for OPSEC planning for future operations through
legsasons learnsd,

{2} The OFSEC Assegsment is an excellent method and tool
for providing feedback on the effsctiveness of OP3EC measures.

93]
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The OPSEC Assesggment

1. Geneysl. The purpose of the OPEEC Assesggment isg to
thorocughly examine an operation oy achivity to determine if
adegquate protection from adversary intelligence exploitation

exists. The operation or activity being assessed uses 0OPSEC
measures Lo protect iits critical information. The OPSEC
zgseggment is used to verify the effectivansss of OPZEC
measures. The assessment will determine 1f critical information
identified during the OPSEC planning process iz being protechted.
An agsessment cannot be conducted until after an opesration or
activity has at least didentified stz arivical ioformation
Without & baalg of critical information, thers can be no
gspecific determination that actual ORPSEC vulnerabilities exist.
2. Eeoguirement

2. At 2 minimum, each commandey, divector, and zpeoial
staff will conduct an annual Command Assessment using the
Inspector General’'s Checklist {(See enclosure (5) for
checklist)

b. Any command may reguest z formal assegsment after thay
have completed their internal aggessment.
3. Two Tyvpes of Assessments

a. Cowmmand Assessment. Concentrateg on events within the

il fadiy

command and iz normally performed by using only personnel
agsigned to the command being reviewsed. The majority of
azsessments will be thig type. The soope of these asseggments
can vary depending on the commander’s guidance. Recognizing
that an all-encompassing asgessment would levy a high burden on

a typical command, commanders are encouraged toe develop an
appreach in which functions are routinely evaluated, but done so
over a period of time. For example, a commander could evaluate
administrative OPSEC during one period, while svaluating website
OPSEC on the next period.

. Formal Assessment. Is compossed and conducted by members
from within and ocutside the command. The formal assessment will
often crossg command linez and nesds to be coordinated
sppropriately. Formal assegssments ave normally dirscted by
higher headguarters to subordinate echelons, but may be
regussted by subordinate commands. These formal assessments are
typically largs seale endeavors reguirving large amounts of
personnsl {25+ and lead times in excess of four months,



4. EBach OPESEC Assessment is Unigue. This is due to the
differing activities of varied unitas and departments.
ARdaditicnal factors are the ture of the information bo

protected, the enemy’s intelligence collection capabiiit

the envivonment of the activity to be surveved,

5. (OPBEC Asgessnments are Elffereww from Security Inspections.
Security inspecticons seek to ensure compliance with directives
and regulastions c@ncezming claggified material, and security of

phveical structures/installations. However, assessment teams
should also ensure that security measures are not creating OPSEC
indicators {(e.g., only conducting identification checks at the

gate during VIP visits!.

6. Agsessments are not a Punitive Tool. They should be
conducted on a non-attribution basis. This will ensure better
cooperation and honesty when gurveying activitiesg, plans, and
operations.

7. Results of Assesgmente. Thege ghouid be given to the
commander of the unit or director of the stalff section surveved.
Results may alsc be forwarded to higher headguarters on a non-
attributicon basis to derive ié gong learned that may be applied
to other unitg within MCIEA

. OPEEC Assessment Planning Phase. The OPHEBEC Agsssament is
omposed of the following phases:

[

a. Determine the Scope. Limit the extent of the assessmernt
to managsable proportionsg based on time, geography, units to be
chaerved, operations or activitiss to be observed, *taffimg;

j and other practical considerations. &g ocutlined in
. the following areas could be evaluated:
snce Collection Operaticons; Logistics; Communications;

ng; and Administrartion and Support.

Select Assessment Team Members SZelect members Irom bthe
staff functions and other entities as nseded {(e.g.,
ffairs) to ensure an adequabte breadih of experiise.

an operations function, so the team leader should be

oy Activity to be ﬁgseggeﬁz
%zi%iéﬁ on the operatlion plan
the operation. This wiil heix
1 ltine for the aspect of the

o,  iUnderstand tne Operat
Team menbers mush be ﬁ@“aug
aﬁd,; v other matters affect

am members develop a
agératzom they are r
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4. Determine the Threat’s Intelligence Collection
Capabilitiegs. Intelligence and counterintelligence elemsnts can
provide this information.

s i

e. Conduct Empirical Studies (if possible}l. An example
would be to review regults of preparations (workups) for a maijor
operation or activitieg such as support operations for tenant
operating forces, computery simulations, war games, =sand table
sraerciges, fleld exercises, and command posgt exercises. This
may already be available from information used to complete step
3 of the OPSEC Process. These reviews can help the team
identify vulnerabilities that cannot be determined through

observation of the operation and interviewg of personnel.

£f. Develop a Punctional Outline. Functional Outlines for
each functional area to be asgessed will be completed.

{1} Start by developing a timetable of events to ocour.
Comparing the event chronocleogy with the known or projected
threat intelligence collection capabilities can often identify
vulnerabilities not previcusly identified. All of the
functional chronologies can later be corvrelated o builld the big

picture of the operation.

12} NWext, uge the chronclogy to bulld a functional
line. An exawple is provided on the next page. The
ctional cutline projects a time-phased picture of events
Sﬁﬁi&ﬁéﬁ with the planning, preparation, execution, and
conclusion of the opevation. The cutline provides an
analvtical basis for iﬁ&ﬁtifyimg events and activities that
are vulnerable to enemy exploitation.

. Determine the Vulnersa
Plan, the projected enenmy intel
events, and any emgiri#al gﬁa-i
CGPESEC indicators Friendly vuln

!

h. Determine Procedures to Conduct the Assessment Develop
any Standing Opsrating Procedures (8CP) neaded, including
cocrdinating for free access to units/departments and personnel.
Determine 1f any Lraining ig reguired, or if members nesd
familiarization with a particular functicnal ares: (1f they 4o
not have expertise in that srea)l

(WS
[
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agsessment, and Lo support the assegssment Teanm.
announcemsant

Agsessment purpose and soope.

o,
o
-

(2} List of team members and clearances.

{37 List of reguived briefing and crientations.
{4} Timeframe involved.

i

Adminigtrative or logistical support regulrements.
(6} Any other detaills deemed pertinent.

8. Example of a Functicnal Outline. The cutline below can
be applied to all the different functional areas such asg
intelligence, logistice, communications, operations,
administryation and support.

a. Planned Event Seguence. The 0PSEC Program or OPLAN
and command/staff briefs form the basisg for this timeline.
this can be formulated using a linesl listing, a matrix, or
another suitable method as regquired.

b. Actual Bvent Seqguence Observe and record events ag
they actually occour while Squ@y1§a activities. Be especially
cognizant of the information llsted in pavagraphs 100(3) through
10c{s) of thig enclosure.

c. Critical Information. List o i
the command has identified in their OPSEC Program oxr OPLAN.

formation you expect to see basge r
Program or OPLAN and command/staff briefs prior to
agseggment Commenging.

GPSEC Measures. List the OPSEC measures developed in

5

ol
the C?%E“ Frogram oy OPLAN vou can expect to ses during the
B

anilities through
and actual

i



sreates a vulneyablility that can be exploited by the enesmy. Are
the identified OPREC measures effective in protecting the
critical information by preventing the enemy from collecting and
accurately interpreting the OPSEC indicators?

10, OPSEC Field Ascessment Phage. This phase involves
obgerving operations and activities, reviewing documents, and
interviewing perscnnel. The following actions are reguired:

a. Conduct a Command Brief. This action is a ftwo-step
brief. The commander/director and staff brief the OPSEC Program
to the aggessgment team. The assezsment team should take thisz
opportunity to clarifv guestiong developed in the planning
phaze; then the assessment team briefs the command on the
aggegament objectives and procedures. Include in the brief a
summary of the hostile threat collection capabilities and the
vulnerability asgessment. The command should be asked to
comment on this te validate the assesgment. This bhrief to the
command can be a formal presentation oy informal discussion.

. Refine the Functional Cutlines. Using information fr
the command brief, make changes to the functional ocutlines ag
needed. During the actual assessment, changes to the outline
may also be needed as data is collected.

2, Collect the Datsa

(1} Collect data using personnel interviews, dogument
collecrion and review, and observations of aculv%*%es in each
Funotional area. Obgerve astivities and operations using the
fumstman&; cutline as vour guide.

gmnﬁt wemb&za sh Eﬁ agsure the interviewees

L ke protected by a non-

3 d cover the purpose of the
ription and duties Qf the interviewse; detalils of
*fgrmeé as to exactly how, what, where, and when
ning what

and what they do
T an awarsnesg

I

wy the

Beo@or
A
i
4 ot
¥
e
I
e
I I
iy
&
i m
el
{
[ C.f}

oy
(Rt
Tokn D (BT oot

6]

<o

fork
o

{3} Incorporate the collected data into the functional
cutline. As the data is enteved, this changes the outline from
a projection of events to a record of actual eventsz. The
cutline then is a chronological record of what actually was don



or happened, who did it, where it happened, and how and why 1t
wag done. The recordings should include an agsessment of the
identified vulnerabilities in light of the enemy collection
threat, and any COPBEC indicators generated by the activities or
cperations.

{4} If a finding is comsidersd to have zerious
negative miggion impact, the commander/director ghould be
notified te allow for early corrective action.

(B} Conduct a deily post brief among the assessment
team. Thisg is a chance to compare and correlate data,
assasg the functional outlinss and refine ag needed., and
redirect team effortas or members as needed.

11. Analysis and Eeporting Phase

a. During this phase, the assgessment team correlates and
aszesses the data cellected in the field assessment phase.

. Identify Vulnerabilities. Correlate and assess the data
to identify vulnerabilities, those that were previcusly
developed, and thosze that were identified during the field
asgeggment . OPSEC indicators that were obgserved arve ildentified
ag potential vulnerabilities. Again, vulnerabilities are
conditions that the threat may be able to exploit to reveal
critical information. The kev characterigtice of
vulnerabilities ave observable OPSEC indicators, and the
thyreat's ability to collect or observe the indicators. The
ability of the threat to effectively exploit the vulnerability
in a btimely manner indicates the actual rigk to friendly forces.

¢. OFSEC Asgegsment Heport. The report is genersted,
addreszad, an@ delivered to the commander/director of the
operation/activity surveved. A a Ggmsted format ig inciuded in
enclogsure {4). Format for findings can bes presented in
chroncelogl order, order of ﬁlgﬁifiﬁ&?Cég or. grouped into the
different nectional areasg. The veport should discusgs:

{1} Obsepved OPSEC indicators.

oillect and process the
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{4} Analvesis of the vulnerability’'s risk to the
command’ s operations.

%Y Recommended OPIEC meazsures or modification to
existing OPSEC measures.

{6} Angwer the question: Is the ¢ritical information
being protected?

(7} Care must be taken to ensure the appropriate level

of classification is given to discussions of vulnerabilities,
and recommended CPSEC measures.

Ernologurs
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Critical Information List

1. This enclosure provides the Critical Information List foy
MCE Camp Ledjeune. EHach item has examples of Esgential Elements
of Friendly Information (EEFI) listed below. This list is not
an all-sncompassing checklist which can be applied to all

gituationg. Commanders and ?heir staffs may usge their judgment
and experience to develop critical infeormation unigue to theiv
mission.
2. Personnel Information

a. Privacy Act information

b. Joint Personnel Adjudication System data

c.  Hrtandard Labor Data Collection and Distribution
Application (SLDCADA) data

d. Defense Travel System data

e. Training records

h

Timecards

4. Vehicle registration dat

h. Ranks/names of officers and ztalf non commissioned

officers on assigned base

jis)

3. Unit Information

., Accesg rosters

& Work oohedules

d. Personnel strengths and shortfalls

e. Wabtch gcheduless and reaction Cimes

£ Training datae of unitg using MCEB Camiedl facilities

FOR OFFICIAL USE ONLY



4. Facilitiss Informstion

a. Identification of any “open accessg” entry control points

L. GIS or cothey mapping sources with specific plain
language identification of sensitive areas, i.e., II Marine
Expeditionary Force Headguarters vice HPIL

<. Buillding schematics which are available open source
d. Specific commanding general/commanding officer office
location within headguarters buildings

&, Mission Eszential Vulnerable Ares ligt

f. Critical infrastructure locations and schematics, i.e.,
water svstems, slectrical grids, commnunications, stc.

. Maintenance requests and contracts

h. Future congtruction proiect information

i. Contract information

7. Plannsed land use

k. Locations of genasitive storvage sites (hazardous
materials, armg, ammunition, explosives), map and text

5. Eguipment/Specialized Eguipment Information

a. Security camera location/capability

b, Intrusion detection systems location/capability

. Chemical, biological, radiclogical, nucleay, high-
explogive senscr location/capability

a Eguipment capabilitiesg
6. Plans, Policieg, and Procedures

a AT PFlan

o Intagrated Action Zebts

Enclosure (4}
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. Bpecial Orders
d4. Security pl
e. (BRNE regp capabilities, guidelines and procedures
f. Force protection condition security sugmentatio
regulremnents
2. DobD School Critical Incident Plang
h. Imstallation and unit Random AT Memsures
i. Destructive Weather Exercige 80P
7. IT 8ystems/Communications Systems Information
a.
.

Svatem Authorization Access Requegt Database

Bystem Securiby Accreditation Agresment data wi
asgociated Internet Pro

&_»G‘\JC\IJGE
Vulnerability program data
a

<o i
[NV 8
addresses Informabtion Asgurance

=

Interim Approval to Operate/Connect data
. Protected Distributi

on Systam approv
Common Accegs Card Personal
information

Tdent
8. EReports,

ification
Burvevs,
Documentation

Administrative Information,
&

Related

jos (PMG) phyvsical sgecurity and
Ve

Law anforcement sensitive informatio
Ohgervation Hoviceg {(TARLON;, PBI aler

o

; toand
a8, ato

Lot




)

g

o

o

Special Event Information

1

I
R E

Information

tics

ogis

w1

ottt ooy
carvicuelar

P




BO 307004

Y

Inspector Genervral’s Checklist

481 01 001 Has the command appointed in writing an OPSEC
Program Manager or Cocordinator to serve as the
PO for all OPSEC matters?
Referencs: MCO 3070.2, paragraph 4b{9] (a)

4831 01 002 Doesn the command have an OPSEC Ordexr?

Reference: MCO 3070.2, paragraph 4b{(9) (b)i

481 01 603 Does the command have a Critical Information
List?
Reference: MCO 3070.2, paragraph 4b(9) (b2
481 01 004 Does the command ensure contract reguirements
properly reflect OPSEC responsibilitieg, when
applicable?
Reference: MCO 3070.2, paragraph 4b(8} (b5

who
]
o

01 005 Iz the command’s Critical Information List
provided to the Public Affeirs Officer?
Reference: MCO 3070.2, paragraph 4b(9) (b} 7

481 01 006 Does the command develop OPSEC plans in support
of opesrations and exercises?
Reference: MCO 3070.2, paragraph 4b(9) (k)8

481 01 097 Did the command conduct an annual command level
assegsment?
Reference: MCO 3070.2, paragraph 4b{g; (b) 2

481 01 ©08 Has the OPSEC Program Manager or Coordinator
Completed the OPSEC Fundamentals Course within
30 davs of being appointed? 1If the online courss is
not accegsible, has the command reguested that
z copy of the coursge be mailed to the command?
- i

Reference: MCO 3070.2, parvagraph 4c(5) (a)

481 01 608 Lf reguired, has the OPIEC Program Manager oy
Coordinator attended or reguested to attend a
resident course within 90 days of appointment?
RBeference: MO0 3070.2, parvagraph 4c(5) (b}
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Does the command conduct annual fraining with
the following minimum regquirements: A
definiticon of OPSEC and its relationship to the
command’ s security and intelligence programs;
an overview of the OPSEC Proceseg; The command’s
curyent coritical information list; and &
listing of the command’ e personnel fulfilling
OPSEC respongibilitiea?

Reference: MCO 3070.2, paragraph 4c(5) ()

Doss the command’s unclassified publicly
available webgite(g) have critical information
posted?

Reference: MCO 3070.2, paragraph 4c(6) (a}

Does the command’s unclassified publicly
available websgite(s) have clasgified
information, “For Official use Only”
information, proprietary information, or
information that could enable the yvecipient to
infer this type of information?

Reference: MCO 3070.2, paragraph 4ci{s} (b)

Doeg the command’s unclassified publicly
avallable webgite{s)identify family members of
Department of the Navy personnel in any way,
except for apcuses of szenicr leaders who are
participating in public events?

Reference: MCO 3807C.2, pavagraph 4c(6} (¢)

Does the command’ s gmciagszf
avallable websitel{sg) include G@E’
which include family ﬁemb@z info
Referencs: MO0 3070.2, paragvmmn

%«z.
"] Qu

Doss the command’ s unelasgified publicly

available webgitelg) digplay parsonnsl lists,

“rostey boards” organizational charts, or

command staelf dirsctoriss which show

individual’s names, individual’s phone numbers,

or email addresses which contain the

individual’ g names?

Refeyrence: MCO 3070.2, parvagraph 4c(6} (d)

Does the commander emphagize the ilmportance of

OPSEC with family members?

Reference: MCO 2070.2, paragraph 4c(8)
Enclosur



