
UNITED STATES MARINE CORPS 
t'C1P-~RINE CORPS BASE 

PSC BOX 20004 
Cl'lVIP LEJEtJNE NC 28542-0004 

BASE ORDER 1 

From: 
To: 

Ref: 

Enel: 

Di 
Officer 

ion List 

OPERATIONS SECURITY (OPSEC) 

(a) MCO 3070.2, The Marine 
Securi Program (DRAFT) 

(h) MARFORCOMO 3070.1, ions 
(c) MCIEASTO 3070.1, Operations Security 

( ) OPSRC Terms and 
(2) The OPSEC Process 
(3) The OPSEC Assessment 
(4) Critical Information List (FODO) 
(5) General's Checkl st 

Rej:lCI:t (s) urle:C8t:ions Securi Annual USMC 
(Enclosure 8} 

I. Situation 

a. f S environment finds Marine 
eune (MCB ) at the forefront of 

Global War on Terror as well as numerous other 
the of battle 

on a map forward and rear areas. 
that are 

BO 3070.1 
S~3 

Base t 

the 
s 

Instead! 
in we find ourselves 

time, spacer awbi t The threat is not 
nations and transnational st 

zatlons y but also allies and u.s. citizens all 

means! whether 
iute 

informationo 
icated methods 

intel 
source intel 

adversaries to 
hinder the success 

ions the informat 
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b. While the ion of class fied information remains 
we must also focus on unclassified open 

source materials 0 These materials allow an the 
abili to build a coherent of 
our current and future ions; as well as 

a response to be executed at the time and of 
their choos Now! more than ever Marine, Coast 
Guardsman and c lian Marine must be of the 

of unclassified; but ial useful! 
information from those who would do harm to this nation and its 
mili forces. 

2. Mission MCB implements an 
(OPSEC) program to the critical information sought 
adversaries that would be used to disrupt our mil 

3. Execution 

a. 

(I) To execute an OPSEC program 
to ial adversaries access would need to 

countermeasures and actions used to di and 
future mili These actions would include the 

of a formal OPSEC program, the 
creation and ion of the icies and 
necessary to our OPSEC program, oontinued education 
of users at all levels to raise awareness and increaae control 
over open source iOTI; and the oont ref 

threats. 
cf 

To be the OPSEC program over time to meet 
successful r this 
leVels; both 

of 
state: denial 
adVersaries 
vulnerabilities~ 

icy and 
achieve the 
an program 

will commanders and at 
and civilian, to continual 

OPSEC ices with the subordinates. 
access to critical lrrrO!:mat: ion 

the elimination or mit ion 

References (a) 
for OPSEC 

2 

all 
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h. Tasks 

(1) Director 8-3 MCB 

(a) Des as lead agency en OPSEC matters for 
tooiCB 

tv'faintain an OPSEC order and OPSEC program for 
MCB 

(c) Host OPSEC Working (WG) to: 

1. Coordinate OPSEC matters among the staff and 
s. 

2. Implement the MCB CamLej OPSEC program. 

(d) Appoint in writing an officer, staff 
noncommissioned officer f or of Defense (DoD) 

civilian as OPSEC to the 
fol dut 

1. Provide OPSEC 
recommendations to the commander. 

ect matter 

2. Coordinate and maintain the Corrmand OPSEC 
to include writing 

as necessary 
to i documents 

30 Coordinate OPSEC education and t 

4, command OPSEC 8urveys~ 

5. Conduct annual command OPSEC assessments. 

6. 
learned database, 

an OPSEC lessons 

7 Chai 

Coordinate and eXecute command assessments 
the IvlCB prograrn. 

9, Coordinate with other relevant 
groups on OPSEC related matters 'f Antiterrorism 

ical Securi ieal Infrastructure vJG f Threat Fusion 
and f Nuclear and Yie ives 

3 
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10. Provide assistance to MCB staff 
seetione and element OPSEC Coordinators as red. 

East 
OPSEC 

11. 
OPSEC 

with Marine 
for 

Installations 
of MCB 

2 ) 

OPSEC as a functional area to be 
Officer's Readiness ions (CaRl) 

(3 ) 

(a) Appoint in writing OPSEC Program Coordinators 
to: 

1. Provide OPSEC subject matter ise and 
recommendations. 

2. Coordinate OPSEC matters with the MCB 
OPSEC 

Coordinate OPSEC education and 
members of your staff. 

4. Coordinate and conduct annual internal 
reviews and assessments under the OPSEC 

5, Act as a member of the OPSEC Assessment 
Team. 

) 

the OPSEC 
serve as your OPSEC 

rp:mrPAfmr8t:icn to the OPSEC we as 
Officer. This individual may 

as vJell, 

for 

(a) an OPSEC Coordinator 
to; 

OPSEC ect matter e)cpe:r't ise and 
recommendations. 

2 Coordinate rnatters the 
OPSEC 

Coordinate education and tra for 
members of your command 
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Coordinate and conduct annual if d 

Eiflews and assessmen~s under the OPSEC rogram. 

~. Act as a memDer 0 the OPSEC AssessmE~r 
: ea_In. 

(b) Provide represent tion to the OPSEO WG as 
required T~~~e OPSEC F Off:Lcer. This _indi \!:Ldual [HO: 

serve as your OPSEC Program Manager as well. 

InsTructions 

the included 
~~ OPSEC education programs: 

(a) MCB CamLej OPSEC Program r will attend a 
resident course v,Jithin ninety of appcintrnent. Ava Iable 
courses are: 

r:orfo konavy.mil 

2 " 

Navy OPSEC Course; 

f, /_ " 
c.J'J L' 

t~ps://www.nioc-

: / sa.dss.mi 

OPSE 238 -239 Course; http:/ lOS .qov/ 

OPSEC P anner's Course; 
~lstiocrnd. Y'","" 7 p--'_: 

L"'5 • j ",--- ~ i 

(b) MCB CamLe1 OPSEC P 
Coordinators wlLl 

s of apoointment. ~ii-C; course is available cn- ins. 
isted as "C8T 1301" and is avai e at the Navy Information 

I-t1:[ '3: / .navv /cpsec" s c 
-ega 
qUE"::;st i __ '~;: 

()PSEC) r 2555 

c)t:' : 



3. 

Rc-:;vis1;.] C command's per-sc ny--,,~). 

OPSEC responsibi~ities. 

is p~cvided 25 a 
rrns ;:'1 

s p -J ded as dD 

~ut ~n= of the OPSEC Process. 

Enclos:J.re 
j\ssessment 

I -< .• 
\ -? ! is provided 2S 

iist of 

examp.i'';::: 

conmcn. 

-". +--
0L 

:jDj 

The OPSSC 

(5) Enclosure (4) s [vICB Crit cal- Information 
ist. 

6) Enclosure (5) lS the n r General's Chec 

4. Administration and Loqistics 

2. Admin stration 

provide contact information of OPSEC Ceord ators to k~re Me 
CamLe OPSEC r. The MOB CamLej OPSEC Program 

inforrrtat. icn. 

OPSEC as 
CamLe~ OPSEC Proqram Manaqer for submission to MCIEAST ~P3E: 

:coqrarn See enclost:;re for assessment outline. 

OPSEC :~ 

_.0 
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Ccmmand and S 1 

c. Ccrnmand" is Order s applicable tc a~~ 81i1~ary ana 
civilian personnel ass 

Th 3 OrdE 13 effectivE on the date s 
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OPSEO ions 

enclosure common use terms and definitions 
associated with OPSEC{ and is to a clear 

with the OPSEO of OPSEC as well as aasi 
creation process. 

a. 
intentions, 

adversaries for them to 
failure or 

These are fie facts about 
lities; and activities vital needed 

and act effective so as to 
consequences for 

mission ishment. 

b. OPSEO. Excessive OPSEC can 
ional effectiveness by with activities such as 

ion, training, and ical support. Mil".21rv 
ions are inherent , and the commander must evaluate 

each activity and operation, and then balance required OPSEC 
measures operational needs. Us the OPSEO process 
will commanders assess the risk and OPSEC 
measures. 

c. These are detectable actions and 
open sources of information that intelligrellce 

ial detect or obtain and then to derive 
information, 

d. An OPSEC assessment is an 
or activi to determine if 

ion from intelllc;!eIlce tat 
exists. The OPSEO assessment is used to veri the 
effectiveness of OPSEC 
information is be 
conducted until after 

measures and if ieal 
assessment cannot be 

information has been identified, 

or 

or 
of 

erl ieal informat 
there can be no fie 

licies exist. 

which should be 
ion that OPSEC 

OPSEC Measures. TheSe aYe actions taken to reduce the 
li of an enemy from lect OPSEC indicators 

oorrect thei 

OPSEC Process. OPSEC is 
the OPSEC Process, This has fiVe 

ied in a '5~.~ •. ~~ial order" In 
revisited at any time 
Enclosure (2) a detai 

Process. 

which are 
situations; 

threats 

Enclosure 
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g. 
who have OPSEC duties as their 

job. Coordinators are personnel who OPSEC functions as 
an additional Commanders will use discretion in 

whether 
Coordinators to fulfill their 

OPSEC or 
lities. 

Y'mYr~h'~"f'1n;;;;~~~~~~~~~~~ These are teams of personnel with 
the different elements of the command's 

zation 
and its program. 

to assist the command with OPSEC matters 

i. Threat. A threat is any individual or 
seeks to do harm by interrupting ongoing mili 
activities. In order to be classified a threat, 
must be satisfied: 

(1) ~n intent to do harm must exist. 

(2) A Ii to do harm must exist. 

zation that 
operations or 

two conditions 

I both conditions cannot be met then a threat does not exist . 

.; 
J • 

actions 
evsluated 

basis for effective 

This is a condition in which 
indicators that may be obtained and 

an time to 
decision~making. 

for a 

2. of these terms are further subdivided 
definit can be found in references (a) 

Enclosure 

2 
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The Process 

1" General 

OPSEC is an function vice a. 
intelligence or counterintell function. 

OPSEC is 
information, 

we 
actions 

.LCleJ1Ll critical 
mili 

ions and activities! our vulnerabilities and how the 
threat can t them to gain information, and the measures 
that we can to reduce our vulnerabilities, 

our critical information 

c. OPSEC is a command responsibil 

2" OPSEC The OPSEC process is a five- process. 
Those responsible for OPSEC program implementation 
shall this five- process that entails: 

The 
believe the enemy will need to 
Cclp'elD'llities {and limitations) f 

are the Essential Elements of 
Critical information s 
information vitally needed 
the OPSEC Process on 

identi the questions 
know about f intentions, 

and activities. These questions 
Information (EEFI). 

of the EEFI; it is the 
enemy. This serves to focus 

the vital . rather 
than at all information. EEFlfs are found in 

Plans Tab C to 3 to iffinex C 

ions. This critical information wil often t be 
to what you would want to know about the enemy, 

b. 
research 
ccunterintell ig,e11ce YF'n,"w" S J 

enemy 
tions; such as: 

identi 
ask 

us? 

the enemy or 

intent and 

(3} What are the enemy's 

is the enemyfs 
or activi 

This involves the 
information r 

souroe information to 
The commander 

to take action 

and s1 

for oppcs the 

Enclosure (2) 
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(5) What of tactics and forces wi 1 the enemy 

(6 What critical information does the enemy 
know? 

(7 ) vJhat eri tical information too late to 

(8) Are there OPSEC measures that can be taken later in 
the process to critical information or deceive the enemy 
on sed critical information? 

(9) l~hat are the enemy's intellrgre1:lCe 
ctf,""JJ.L lit ies? 

collection 

(10) How does the enemy process and disseminate their 
collected data? 

c. 

identi 

an operation's or 
the 

This action 
vulnerahil ties. This 

ion and 
that could reveal critical 

Vulnerabilities exist when the enemy is 
(with the available collection and process assets) of 

OPSEC indicator, correct it, and then 
and timely action. The commander will need 

answers to ions such as these: 

(1) What OPSEC indicators of lcal information net 
knewn te the enemy will be created actions that 
result from the ion or activi 

collect? 
2) What OPSEC indicators can the enemy actual 

v1hat OPSEC indicators can the enemy actual 

eSSential 
the identif 

vulnerabilities and then identi pass measures 
Second fie OPSEC measures are selected 

has 

execution based cn the risk assessment 
staff, 

commander and 

Enclosure (2) 



(1) OPSEC Measures can used to: 

(a) Prevent the enemy from detect an OPSEC 
indicator, 

b) Provide an alternate ls of an indicator 
from the enemy ion) , 

(c) Direct attack the enemyfs collection 

(2) Besides ical destruction, OPSEC measures can 
include: 

(a) Concealment and camouflage. 

(b) Deception across all 
Information Operations (10). 

of icns and 

c) Intentional deviations from normal and 
a sense of normal 

(d) Practicing sound information securi 
and personnel securi 

ieal 
securi 

(3 rJIore than one OPSEC measure may be identified for 
each vulnerabili and one OPSEC measure can be identified for 
mult vulnerabilit and OPSEC measures 
can be identified for s e or multiple OPSEC indicators. 
OPSEC measures are most effective when the maxirnum 

ion while minimal effect ional effectiveness" 

(4) Risk assessment involves the estimated 
cost fort; resource allocation, and of 

an OPSEC measure to the ial effects on 
ssion from an enemy t a 

icular vulnerabili ions to ask include: 

(a) What is the risk 
OPSEC measure is taken? 

ssian effectiVeness if 

) What lS the risk to ion effectlvelHSlSS 
measure is not taken? 

an 

(c) ~'1hat i the to ss effectiveness if an 
OPSEC measure effectiVe? 

Enclosure 
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will the cost of measure 
be too much as to the enemyfs ion of the 
TJlnerabil 

a icular OPSEC measure (e) Will 
create an OPSEC rT1lC[:Lcat:OT1? tAlill it create an OPSEC indicator 
that you want the enemy to see (e.go r 

(f) Do we even have the 1 tc the 
OPSEC measure? If we do; can the assets under our control 
ac:c(:1mnlish this, or do we need to assets from outside 
sources? 

(5) Planning for OPSEC measures coordination 
all staff elements, and supporting elements or assets 

outside the command. Particular care must be taken to ensure 
that OPSEC measures do not interfere with other ions 
(e.g., deception plans, psychological ions, etc.). Solid 
staff funct and planning will ensure OPSEC 

th and other programs and 

the 
(Risk Assessment) . and t OPSEC 

measures the OPL&~ is critical to ensure countermeasures 
are ied at the t ace; and manner. 

(1) The enemy 
monitored to 

reaction to our OPSEC measures will be 
effectiveness. Provisions and methods 

for feedback from corr~at units intell and 
counterintellrCleJ:1Ce staffst and other IO elements, 

in the OPLAN. This feedback will be 
wi have to 

determine 

(a) Is the OPSEC measure the des red 
effect? Or is it undes red effect? 

{b) Is OPSEC measure 
feet? If so, does this result 

for forces? 

an unforeseen 
or negative ef 

(0) Do we need to continue the OPSEC 
measure Ni '1 st e feet or has it 

s task and been overcome the cf ions? 

Do need to cease the OPSEC measure because 
no observable resul s lve l or oonsequenoes:, 

s 

Enclosure (2) 



(e) Do we need to modi 
the resul ? 

(f) Do we need to 
OPSEC measures to 

based on the results? 

BO 3070~ 

the OPSEC measure based on 

selected 
ineffective OPSEC measures 

g) Do we need to devise nevI OPSEC measures to 
ineffective OPSEC measures? 

(h) Have we identified new s, or 
unforeseen OPSEC that will need new OPSEC measures? 

this is a dynamic process, and 
be revisited. 

may have to 

(2) In addition to ongoing operations, feedback 
fClrlnation for OPSEC planning for future operations through 

lessons learned. 

(3) The OPSEC Assessment s an excellent method and tool 
for feedback on the effectiveness of OPSEC measures. 

Enclosure { } 
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The OPSEC As 

General. The purpose of the OPSEC Assessment is to 
examine an 

ion from 
ion or activi to determine if 

ion 
exists. The or)Pcation or assessed uses OPSEC 
Hleasures to ts critical informat 
assessment J~8 used to venes 

The OPSEC 
of OPSEC 

Eleasures assessrnent if criti informat 
identified the OPSEC process is 
Pill assessment cannot be conducted unt after an operation or 
acti has at least ified i s critical informat 
Without a basis of ieal information, there can be no 
specif determination that actual OPSEC vulnerabilities exist. 

and special 
staff will conduct 

each commander director! 
an annual Command Assessment us the 

General's Checklist. (See enclosure for 
check 1 st) 

nave 

3 . 

a. 
command and 

to 

Assessment. 
normal 

a formal assessment after 
assessment 

Concentrates on events within the 
us 

The 
assessments will be this The scope of these assessments 
can vary on the commander's 
that an all-encompassing assessment would 
a commanders are 

in which functions are routine evaluated! but done so 
could evaluate over a of t For 

admini le evaluat Website 
OPSEC on the next 

often cross 

personne ( 2S 

lines 

Is 
command 

and conducted 
The formal asses 

needs to be coordinated 
Formal assessments normal 

subordinate echelons, be 

merrtbers 

commands 
scale endeavors 

These: formal assessments are 
amounts of 

and lead timeS in excess of four months 

Enclosure (3) 
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4, 

dif 
Each OPSEC Assessment is This is due to the 

activities of varied units and 
Additional factors are the nature of the information to be 

the enemy's intell collection lities l and 
the environment of the act to be 

5< OPSEC Asses 
ions seek to ensure 

and classified material! and securi of 
ical structures! installations. However f assessment t,eams 

should also ensure that measures are not creating OPSEC 
indicators (e.g., only conduct identification checks at the 

during VIP visits) 0 

6 , They should be 
conducted on a non-attribution basis, This will ensure better 
cc)o'oe,ri~tion and honesty when activit and 
mOF'r;qtions 

7 Results of Assessments, These should be 
commander of the unit or director of the staff 

to the 
section 

Results may also be forwarded to on a non~ 
attribution basis to derive lessons 

l'1CIEAST. 
learned that may be ied 

to other units 

The OPSEC Assessment is 

21, Determine the Limit the extent of the assessment 
ions based on time, ts to be 
or activities to be observed, staff 

ical considerations» As outlined 
fol areas could be evaluated: 

in 

Intell collection Or)pr?lr.ions; sties; Comrr~nications; 

ions; and Administration and 

As Team Members" Select mernbers the 
various functions and other ent ies as needed (e.9,! 

~,.v,±.,~,e breadth of ise ~c,~~ic affairs) to ensure an 
OPSEC is an ions funct eader should be 
from ions. 

~~~~~~~~~~~~~~~~~~~~~i~S;:~~~t~O~.~~~~~~~~. Team members 
any other matters affect the ion, 

team merubers 
ion 

a functional outline for the 
are respons survey 

2 

the 

Enclosure 
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woul~ . be::;t~o;;~~;f;:;;;-r;;e~s~u~l~t:-s;:~o~fi'~~~~~t1~~~~~~ k:Ul"An: ) for a or 
ion or activities such as ions for tenant 

forces simulations I war games; sand table 
exercises, field exercises r and command exercises This 
may al be available from ion used to 
3 of the OPSEC Process, These reviews can help the team 
identi vulnerabilities that cannot be determined 
observat of the operation and interviews of personnel. 

f, Functional Outlines for 
each functional area to be assessed will be completed, 

(1) Start by developing a timetable of events to occur, 
Comparing the event chronology with the known or ected 
threat intelligrellce collection lities can often identi 

functional 
picture 

(2) Next, use the 
outl An is 
functional outline 
associated with the 
conclusion of the operation. 

ical basis for identi 
are vulnerable to enemy 

ly identified, All of the 
later be correlated to build the 

to build a functional 
on the next page. The 

of events 
lon, execution, and 

The outline an 
events and activities that 

g. Determine the Vulnerabilities. ew of the OPSEC 
Plan? the ected enemy intell threat r the of 

tvill the events! and any 
OPSEC indicators, 
or identified, 

vulnerabi ities can now be confirmed 

the F"ssessment" 
any needed! including 

Cl"pall1:mEm1:S personne 
Determine f 1: red f or if merrbers need 

iarization vJl icular functional area f dO 

not have ise in that area 

Announce the Assessment" Announce the assessment far 
advance to al command prepare for the 

Enclosure f ~ \ 
\.5 ' 
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assessment; and to 
announcement: 

the assessment team. Include in the 

(1) Assessment purpose and scope. 

(2) List of team members and clearances. 

(3) List of brief and orientations 0 

(4 Timeframe 

(5) Administrative or ical LE;("LUrements. 

(6) Any other details deemed pertinent. 

9. The outline below can 
be applied to all the different functional areas such as 
intelligence; logistics, communications, operations f 

administration and 

a The OPSEC or OPL&~ 
and command/staff briefs form the basis for this timeline. 
This can be formulated us 
another suitable method as 

a lineal list j a matrix; or 

Observe and record events as 
~l~~~~¢=;hil,~~~~E'vi aot i vi ties Be 

zant of the information 1 sted in 
10c 5) of this enclosure. 

c~ Information. List critical information that 
command has identified in their OPSEC or OPLAl~. 

d. OPSEC Indicators. List OPSEC indicators of critical 
information you to see based on review of the OPSEC 

OPLfu~ and staff fs to field 
assessment 

OPSEC J'vleasures. List the OPSEC measures deve in 
to see the 

aSsessment. 

f OPSEC ties 
cClITnna.ncl/staff briEfs; and actual 

acti ties tions obServed You are for OPSEC 
caters that can reveal cri ion. This condit 

Enclosure (3 
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creates a vulnerabili that can be Are 
the identified OPSBC measures effective the 
critical ion 

intervie~u,jLU 

the enemy from collect 
the OPSSC indicators? 

involves 
documents, and 

actions are red: 

a Conduct a Command Brief, This action is a two­
brief, The commander/director and staff brief the OBSSC 
to the assessment team. The assessment team should take this 
opportunity to c questions in the planning 

and 

phase; then the assessment team briefs the command on the 
assessment objectives and procedures, Include in the brief a 
summary of the hostile threat oollection capabilit and the 
vulnerability assessment, The command should be asked to 
comment on this to validate the assessment, This brief to the 
command can be a formal presentation or informal ion, 

b , ":,,~,:':':,,,,~::'.',=-~,:,:,:!:::~,::::,:,:,,~--,:,,:,:~lc:l::,' n""e",s" ' Us i ng in forma t ion from 
the command make to the functional outlines as 
needed, During the actual 
may also be needed as data 

assessment f 

is collected. 
to the outline 

c. Collect the Data 

(1) Col data us personnel interviews t document 
collection and review, and observations of activities in each 
functional area. 
functional outl 

Observe activities and 
as your 

us the 

Assessment members should assure the interviewees 
that the nj'ornc,at,ion will be non~ 

at ribution 
terview 

tasks 

information 

Interviews should cover the purpose of the 
lon and ies of the intervievlee; details of 
as to exact how; what, where, and when 

them with a view toward what 
or generate and what 

th it; whether the 
of the hostile collect 

s actions reflect 
J.ltleS; and 

awareness 
the 

interviewee! 

outline As 
ect:lon 

actions 

the data 
of events 

s a 

collected data into the functional 
is ent:ered; this the outline 
to a record of actual events, The 

reoord of what aotual 

Enclosure 
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or h2wpem!2ci, who did it f where it f and hO"l and it 
\flaB done. 
identified 
threat, and 

The should include an assessment of the 
vulnerabilities in 1 of the enemy collection 

any OPSEC indicators the activities or 
ions. 

(4) If a fu.,u.Ll is considered to have serious 
mission the should be 

not fied to allow for corrective action. 

(5) Conduot a dai hrief among the assessment 
team" This is a chance to compare and correlate data: 
assess the functional outlines and refine as needed, and 
redirect team or members as needed. 

11 

a During this phase, the assessment team correlates and 
assesses the collected in the field aesessment phase. 

b. Correlate and assess the data 
to 
deve and those that were identified the field 
assessment. OPSEC indicators that were observed are identified 
as ial lities. 
oonditions that the threat may be able to 

lities are 
to reveal 

critical information. The oharaoteristios of 
lities are observable OPSEC ! and the 

threat's abil to collect or observe the indicators. The 
abili of the threat to effective the vulnerabili 
in a time manner indicates the actual risk to forces. 

enclosure (4). 

sment The is 
to the commander rector of the 

format is included in 
Forrnat for 

order r order 
areas The 

be in 
into the 

should discuss: 

(I} Observed OPSEC indicators. 

1 . 
~l cf to collect prccess the 

indicators 

Ip·ranllit identified 

6 
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s of the vulnerabili 
m:)eLa.tions. 

{4 ) 

command's 
fS risk to the 

exist 
(5) Recommended OPSEC measures or modification to 
OPSEC measures. 

(6) Answer the 
ed? 

ion: Is the critical information 

(7) Care must be taken to ensure the level 
of classification is given to discussions of vulnerabilities, 
and recommended OPSEC measures. 

Enclosure 
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Crit 

This enclosure the Critical Information List for 
Each item has es of Essential Elements 

H:'rrn?lcion (EEFI) listed be This list is not 
an all-encompass checklist which can be ied to all 
situations, 
and 
mission. 

Commanders and their staffs may use 
to develop critical information 

2~ Personnel Information 

a. Privacy Act information 

b~ Joint Personnel Adjudication System data 

the i r- j ud~gD1e]C1 t 
to their 

c. Standard Labor Data Collection and Distribution 
Application (SLDCADA) data 

Defense Travel data 

records 

g. Vehicle stration data 

Ranks of officers and staf non commissioned 
base officers on assl~rn,"a 

3. 

d. letters 

)1~ccess rosters 

viork 

d. Personnel and shortfal s 

Watch schedules and react times 

f of units {v'ICE faeil t 

Enclosure (4) 
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Identif ion of any access U entry control 

b. GIS or other mapping sources with specific 
identification of sensitive areas, i e., II Marine 

a 

c""p,eoO.lt Force vice HPl 

50 

6 

Bui LCLU.ICj schematics which are available open source 

do Specific commanding 
ion wi 

general/commanding 
bui leLLJ"y" 

e. Mission Essential Vulnerable Area list 

officer office 

ical infrastructure locations and schematics, i.e., 
electrical grids, communications, etc. 

g. Maintenance and contracts 

h. Future construction €Oct information 

i. Contract information 

Planned land use 

k. Locat of sensit s (hazardous 
0 =, arms, iOTI, eL1cpLUdi ves) f map and text 

ao camera locat li 

b. Intrus detection 

co Chemical i calf nuclear, 
ive sensor- locat 1 

I 

a Plan 

p-,-ction Sets 
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ial Orders 

d. Securi 

CBRNE response lities, ines and 

Force ion condition 
L2"J'LLreffieuts 

g. DoD School Critical Incident Plans 

h. Installation and Random AT Measures 

i. Destructive Weather Exercise SOP 

7. IT Systems/Communications Systems Information 

a. System Authorization Access Request Database 

b. ion data with 
associated Internet Protocol addresses Information Assurance 
Vulnerabili program data 

e. Protected Distribution s 

f. Common Access Card Personal Identification Number reset 
information 

8 > 

crime 

c 
Locat 

inc 

e 

Securi Assessments 

Provost Marshal f s Office (P~40) 

surveys 
ieal 

Law enforcement sensitive infermat loe.; 
sP,nJarien iees FBI Alerts y etc, 

and 

r and Fire &: Service Division 
, traf accident , ete. 

blotters; desk journals, stats sheets; etc. 
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Special Event Information 

2. 8ist nguished visitor information 
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Locations of Events 

'::1 • ial evenrs Letter of Instruction 

10. Logistics Information 

a. Frei data associated with particular 

b. B~l i~q/.iccounrlng data 
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48 1 001 Has the command in "qrit an OPSEC 
or Coordinator to serve as the 

poe for all OPSEC matters? 
Reference: ~lCO 3070.2, 4b (9) (a) 

81 01 002 Does the command have an OPSEC Order? 
I\1CO 3070.2; 4b 9) (b)l 

481 01 003 Does the command have a Critical Information 
List? 
Reference: MCO 3070.2, paragraph 4b(9) )3 

481 01 004 Does the command ensure contract 
properly reflect OPSEC responsibilities, when 
applicable? 

MCO 3070.2, paragraph 4b{9) (b)~ 

481 01 005 Is the command S Critical Information List 
provided to the Public Affairs Officer? 
Reference: MC03070~ 4b(9)(b)7 

481 01 006 Does the command in 

481 01 00 

of ions and exercises? 
Reference: Ivieo 3070.2, 4b(9)(b)8 

Did the conduct an annual command level 
assessment? 
Reference: MCO 3070~ 4b ( ) (b) 9 

4 1 01 0 8 Has the OPSEC or Coordinator 

48 

~Ultl~·tleted the OPSEC Fundamentals Course 
30 of be If the online course 1~ 

not accessible, has the conuuand that 
a copy of the course be mai 
Reference: Mea 3070.2, 

o 9 If f has OPSEC 
Coordinator attended or 

course within 90 
Reference: Mea 30 

command? 
4c (5) a) 

or 
to attend a 

4c 5 (b) 
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481 010 Does the command conduct annual 
the fol minimum rements: A 
definition of OPSEC and relat to the 
commandrs and intell programs; 
an of the OPSEC Process; The command's 
current critical ion list; and a 
list of the command's fulfill 
OPSEC respons lit ? 

MCO 3070.2, 4c(5 (c) 

481 01 011 Does the command's fied publicly 
available website(s) have ieal information 
posted? 
Reference: MCO 3070.2, paragraph 4c(6) (a) 

481 01 012 Does the command's unclassified publ 
available website(s) have sified 
information, "For Official use Only" 
information, information, or 

enable the recipient to 
of information? 

MCO 3070.2, 4C(6) 

481 01 013 Does the commandfs unclassif ic 

4 

available website{s) members of 
of the in any way, 
spouses of senior leaders who are 

81 01 014 

in ic events? 
Reference: MCO 3070.2, 

available website(s) 
which include fami member 
Reference: MCO 30 0.2; 

lassif 

c (6) c) 

r (',Yin", , ion? 
4c (6) (c) 

01 015 DOes the commandfs 
lable website(s 

"roster boards ff 

ay personnel -'-- sts; 
zational charts, or 

command staff directories which show 
individualis names, indivi 

email addresses whi contaln the 

Reference: 

1 0 016 Does the 
OPSEC t.vith 
Reference: 

is names? 
r4CO 3070" 2 f 

etrlD118Slze the 
mewbers? 

tvlCO 3 U, L f 

4 (6) 

c (8) 

numbers; 

of 
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