BREACH PROCESS * GUIDANCE TAKEN FROM EIA DIR 011

Department PA Manager:
1.  Upon notification of a suspected PII breach gather as much information from individual and begin to complete the OPNAV form 5211/13.
2.  Save the form to your desktop or in your Department Privacy Act folder.
3.  Email the OPNAV form 5211/13 to the MCIEAST-MCB CAMLEJ Command PA Program Coordinator.
The below breaches are to be reported by Mr. Gillespie in the G-6.  Have the individual complete the steps in the below table based on the type of breach.
	E-mail Breach  
	PII Exposed to Internet 
	Unauthorized Access (Hacking)
	PED/Mobile Devices

4.  Complete notifications**
**Notifications not required:
	1.   Have the department complete OPNAV 5211/14 After Action report form stating what actions they have taken to prevent future occurrences.  
	2.  *Ensure you have received remedial training certificates and all documented remedial efforts to mitigate future compromises for inclusion in your paper file.

**Notifications required:
	1.  Affected individuals of the breach must be notified in writing within 10 days.  Notification letter will include the minimum information and can be sent via registered mail or email:  

*PII elements involved in the breach ie. SSN, DOB, address, etc.
*Circumstances surrounding the breach ie. unencrypted email, web posting, etc.
*Protective measures the individual can take.

	2.  Send the letter to the Command Privacy Act Officer for signature and mailing by the Command PA Program Manager.  

5.  Upon notification from Command PA Program Coordinator, complete OPNAV 5211/14 After Action report form stating what actions they have taken to prevent future occurrences.
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